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IMPLEMENTATION OF THE COMMUNICATIONS 
ASSISTANCE FOR LAW ENFORCEMENT ACT 
OF 1994 

THURSDAY, OCTOBER 23, 1997 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON CRIME 

COMMITTEE ON THE JUDICIARY, 
Washington, DC. 

The subcommittee met, pursuant to notice, at 10:05 a.m., in 
Room 2237, Raybum House Office Building, Hon. Bill McCollum 
[chairman of the subcommittee] presiding. 

Present: Representatives Bill McCollum, Stephen E. Buyer, Steve 
Chabot, Bob Barr, Asa Hutchinson, Martin T. Meehan, and Robert 
Wexler. 

Staff present: Paul J. McNulty, Chief Counsel; Glenn R. Schmitt, 
Counsel; Kara Norris, Staff Assistant, and David Yassky, Minority 
Counsel. 

OPENING STATEMENT OF CHAIRMAN McCOLLUM 
Mr. MCCOLLUM [presiding]. The subcommittee will come to 

order. 
We have a significant hearing this morning and so, with Mr. 

Meehan's indulgence, who's here with us, and I'm sure others will 
wander in, I'm going to get started with this hearing. 

I have an opening statement I'd like to make because the subject 
is complex, I think it's important, and I'd like to at least lay the 
predicate for our first panel. 

Today, the subcommittee conducts a hearing on a subject of vital 
importance to the enforcement of criminal laws and the prevention 
of crime. This hearing concerns the implementation of the Commu- 
nications Assistance for Law Enforcement Act, better known as 
CALEA. This act passed in 1994 and was designed to preserve the 
government's ability, pursuant to court order, to intercept commu- 
nications involving advanced technologies while protecting the pri- 
vacy of communications without impeding the introduction of new 
technologies into the market. The act was to be fully implemented 
by next year. It appears now that this may not occur, and a pri- 
mary purpose of this hearing is to find out why. 

The act requires telecommunications carriers to do four things by 
October 1998. First, carriers are expected to enable the Govern- 
ment to intercept all wire and electronic communications within a 
carrier's service area concurrently with their transmission. Second, 
carriers are required to enable the Government to access call iden- 
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tifying information that is reasonably available to the caurier be- 
fore, during, or immediately after the transmission of a commu- 
nication. Third, carriers are required to provide intercepted com- 
munications and call identifying information to a location selected 
by the Government. Finally, the act requires carriers to perform 
these interceptions unobtrusively, without interfering with a sub- 
scriber's service, 6md in a manner that protects the privacy and se- 
curity of information not authorized to be intercepted. 

As important as what CALEA requires is what it does not pro- 
vide. The act states that law enforcement is not authorized to re- 
quire any specific design of equipment, facilities, or services. The 
Government also cannot prohibit the adoption of equipment, facili- 
ties, or services by any provider or manufacturer. 

The act requires that telecommunications carriers have the func- 
tional capability of doing the things that CALEA requires by Octo- 
ber, 1998. The various telecommunications industry associations 
have informed the subcommittee that this is not possible because 
industry and law enforcement, principally represented by the FBI, 
have been unable to agree upon the meaning of CALEA. More 
clearly stated, the two sides have been unable to agree exactly as 
to what law enforcement is entitled to receive and the manner in 
which telecommunications carriers are required to provide it. This 
hearing is to provide both sides with a chance to explain their posi- 
tions concerning this dispute. 

CALEA required the Attorney General to specify the maximum 
number of simultaneous communication interceptions, pen reg- 
isters, and trap-and-trace devices that the Attorney General esti- 
mated the Government might conduct on and after October, 1998. 
The Attorney General was to have provided this information in 
final form to carriers, and to the public, by October, 1995. So far, 
the Attorney General has failed to do this. One of the purposes of 
this hearing is to determine why the Attorney General has failed 
to comply with the act's requirement in this regard. 

The drafters of CALEA recognized that equipment deployed prior 
to its enactment might not be functionally capable of complying 
with the act's requirements. The act provides that the Attorney 
Genersd may specify systems to be retrofitted in order to have 
CALEA capabihty. 

The act also requires, however, that the Government pay for the 
reasonable costs associated with making the necessary modifica- 
tions. Because the industry and the FBI continue to dispute the 
meaning of CALEA, the industry asserts that it is unfair to expect 
that any of the equipment placed into service since CALEA was en- 
acted will comply with the act. Accordingly, they have asked the 
subcommittee to consider modifying CALEA to make the Attorney 
General's power to demand this equipment be retrofitted to also be 
conditional upon the Government's agreement to pay for these 
modifications. 

I am also very much aware that since CALEA was enacted, a sig- 
nificant number of new companies have entered the wireless tele- 
communications industry. A number of these companies operate 
using technology that was not even in use when CALEA was en- 
acted in 1994. Most, if not all, of the equipment installed by these 
companies was installed after CALEA was enacted, yet was devel- 



oped before or during the ongoing dispute between the two sides 
as to what CALEA mesins. These companies also assert that their 
eqviipment should also be eligible for the retrofit monies and should 
not be required to comply with CALEA unless the Government 
pays for those modifications. 

Finally, I know that a number of privacy groups assert that the 
demands the FBI is making on the telecommunications industry go 
beyond CALEA's requirements, so far in fact, that they impinge 
upon the constitutionally protected privacy rights of all citizens. 
This is an important issue and I expect the issue to be addressed 
during today's hearing. 

I believe it's fair to say that when CALEA was enacted in 1994, 
no one expected that today, 3 years later, CALEA would still be not 
implemented. Today's hearing is not to assess blame for this, but 
to determine what can be done to implement CALEA as soon as 
possible. All parties should bear in mind that the purpose of the 
act was to help law enforcement protect the citizens of our country. 
Each day that the dispute over CALEA continues is another day 
where this protection is not in place, making it more likely that 
criminals will succeed in preying upon the citizens of our country. 

The stalemate must be broken, and soon. I hope that it will be 
resolved through cooperation and compromise of all the parties in 
the near future. If this is not the case, however, I intend to involve 
this subcommittee, the authorizing subcommittee for this legisla- 
tion, to end the impasse. The safety of our citizens depends upon 
it. Any further delay is a disservice to them. 

Mr. Meehan, would you like to make any opening comments? 
Mr. MEEHAN. I would, thank you, Mr. Chairman, and I do want 

to commend you for holding this hearing, although I must say that 
I am very disappointed at the circumstances that necessitate it. 
But clearly, our high hopes for CALEA upon its enactment in 1994 
seem to be in serious jeopardy. Industiy and law enforcement have 
failed to reach an agreement on capability and capacity standards. 
Not a single dime of the Telecommunications Carrier Compliance 
Fund has been spent to date. And industry witnesses will tell us 
that even in the best-case scenario, the industry will not be able 
to meet its current statutory deadline for compliance with CALEA's 
capability requirements. 

I don't believe that there is a singular villain in this CALEA con- 
troversy solely responsible for the current impasse. Rather, this is 
a story of well-intentioned parties, skirmishing over the meaning of 
a murky statute with enormous consequences at stake. Indeed, the 
law enforcement must have the capability and capacity to employ 
wiretaps and pen registers against criminals using increasingly so- 
phisticated telecommunications technology. But it would be entirely 
unreasonable to demand that the telecommunications industry fi- 
namce the necessary equipment upgrades, without fair and equi- 
table reimbursement from the Federal Government. 

I hope that today's hearing will not serve to entrench current po- 
sitions or inflames animosities, but rather to spur ongoing negotia- 
tions and resolve this unfortunate controversy. Indeed, I under- 
stand that the negotiations have recently made significant progress 
due to greater involvement on the part of main Justice and the con- 
cerned Members of Congress. 



Now, members of this subcommittee stand ready to take what- 
ever action is necessary to bring about a resolution to this matter 
and thereby speed the deployment—speed up the deployment of 
CALEA complaint technology. 

Thank you very much, again, Mr. Chairman, and I yield back the 
balance of my time. I look forward to working with you on this 
issue. 

Mr. McCoLLUM. Thank you. Mr. Chabot, do you have any open- 
ing remarks? 

Mr. CHABOT. Mr. Chairman, in order to save time so that we can 
get right on to the testimony from the witnesses, 111 not make an 
opening statement at this time. Thank you for holding this hearing. 

Mr. McCoLLUM. Thank you. Mr. Hutchinson? 
Mr. HUTCHINSON. I'll save my remarks for later, Mr. Chairman. 

I do thank you for holding this hearing. I think you've correctly 
outlined the issues and I look forward to the testimony. 

Mr. McCOLLUM. Thank you. 
I'll introduce, then, our first panel. They've fortunately been seat- 

ed already, which is good for us; it saves a Uttle time. 
Thomas E. Wheeler is president and CEO of the Cellular Tele- 

communications Industry Association. Mr. Wheeler has been in- 
volved in telecommunications policy and technology for twenty 
years and has foimded or helped start multiple companies offering 
cable, wireless, and video communications services both domesti- 
cally and internationally. He served as president of the National 
Cable Television Association from 1979 to 1984. He's a member of 
the Board of Trustees at the Kennedy Center for the Performing 
Arts, the Vincent Lombardi Foundation, and the United States 
Capital Historical Society. Mr. Wheeler is a graduate of The Ohio 
State University. 

Jay Kitchen is president of the Personal Communications Indus- 
try Association, a trade association for those telecommunications 
companies which use the PCS technology to transmit wireless tele- 
communications. Prior to assuming his present position, Mr. Kitch- 
en spent 17 years at the National Association for Business and 
Educational Radio first, as vice president, then as president. Prior 
to joining NABER, Mr. Kitchen served for 9 years at the Federal 
Communications Commission as assistant to two FCC Commis- 
sioners. He holds degrees in electrical engineering from Virginia 
Polytechnic Institute. 

Matthew J. Flanigan is president of the Telecommunications In- 
dustry Association, the trade association representing over 600 
large and small telecommunications equipment manufacturers. He 
began his career in 1994 with the Cognotronics Corporation, retir- 
ing as its president and chief officer in 1994. Or I should say 
1964—I didn't say that right. You began a little bit earlier than I 
had put you down as being there, Mr. Flanigan. 

He is a member of the Board of Governors of the Electronic In- 
dustries Association and also a member of the Network Reliability 
and Interoperability Council of the Federal Communications Com- 
mission. 

I skipped over Mr. Neel. I didn't mean to do that. Roy M. Neel 
is president of the United States Telephone Association, the trade 
association that represents companies providing local  telephone 



service. Prior to joining USTA in 1994, Mr. Neel was Deputy Chief 
of Staff to President Clinton, coordinating all policy, political and 
communications activities conducted by assistants to the President. 

P*rior to working at the White House, he was Legislative Director 
and later Chief of Staff to Vice President Gore while he was a 
member of the House and Senate. He's also a member of the Board 
of Directors of Amtrak. Mr. Neel received his undergraduate degree 
at Vanderbilt University and his Master of Public Administration 
from Harvard University. I might add that we could certainly use 
Mr. Neel's help with the Amtrak legislation right now, but that's 
a separate issue. [Laughter.] 

James X. Dempsey is senior staff counsel at the Center for De- 
mocracy and Technology. CDT is a non-profit, public interest orga- 
nization working to develop and implement public policies to pro- 
tect individual liberties in the new digital media. From 1995 to 
1996, Mr. Dempsey was Deputy Director of the Center for Nationid 
Security Studies and Special Counsel to the National Security Ar- 
chive, a non-governmental organization that uses Freedom of Infor- 
mation Act to gain declassification of documents on U.S. Foreign 
Policy. 

From 1985 to 1994, Mr. Dempsey was Assistant Counsel to the 
House Judiciary Committee on Civil and Constitutional Rights. 
During that time, he helped to write the statute under consider- 
ation today. He's a graduate of Yale College and Harvard Law 
School and some of us are particularly pleased he's here today be- 
cause he did help write the statute and we need you to help us get 
out from under all of this. 

So the combination of this panel is very good and very powerful 
and I think we can look forward to solid testimony. What I'd like 
to do is to state for the record without objection that the written 
testimony of each of these witnesses will be admitted to the record, 
and, as I hear no objection, it is so ordered. I would encourage you, 
because we do have a lengthy hearing today, to summarize your 
testimony—five minutes, hopefully you c£in come close to that—if 
it's a little bit more, I'm not going to be as strong as Mr. Hyde, but 
I—in gaveling you down or something, but I would hope that we 
would not have too—too long a testimony. 

Now we're going to go from left—my left to right, starting with 
Mr. Wheeler and then just down the line. Mr. Wheeler, please tell 
us what you're thinking. 

STATEMENT OF THOMAS E. WHEELER, PRESroENT, CELLULAR 
TELECOMMUNICATIONS INDUSTRY ASSOCIATION 

Mr. WHEELER. Thank you very much, Mr. Chairman. And thank 
you for your introductory comments which did a terrific job of put- 
ting this whole thing in context and laying out the issues before us 
today. 

Fm proud to be here to represent the wireless industry, both cel- 
lular and PCS providers, because it was at this very table, I think, 
that Roy Neel, and Director Freeh and I sat just a few years ago 
before this same subcommittee and together endorsed the passage 
of this legislation as an important step to move telecommunications 
into the digital age. 
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Let me put up a chart here to show you something real quickly. 
This is why we supported this legislation. There—the bar chart 
shows you the total number of taps that were Title 3 taps in 1993 
and 1996 and that of those taps about a third of the 1996 number 
were done on wireless phones. Comparative wiretap statistics 
means that, with the next chart up there, that we are actually 
doing a greater per subscriber line accommodation of law enforce- 
ment's wishes on wireless than has traditionally been the case in 
wire line. Because at the time that there were 33 percent of the 
taps on wireless, we only had 16 percent of the subscribers in 
America. Comparative wiretap statistics 1996, we are today facili- 
tating wiretaps and will continue to facilitate lawful wiretaps. 

The purpose of CALEA, as you indicated, was to update the law 
to new technology. And as pre-SP3580 call-forwsirding, the commit- 
tee said in its report—that quote which is up there at the top that 
I won't read to you, but the concept was how do you deal with new 
technologies such as call-forwarding which sdlows someone, when 
that phone at the bottom is being lawfully tapped, to avoid the tap 
by having the csdl forwarded to another phone? Pre-SP3580 call 
forwarding CALEA was designed to solve that problem. What the 
industry has done in the standard which has been put forward by 
the industry—so-called Standard 3580—is to come up with a plan 
that accomplishes exactly what this committee asked for, and that 
is to make sure that the new capabilities of networks cannot be 
used to thwart a tap. 

Metaphorically, I think what we're talking about here is how do 
we move from a propeller-driven airplane to a jet airplane? The 
problem has been that law enforcement has decided they want to 
build the Apollo program and send a man to the moon. And in the 
process, they have used CALEA as a vehicle to expand wiretap au- 
thority, which clearly, as the committee report states, was not the 
go£il of the legislation, and also to play a shell game with the 
money to lay off the cost of the Apouo program on the industry, 
which, again, as you indicated in your opening remarks, was not 
the intent of Congress. 

The Congress asked the industry—Congress directed the indus- 
try—to develop a standard which would solve the kinds of problems 
we were talking about here. That standard has been developed. 
The industry met 1 week every month for 2V'2 years, and came up 
with this rather voluminous document that lays out and complies 
with the requirements of CALEA. 

We thought it was going to be a rather quick process to complete 
the CALEA capabilities standard. Unfortunately, as this document 
neared completion, a new document appeared on the table. This is 
called "The Electronic Surveillance Document" which was put forth 
by the FBI and which really amounted to rolling a hand grenade 
underneath the table of the standards process. Because this was 
presented on the basis of "take it, or else," that this is what FB— 
this is what law enforcement wants and if you don't agree with 
this, we will find you in non-compliance and there are $10,000 a 
day per instance penalties as we are authorized by CALEA. 

On the day that this dociiment was presented as the standard 
was nearing completion, the October 1998 compliance date in 
CALEA and the January 1995 cost-reimbursement dates became 



unachievable. Since then, unfortunately, things have only become 
worse. The standard was developed, as I said, here it is. It was put 
out for ballot and in a campaign orchestrated by the FBI it was 
voted down. 

The industry group cemie back again and rehashed some of the 
issues, came out with another document that is now out for indus- 
try ballot literally as we speak. We've been told by the FBI that 
they won't approve that, either. 

So CALEA is in a trap set by middle-level engineers at the FBI, 
if you will, where, if one was suspicious, one could say that perhaps 
the name of the game is to stall the standard until the industry's 
back is up against this immovable October 1998 date and then, 
staring down the barrel of that gun, the industry might give into 
the FBI's demands and provide features that are outside the scope 
of CALEA. 

And secondly, there has been an activity to hide the costs of what 
this document would cost by prejdng on new entrants, such as the 
PCS carriers who weren't even in existence when CALEA was en- 
acted. That if—if a carrier puts in effect an FCC-mandated upgrade 
to its switch, it immediately disqualifies him for reimbursement. 

So you have one arm of the Grovemment over here saying "make 
these improvements to the switch," and the other arm of the Gov- 
ernment saying "Oops, that now means that you can't pay for it." 
And that's the way the Apollo program gets paid for because the 
industry then steps up and pays for it rather than the 500 million 
dollars that this committee has authorized. 

There is an additional issue in here which you raised, Mr. Chair- 
man, and that is the capacity standards. The Congress said that 
the FBI should develop capacity standards, how many taps should 
be done simultaneously? We're talking here about capability, what 
do those taps do? But the capacity standards were the responsibil- 
ity of the FBI and this committee said those standards will be es- 
tablished within 1 year of enactment, October 1995. We are now 
told that we will see them in January 1998. You can't develop a 
capability standard until you know the capacity that's required. 
And it certainly isn't efficient to start writing lines of code until 
you know both parts of the equation. We could start the work on 
capabilities, Mr. Chairman, but you got to go back and do it over 
after the capacity requirements become known and it's doubly ex- 
pensive for the taxpayers and for the industry and doesn't make 
any sense. 

But the fact that this delay has taken place by the FBI, is now 
3 years behind in coming up with the capacity requirements. This 
means that it will clearly be impossible for industry to meet the 
October 1998 date because we're not going to know what the Gov- 
ernment's capacity requirements are until 10 months before the 
deadline. And you can't build software that fast. 

So in conclusion, Mr. Chairman, the situation we find ourselves 
in today is: (1) the wireless industry is supporting lawful taps; (2) 
that we don't know the capacity to build into our switches; (3) that 
we developed a standard which is a hundred percent compliant 
with CALEA, but we can't put it into effect because of the road- 
blocks from the FBI, and (4) that the new competitors, PCS, are 
hit with a double-whammy because if they were to get to market, 
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they had to buy equipment which was per se non-compliant, yet 
they can't get reimbursed for the upgrade of that equipment. 

CALEA needs to be rescued from the trap that it is in. In 1 year 
and 2 days from today, 367 days from today, the October 1998 
deadline will be upon us. You can't write code that fast, Mr. Chair- 
man, and we hope that this committee will extend the October 
1998 deadline, as well as eliminate the January 1995 grandfather 
date. Thank you very much. 

[The prepau-ed statement of Mr. Wheeler follows:] 

PREPARED STATEMENT OF THOMAS E. WHEELER, PREsroENT, CELLULAR 
TELECOMMUNICATIONS INDUSTRY ASSOCIATION 

SUMMARY 

In 1994, as president of CTIA, I joined FBI Director Freeh "Vith a gentleman's 
handshake" to support CALEA as a balanced bill that would ensure law enforce- 
ment's ability to conduct authorized wiretaps in the future without impeding the in- 
troduction of new technologies, features and services along the way. CALEA was the 
codification of the long-standing spirit of cooperation that has always existed be- 
tween the telecommunications industry and law enforcement in the conduct of law- 
fully authorized surveillance. 

1716 timely and cost-effective implementation of CALEA is of the utmost impor- 
tance to CTIA's membership. Wireless wiretaps accounted for less than 25% of all 
wiretaps conducted in 1993. The wireless share of wiretaps has grown, according to 
the government's 1996 Wiretap Report, to exceed 32% of all wiretaps conducted. Ob- 
viously, the wireless industry ana law enforcement have a significant stake in a 
rapid, standardized implementation of CALEA. 

Unfortunately, the FBI has not managed the implementation process well, and, 
despite the best efforts of industry, implementation of the CALEA is at a virtual 
stalemate. To wit: 

• Although CALEA expressly prohibits law enforcement fix>m requiring any 
specific design of systems or features or the adoption of any particular tedi- 
nology, law enforcement has rejected the indxislxy standard, which is 100% 
com^ant with CALEA, and instead promoted its own, alternative standard 
replete with exotic capabilities. 

• Three years after enactment of CALEA, law enforcement still has not pub- 
lished a final notice of its capacity requirements. 

• Although CALEIA authorizes the Attorney General to pay telecommunicati(»i8 
carriers for their reasonable costs of CALEA compliance, the FBI's proposed 
cost recovery rules would define an untold amount of existing equipment as 
not eligible for reimbursement. 

• These delays by law enforcement make compliance with the October, 1998, 
final compliance date impossible for telecommunications carriers. 

To break the CALEA stalemate, CTIA suggests that the following four inter- 
related issues be resolved concurrently: 

• Capability. Law enforcement should drop its opposition to the adoption of in- 
dustry standard SP-3580. The industry consensus standard provides 100% of 
the capabiUties required by CALEA. 'The FBI wish list of enhanced services 
and features, assimung that each function is otherwise lawful, should be pur- 
sued outside of the standards process. 

• Capacity. Law enforcement should publish a final capacity notice that reflects 
historical wiretap experience and reasonable future projections and acknowl- 
edge that the cost of capacity is to be borne by law enforcement. 

• Cost Reimbursement. As the telecommunications industry has deployed thou- 
sands of switches or upgrades in that absence of a capabiUty standard since 
CALEA was enacted, the January 1, 1995, grandfather date should be revised 
to reflect the date when standards are finalized. 

• Compliance Date. The October 25, 1998, compliance date is not achievable. 
Reflecting the unanticipated delays in CALEA implementation, the compli- 
ance date should be revised to a date two years after the finalization of the 
CAL£A capability standard. 
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CTIA has pledged its support of CALEA and is committed to breaking the oirrent 
impasse. As an industry, we took seriously the admonitions of Congress to construe 
CALEA as both the floor and ceiling of electronic surveillance. We took seriously the 
obligation to protect the privacy of commimications not authorized to be intercepted. 
And we took seriously, and continue to take seriously, our obligation to assist law 
enforcement in this endeavor. We look forward to the same sense of compromise and 
commitment from law enforcement beginning with their support for the immediate 
deployment of the proposed standard, extension of the compliance date, iinalization 
of the capacity notice and revision of the January 1, 1995, grandfather date. 

I. INTRODUCTION 

The Cellular Telecommunications Industry Association ("CTIA") appreciates the 
opportunity to submit this testimony concerning the cvirrent state of implementation 
of the Communications Assistance for Law Enforcement Act ("CALEA") on this, the 
third anniversary of the Act. When CALEA was under discussion in the Congress 
in 1994, wireless communications providers served just 16 million customers. In 
three short years, the wireless industry has tripled and now serves over 50 million 
customers. CTIA represents providers of the commercial mobile radio services, in- 
cluding 48 of the 50 largest cellular providers, personal communications services, 
enhanced specifdized mobile radio, and mobile satellite providers, and commercial 
mobile radio services equipment manufacturers. 

In 1994, as president of CTIA, 1 joined FBI Director Freeh "with a gentleman's 
handshake" to support CALEA as a balanced bill that would ensure law enforce- 
ment's ability to conduct authorized wiretaps in the future without impeding the in- 
troduction of new technologies, features and services along the way. CALEIA was the 
codification of the long-standing spirit of cooperation that has always existed be- 
tween the telecommunications industry and law enforcement in the conduct of law- 
fully authorized surveillance. 

Uiven that historj' of cooperation, it may be somewhat surprising to Congress that 
perhaps the best that can be said about the implementation of CALEA today is that 
the process has not been well managed by the FBI and we are not where we ex- 
pected to be by this date. Nonetheless, I am proud to say that industry, led by the 
wireless community, has kept its jpart of the CALEA bargain by producing a stand- 
ard for implementation of CALK As capability requirements that is true to the letter 
and spirit of the law. 

Industry's proposed standard—currently out for public comment and vote—meets 
all of the requirements of CALEA. Once implemented, criminals no longer will be 
able to use advance features such as call forwarding to evade lawfully authorized 
surveillance. Law enforcement will be able to identify the origin, destination and 
termination of all calls carried by a carrier to or from the target of surveillance. In 
short, the industry standard will bring law enforcement into the digital age, and 
keep them there, just as CALEA contemplated. 

With this suite of surveillance capabilities poised for release. Congress may ask 
why there is any controversy over CALEA implementation today. The answer is that 
the FBI wants, and has demanded over the last three years, not a CALEA solution 
but rather an enhanced surveillance service replete with exotic capabilities that do 
not exist today and that would have extraordinsuy costs to develop—costs they ex- 
pect to shift to the telecommunications industry luider the rubric of^CALEA. 

In passing CALEA, Congress directed law enforcement to avoid "overbroad inter- 
pretation of the requirements" and sought to "ensure that there will be no 'gold-plat- 
mg.'" But the temptation has been irresistible, particularly in regard to the develop- 
ment of the industry standard. Congress gave industry the "key role in developing 
the technical requirements and standards that will allow implementation of the re- 
auirements." But, law enforcement has attempted to substitute its own judgment for 
lat of the standards-setting body. 
For example, law enforcement has proposed its own competing standard—the 

Electronic Surveillance Interface ("ESI") document—which, not surprisingly, ele- 
vates electronic surveillance above ordinary call processing. The ESI contains such 
demands as interception and delivery of information within 500 milliseconds—sev- 
eral times faster than some current switching technologies actually react to dialed 
digits. The absence of such a capability, according to the FBI, renders the industry 
standard "deficient." 

Industry has sought to curb these excesses in the course of producing its stand- 
ard. At every seeming impasse, CTIA initiated efforts to resolve the matter, calling 
together legal summits when the scope and reach of CALEA legal terms such as 
"call-identifying information" were in dispute, seeking compromise when law en- 
forcement demanded that mobile phones be used as tracking devices, and urging so- 
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lutions that would bring the standard to the street sooner. However, the FBI appar- 
ently prefers a club to consensus. They have repeatedly threatened to derail the 
standards process and to seek enforcement orders against carriers if all of its de- 
mands as reflected in the ESI are not met. 

Due to the opposition of the FBI and its "all or nothing" strategy, the future of 
the standard now is in doubt. After the FBI's first attempt to block release of the 
industry standard earlier this year, the wireless industry asked the Federal Com- 
munications Commission ("FCC"), in its capacity as arbiter of disputes under 
CALEA, to adopt the standard and reject the gold-plating attempts of the FBI. Si- 
multaneously, the standards body further refined the proposed standard in an at- 
tempt to accommodate more of law enforcement's concerns within the bounds of 
CALEA. Balloting on that standard will be complete in just another week and Con- 
gress will learn whether the FBI is serious about getting CALEA capabilities on the 
street as soon as possible. 

The timely and cost-effective implementation of CALEA is of the utmost impor- 
tance to CTIA's membership. Wireless wiretaps accounted for less than 25% of all 
wiretaps conducted in 1993. The wireless sh£u-e of wiretaps has gprown, according to 
the government's 1996 Wiretap Report, to exceed 34% of all federal wiretaps con- 
ducted. Obviously, the wireless industry and law enforcement have a significant 
stake in a rapid, standardized implementation of CALEA. 

Yet, the FBI continues to hold the industry standard ho.stage. Moreover, the FBI 
has failed itself to fulfill its CALEA obligation to inform industry of anticipated sur- 
veillance needs in the coming years. Congress directed the Attorney General to com- 
plete this task within a year of CALEA's enactment. But just as with capability, law 
enforcement over-reached. The first attempt at producing a capacity notice was 
rotindly criticized for its excess and the FBI was forced back to the drawing board. 
The FBI's second capacity notice equally was flawed. With only 306 state and fed- 
eral wireless Title III wiretaps (not including trap and trace, and pen register) in 
1996 across the entire nation and over the entire year, the FBI proposed in its sec- 
ond capacity notice to conduct as many as 20,100 actual wireless wiretaps of all 
types three years from now simultaneotisly; that is, on the same day. Not surpris- 
ing, the FBI once again has gone back to the drawing board and industry awaits 
the next notice. 

Against this backdrop, two dates loom large. First, indiistry has not stood still 
over the last three years. New services and equipment have reached the market 
since the CALEA "grandfather" date of January 1, 1995. Equipment, facilities and 
services installed or deployed after that date are required to be CALEA-comphant 
by October 25, 1998 or the carrier may face significant penalties. Law enforcement 
is required to pay to retrofit equipment in place before January 1, 1995. 

Many of CITA's members did not even exist when CALEA was passed, but now 
are faced with the costs of compliance when standards are not yet available. Con- 
gress expected that standards would be deployed quickly so that the impact of the 
transition to CALEA compliance would be minimal. That reality has not come to 
pass. Law enforcement cannot tell Congress with any certainty how much it will 
cost to retrofit grandfathered switches; and the delay in release of the standard 
makes it impossible for £my carriers to meet the assistance requirements of CALEA 
by October 25, 1998 in a standardized way. Non-standard implementation of 
CALEA will ensure that the cost of compliance simply will spiral out of control. The 
two CALEA dates must be addressed comprehensively and soon. 

The solution to CALEA implementation requires resolution of what I call the 4— 
C's: (1) immediate promulgation of the industry standard with only the capabilities 
required by CALEA; (2) final promulgation of reasonable capacity requirements as 
soon as practicable; (3) extension of the October 28, 1998 compliance date until 
standards are available; and (4) cost reimbursement for upgrades and retrofits, in- 
cluding those deployed after January 1, 1995, that depended on the availability of 
a standard to meet compliance.' 

'Others appearing today will address the very serious privacy issues raised by law enforce- 
ment's surveillance demands. While not the focus of CTIA's testimony, we do not want to imply 
in any way that the privacy of our customers and other telecommunications users is not para- 
mount. In drafting the industry standard, the wireless community in particular has been duly 
considerate of privacy concerns and the mandate of CALEA to protect the privacy of communica- 
tions not authorized to be intercepted. The views of the Center for Democracy and Technology, 
for example, were considered in the standards process. CTIA believes that the proposed stand- 
ard implements CALEA consistent with Title III of the Wiretap Act and the Electronic Commu- 
nications Privacy Act. 
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II. CAPABILITY AND THE COMPLIANCE DATE—TWO OF THE FOUH Vs" THAT MUST BE 
ADDRESSED 

Development of surveillance capability functionality and meeting CALEA's compli- 
ance date are inextricably intertwined. To appreciate the current state of CALEA 
implementation of capability and the prospect of meeting the October 25, 1998 com- 
pliance date, it is necessary to review the recent history of development of the capa- 
bility standard. 

It is important to understand that industry has exercised more than due diligence 
in the balanced implementation of CALEA's capability requirements. Balance is the 
key word because in passing CALEA, Congress sought to balance three important 
policies: "(1) to preserve a narrowly focused capability for law enforcement agencies 
to carry out properly authorized intercepts; (2) to protect privacy in the face of in- 
creasingly powerful and personally reveahng technologies; and (3) to avoid impeding 
the development of new communications services and technologies." H. Rep. No. 
103-«27, 103d Cong., 2d Sess. (1994), reprinted in 1995 U.S.C.CA.N. 3489, 3493 
("House Report"]. These purposes are of equal weight and must inform any under- 
standing of the specific requirements of CALEA. 
A. The Safe Harbor Standard to Meet CALEA's Capability Requirements 

Section 103 of CALEA imposes four specific requirements on teleconmiunications 
carriers: (1) isolate expeditiously the content of the targeted communications trans- 
mitted by the carrier within its service area; (2) isolate expeditiously information 
identifying the origin and destination of targeted communications, i.e., the numbers 
dialed to or from a target phone; (3) provide intercepted communications and call- 
identifying information to law enJForcement so they can be transmitted over lines or 
facilities leased by law enforcement to a location away from the carrier's premises; 
and (4) carry out intercepts unobtrusively, so targets are not made aware of the 
interception, and in a manner that does not compromise the privacy and security 
of other communications. These assistance requirements were intended "to be both 
a floor and a ceiling" and Congress repeatedly "\irge[d] against overbroad interpreta- 
tions of the requirements." House Report at 3490. 

Congress gave industry the key role in developing the technical standards and re- 
quirements necessary to implement the assistance requirements of CALEA, stating: 

The legislation provides that the telecommunications industry itself shall decide 
how to implement law enforcement's requirements. The bill allows industry as- 
sociations and standard-setting bodies, in consultation with law enforcement, to 
estabhsh publicly available specifications creating "safe harbors" for cturiers. 
This means that those whose competitive future depends on innovation will 
have a key role in interpreting the legislated requirements and find ways to 
meet them without impeding the deployment of new services. 

House Report at 3499. 
Section 107(a) of CALEA creates a "safe harbor" for carriers who are "in comph- 

ance with publicly available technical requirements or standards adopted by an in- 
dustry association or standard-setting organization" or by the FCC under Section 
107(b), to meet the assistance capability requirements of Section 103. To obtain this 
"safe harbor," in early Spring 1995—almost immediately afl«r passage of CALEA— 
industry began to formulate a technical standard under the auspices of the Tele- 
communications Industry Association, an association accredited by the American 
National Standards Institute ("ANSD to set standards. 

To put the process in perspective, on average, 40-50 representatives of carriers 
and manufacturers met for at least one week each month over the last two {md one 
half years in different locations throughout North America to meld together a stand- 
ard that could be implemented by dozens of manufacturers for several dozen cur- 
rent, and all future, platforms. In short, this was no mean task. 

By October 1995, industry had produced a draft standard over 170 pages in 
length. The standard provided for such capabilities as intercepting call content when 
the target's facilities employed advanced calling features such as call forwarding as 
well as the identification of the numbers dialed by the target or to the target's 
phone, even when call forwarding features are utilized. 

The standards meetings were open and law enforcement representatives attended 
each one, although they provided no significant technical contributions or assistance 
through Spring 1996—a full year after the meetings had commenced and months 
after the initial drafts of the standard had be created and the progression toward 
completion of the technical requirements commenced. 
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B. Hijackijig the Standards Process 
In April 1996, the FBI began to circulate its Electronic Surveillance Interface 

("ESI") document, which set forth its preferred delivery interface for intercepted 
communications and the features, capabilities and types of information that law en- 
forcement believed carriers must deliver. The FBI touted this de facto standard as 
a "safe harbor" and encouraged manufacturers and carriers to adopt it even though 
CALEA expressly prohibits law enforcement from requiring any specific design of 
systems or features or the adoption of any particular technology to meet CALEA. 
47 U.S.C. § 1003(bXl). Of course, the ESI ignored the CALEA safe harbor require- 
ment that any standard be publicly available because the ESI was distributed to 
carriers under a restrictive use legend. 

Widespread industry criticism of the ESI made it clear that the ESI had no stand- 
ing in the technical community and would not be accepted as the CALEA standard. 
The FBI then submitted the ESI to the industry standards group as a so-called "con- 
tribution" to the standards process. This tactic significantly disrupted and delayed 
the progress of the standard as industry engineers were required to reconcile the 
inconsistent ESI line by line with PN-3580, the industry document. 

Nonetheless, the industry group took up the ESI and integrated many of its re- 
quirements into the industry draft standard. The industry approach was simple— 
if the reauirement had a basis in CALEA and a clear legislative expression, it would 
be included in the standard. If there was not clear authority, the capability would 
be rejected. The standards group accommodated many of the functional require- 
ments put forward in the ESI but several specific features were rejected. 

For example, law enforcement demanded that industry provide electronic mes- 
sages to indicate when, in the course of a conference call under lawful surveillance, 
a party joins or drops fix>m the call. Law enforcement cites evidentiary needs for 
this capabilitv—a capability that does not exist today—and asserts that such infor- 
mation is "call-identifying.' Of course, when a party joins or drops from an existing 
call has nothing to do with the dialing or signaling information that routes a call 
through the network. Existing technical standards for wireless communications such 
as IS—41 do not accommodate the collection of such party add and drop information 
and no carrier today uses such information for biUing purposes or otherwise. In 
short, while the capabihty certainly has investigative value for law enforcement, it 
is not covered by CALEA and therefore the standards group rejected the demand.* 

After months of additional work, the standards body voted in early 1997 to issue 
PN-3580 as a full ANSI standard. This procedure allowed not only industry rep- 
resentatives to comment and vote on the standard, but also law enforcement agen- 
cies and non-traditional standards participants such as privacy advocates. Stand- 
ards Proposal (SP)-3580 was issued for balloting in March 1997. 

In response, the FBI produced over 70 pages of comments—most of which had 
been considered and rejected during prior standards meetings and most of which 
came fix)m the ESI. The FBI advised law enforcement agencies around the nation 
that SP-3580 was a "disaster" for law enforcement and urged these agencies—none 
of whom actually participated in the standards meetings—to vote "no on their bal- 
lot. 

After the close of the ballot, the industry standards body met to consider all com- 
ments received. Despite further accommodations to law enforcement's views during 
these meetings, law enforcement repeatedly threatened to challenge the industry 
standard before the FCC as "deficient" if industry brought the standard out over law 
enforcement objections. The law enforcement "no" votes effectively stymied release 
of the proposed standard. 

^The scope of the definition of call-identifying information has been the source of industry's 
greatest disagreement with law enforcement. The standards group took Congress at its word 
when it said call-identifying information "is typically the electronic pulses, audio tones, or sig- 
naling messages that identify the numbers dialed or otherwise transmitted for the purpose of 
routing calls through the telecommunications carrier's network. . . , Other dialing tones that 
may be generated by the sender that are used to signal customer premises equipment of the 
recipient are not to be treated as call-identifying information." Hou.se Report at 3501. Con- 
versely, the FBI has offered numerous interpretations of this definition from the broadest view 
so as to encompass any signal within a carrier's network—a concept they had to abandon for 
obvious reasons—to any signaling information perceptible to a call participant such as voice 
message waiting indicators or busy signals, to post cut-through signals such as bank account 
numbers or signals to customer premises equipment. 

CTIA will not use this venue to review the legal issues raised by law enforcement's interpreta- 
tion of call-identifying information. CTIA has asked the FCC to resolve whether the FBI's 
"punch list" of capabilities are required by CALEA. But, this is no reason to hold up deployinent 
of the industry standard and the capabilities law enforcement and industry agree are required 
by CALEA. 
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C. CTM Petitions the FCC for Relief 
Faced with the impasse due to law enforcement's actions, CTIA filed a petition 

with the FCC on July 16, 1997, under Section 107 of CALEA. A copy of that petition 
is attached as Attachment 1. CTIA's goal in doing so was to break the standards 
deadlock by asking the FCC to adopt the industry consensus document as the "safe 
harbor" standard under CALEA. As CTIA noted in its petition, the industry consen- 
sus document would provide 100% of the capabilities required by CALEA and would 
"ensure that a giant leap forward can take place in law enforcement's electronic sur- 
veillance capability in the near future." Because even at that date it would have 
been impossible to meet the October 25, 1998 CALEA compliance date, CTIA also 
asked the FCC to extend the compliance deadline until two years after adoption of 
the industry standard—a period of time recognized by both law enforcement and in- 
dustry as necessary to build to and implement the standard.-* 

While the petition was pending but before the FCC took any action, the industry 
standards group met again. Given law enforcement's intractable position and the 
fact that there were significant changes to the proposed standard, the standards 
committee recommended that the proposed standard be distributed for another 
round of balloting. Accordingly, the proposed standard, as revised, was submitted 
for a second ballot with comments due by October 28, 1997. The industry group will 
meet on November 3, 1997 and again on November 19, 1997 to consider comments 
received bv that date prior to deciding how to proceed. 

Given the continued efforts by industry to resolve this impasse both within and 
outside the standards group, the FCC recently declined to act on the CTIA petition 
pending a report on the outcome of the penmng balloting. See FCC Notice of Pro- 
posed Rulemaking, CC Docket No. 97-213, (Adopted: October 2, 1997; Released Oc- 
tober 10, 1997). "The FCC "encourageldl the industry and law enforcement commu- 
nity to continue their efforts to develop the necessary requirements, protocols and 
standards." Id., ^44. Accordingly, the compliance clock continues to tick and neither 
industry nor law enforcement is closer to deployment of CALEA-compliant equip- 
ment, facilities or services. In no event is the October 25, 1998, compliance date fea- 
sible or practicable. 

HI. CAPACITY—THE THIRD "C"—REMAINS A MYSTERY 

Not only has industry been thwarted in its efforts to produce a safe harbor stand- 
ard, but law enforcement has failed completely to promulgate the CALEA-mandated 
notice of actual and maximum capacity needed in the near term.^ As Congress is 
well aware, the Attorney General s first attempt at estimating future capacity as 
some percentage of the installed network was an admitted failure resulting in the 
complete withdrawal of the first notice. 

The second capacity notice^ was equally flawed and subject to criticism.® First, 
like its predecessor, the notice anticipated a widespread expansion of wiretapping 
that simply could not be justified by reference to historical data. The historicm data 
in the second capacity notice indicates that there were only 2,703 simultaneous 
wireless wiretaps at any one time during the period evaluated. For wireless alone, 
the FBI states that it needs the ability to conduct 12,000 simultaneous wiretaps 
(that is, on the same day) throughout the nation and that it may need as many as 
20,100. This is an unprecedented expansion of capacity. 

Moreover, the FBI has stated that each new switch or equipment deployed after 
publication of its final notice would be required to have full capacity; that is, the 
ability to conduct simultaneously the numoer of wiretaps specified for the service 

'It should be noted that after CTIA filed its petition, certain privacy groups filed their own 
petition on August 11, 1997, urging the FCC to "institute a rulemaking proceeding to protect 
the privacy interests of the American public as the telecommunications industry and law en- 
forcement proceed to implement CALEA, the digital telephony law." See Petition of the Center 
for Democracy and Techjioloay and the Electronic Frontier Foundation at 1. The privacy inter- 
ests specifically complained that the proposed standard went too far, especially in regard to pro- 
viding location information on wireless intercepts that could be used to track individuals as well 
as the amount and nature of packet data provided on pen register and trap and trace orders. 

* Section 104(a) of CALEA requires the Attorney General to publish not later than one year 
after the date of CAI^EA's enactment and after public notice and comment, a notice of the actual 
and maximum number of interceptions, pen registers and trap and trace devices law enforce- 
ment may simultaneously conduct by the date that is 4 years after enactment of CALEA. Then, 
within three years of that publication, carriers must ensure, subject to government reimburse- 
ment, that its systems can accommodate the actual capacity and expeditiously expand to the 
maximum capacity. 

"62 Fed. Reg. 1902 (January 14, 1997). 
"Rather than review in detail here the significant deficiencies of the second notice, CTIA at- 

taches its comments to the FBI on the second notice as Attachment 2. 
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area in the notice. For example, the FBI states in its second capacity notice that 
its actual wiretap needs in New York are 181 actual wiretaps. Under the FBI's in- 
terpretation, each carrier in a given service area must meet the total capacity num- 
ber. Whenever a carrier deploys a new switch after the date of the final capacity 
notice, it must meet the full number for that specific switch. In other words, the 
original capacity is replicated with each new switch deployed after the final notice. 
(Original capacity also replicates with each new entrant into the market, creating 
a latent surveillance capacity that is stunning in its breadth.) In essence, if this 
truly is the FBI's understanding of CALEA—and the FBI has said so publicly—law 
enforcement would obtain an ever-scaling surveillance capacity without public no- 
tice, comment or Congressional oversight £ind all at carrier expense. 

What is more remsu-kable about the FBI's view of capacity is that the provision 
of more it occurs without carrier compensation. The FBI has stated publicly its view 
that, notwithstanding the express words of Congress, a carrier is responsible for 
providing capacity at no charge for any equipment, facilities or services deployed 
after the final capacity notice is published. To the contrary. Congress made it clear 
that "to the extent that industry must install additional capacity to meet law en- 
forcement needs, [CAI.,EA1 requires the government to pay all capacity costs fixjm 
the date of [CALEA'sl enactment, including all capacity costs incurred after the four 
year transition period." House Report at 3497 (emphasis added). If government re- 
fiises to pay all capacity costs, carriers are deemed to be in compliance with the ca- 
pacity notices issued under Section 104(e) of CALEA. Thus, CALEA provides car- 
riers with a "safe harbor" for capacity by mandating that law enforcement pay for 
all capaci^ sought under Section 104 before carriers have any obligation to provide 
it. House Report at 3505. 

Apparently, in the face of overwhelming criticism of its attempted expansion of 
wiretapping, the FBI has returned to the drawing board and no final notice has yet 
been promulgated. However, the FBI shows no sign of retreat from its unreasonable 
interpretetion of the capacity requirements of CALEA. 

As Congress should know, capacity and capability are intertwined. There can be 
no dispute that implementetion of CALEA's capability requirements will be more ef- 
ficient and cost-effective if capacity requirements are known. The FBI's delays in 

Sublishing a credible capacity notice has a direct impact on the cost to develop and 
eploy CALEA eauipment and software. Congress expected the Attorney Genertd to 

complete this task within a year of CALEA's enactment—we are now on the third 
anmversary of the act without an inkling of the government's capacity needs or any 
knowledge of when the information might be forthcoming. 

CTIA urges Congress to exercise ite oversight responsibility on this issue and to 
bring into alignment the capability and capacity compliance dates. This approach 
would bring rationality to a standards process that currently is designing capabili- 
ties without knowing ''how much of them" are required. 

rv. FULL CARRIER COST RECOVERY—THE FOURTH "C" 

As illustrated in the capacity discussion above, the FBI has been engaged in a 
concerted effort to shift as many implementetion coste to industry as possible, no 
doubt because of the limited fiinds available to compensate carriers for system up- 
grades. Nowhere is this effort more clear than in the cost recovery rules promul- 
gated by the FBI.' 

Section 109(e) of CALEA directs the Attorney General, after notice and comment, 
to esteblish regulations necessary to effectuate timely and cost-efficient payment to 
telecommunications carriers under CALEA. On May 10, 1996, the FBI initiated a 
rulemaking proceeding to implement the cost reimbursement proNisions of CALEA.* 
The proposed rules were widely criticized for violating the statutory requirement 
that all reasonable costs incurred in upgrading and modifying equipment and facili- 

' Section 109 of CALEA authorizes the Attorney General, subject to the availability of appro- 
priations, to agree to pay telecommunications carriers for; (a) all reasonable costs directly associ- 
ated with the modifications performed by carriers in connection with equipment, facilities, and 
services installed or deployed on or before January 1, 199.5, to establish the capabilities nec- 
essary to comply with Section 10.3 of CALEA; (b) additional reasonable costs directly associated 
with making the assistance capability requirements found in Section 104 of CALEA reasonably 
achievable with respect to certain equipment, facilities, or services installed or deployed after 
January 1. 1995. in accordance with the procedures established in CALEA Section 109(b); and 
(c) reasonable cost« directly associated with modifications of any of a carrier's systems or serv- 
ices, as identified in the Carrier Statement required by CALEA Section 104(d), which do not 
have the capacity to accommodate simultaneously the number of interceptions, pen registers, 
and trap and trace devices set forth in the Capacity Notice(s) published in accordance with 
CALEA Section 104. 

861 Fed. Reg. 21936(1996). 
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ties be reimbursed. CTIA comments on the proposed rule are attached as Attach- 
ment 3. 

The FBI published its final rule implementing the cost reimbursement provisions 
of CALEA ("Final Rule") in the Federal Register on March 20, 1997, with an effec- 
tive date of April 21, 1997.^ The Final Rule, while clarifying some definitions, did 
not significantly alter the proposed rule with respect to the ability of wireless car- 
riers to recover their costs. 

For example, CALEA permits carriers to recover the costs of modifying tele- 
communications equipment smd facilities "installed or deployed" on or before Janu- 
ary 1. 1995.'" The FBI defined "installed or deployed" to mean the same thing— 
essentially, plugged into the network and deUvering service to ctistomers—and in 
a way that makes an untold amount of existing equipment and facilities obsolete. 
To illustrate the point, assume that Carrier A has a particular switching platform 
installed or deployed on December 1, 1994—a month before CALEA's January 1, 
1995, grandfather date. Carrier A, under CALEA and the Final Rule, would qualify 
for reimbursement to upgrade the switch for CALEA capabilities. But if Carrier B, 
on that same date, bought the identical switch, had it under contract for purchase 
or simply had it sitting in its warehouse waiting for use, according to the FBI, Car- 
rier B would NOT qualify for reimbursement. The platform would not be installed 
or deployed; it would be obsolete. 

Put another way, the FBI's Final Rule requires any switching platform integrated 
into a network after January 1, 1995, to be CALEA-compliant at the carriers own 
expense even if that same switch type was commercially available prior to January 
1, 1995, or installed elsewhere in the carrier's own network or in any other carrier's 
network. 

The FBI also has initiated another rulemaking, requesting comments concerning 
when it is NOT obligated to pay carriers for upgrades to equipment or facilities that 
otherwise would qualify under the grandfather provisions discussed above." Section 
109(d) of CALEA provides that the installed or deployed network is deemed to be 
in compliance with CALEA until the equipment, facility, or service is replaced or sig- 
nificantly upgraded or otherwise undergoes major modification y^ 

Given its definition of installed or deployed, industry has every reason to expect 
that the FBI will use the opportunity to define these terms in a way that further 
shifts the burden of CALEA to carriers. For example, mere generic software up- 
grades that occvir periodically in the wireless industry and that do not even affect 
surveillance capabilities could be grounds for shifting the costs of CALEA to carriers 
if the FBI determines the upgrade to be significant. Thus, a software upgrade to 
provide wireless enhanced 911 information, even though it has no effect on elec- 
tronic surveillance, could result in a "significant upgrade," according to the FBI, 
thereby requiring a complete CALEA upgrade at the same time. The financial rami- 
fications of this FBI CALEA theory cannot be overstated. CTIA comments on the 
proposed rulemaking are attached as Attachment 4. 

While if successful, the FBI cost shifting strategy certainly would avoid some 
costs, it is not a strategy for funding necessary upgrades. The Omnibus Consoli- 
dated Appropriations Act for Fiscal Year 1997, Pub. L. 104-208), required the FBI 
to submit to Congress a CALEA implementation plan before funds could expended 
from the newly-created Telecommunications Carrier Compliance Fund. The FBI 
submitted its plan in early Spring 1996; however, it made no disclosure regarding 
the costs to implement CALEA. TTie FBI plan merely proposed to spread the $500 
milUon appropriated when CALEA was passed over the following 5 years. CTIA 
joined others in criticizing this hollow approach by submitting to Congress a re- 
sponse to the FBI implementation plan. Remarkably, the FBI cannot state with any 
certainty today how much it will cost to upgrade per switch. Nor can they provide 

»62 Fed. Reg. 13307 (1997). 
'"47 U.S.C. 5 1008(eX2XA). 
"See 61 Fed. Reg, 58,799 (Nov. 10, 1996). 
" Section 109(d) specifically states: 

(d) Failure to Make Payment with Respect to Equipment, Facilities, and Services De- 
ployed on or Before January 1, 1995—If a carrier has requested payment in accordance 
wiui procedures promulgated pursuant to subsection (e), and the Attorney (general has 
not agreed to pay the telecommunications carrier for all reasonable costs airectly associ- 
ated with moaincations necessary to bring any equipment, facility, or service deployed 
on or before January 1, 1995, into compliance with the assistance capability reauire- 
menta of section 103, such equipment, facility or service shall be considered to be in 
compliance with the assistance capability requirements of section 103 until the equip- 
ment, facility, or service is replaced or significantly upgraded or otherwise undergoes 
major modipcation. 
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any estimated costs for deploying the proposed industry standard plus the FBI 
punch list of additional enhanced services. 

Apart from the offensive cost shifting aspect of the Final Rule, the FBI unneces- 
sarily increases the costs of even seeking to recover actual and unavoidable ex- 
penses of retrofitting equipment. The FBI remiires telecommunications carriers to 
enter into cooperative agreements with the FBI under the Federal Grant and Coop- 
erative Agreement Act, 31 U.S.C. §6301 et seq., in order to be reimbursed for the 
costs of upgrades and modifications. It is CTIA's belief that these agreements are 
inconsistent with CALEA, place unlawful limits on the recovery of carriers' costs, 
and subject carriers to contractual requirements not contemplated by CALEA—re- 
quiring for example, the transfer of certain data rights to the federal Government. 
The FBI's imposition of contractual terms that it says carriers must agree to as a 
prerequisite to receiving reimbursement is inconsistent with CALEA. 

Ftir from mandating the execution of such "cooperative agreements," CALEA 
specifies a claims process whereby telecommunications carriers may simply submit 
claims for the reimbursement of costs incurred for CALEA compliance. That simple 
structure has been subverted by FBI regulations. Rather, the rules look more like 
what one would have expected to see in regard to the government procurement of 
a weapons systems, except that even in the defense procurement area, the govern- 
ment nas made great strides to streamline the process—not reflected in the pro- 
posed cooperative agreements. 

These FBI procurement-like rules (a) require elaborate cost submissions with var- 
ious categories of data to support them, (b) grant the FBI rights to acquire data 
rights in carrier intellectual property, (c) permit the FBI to conduct intrusive audits 
of the books and records of carriers and their subcontractors long after the requisite 
modifications have been completed and paid for, and (d) require, at least in the case 
of wireless carriers, restructuring accounting systems to meet FBI demands. This 
is not the timely and efficient claims submission process specified in CALEA—a 
process intended to make carriers whole through compensation for the taking of 
their property for the public purpose of conducting lawfully authorized electronic 
surveillance. 

The cost reimbursement morass must be solved before CAL£^ can ever be imple- 
mented as Congress intended. 

V. MOVING PAST THE BLOCKADE—CTIA'S RECOMMENDATIONS 

It shoxild be apparent from the above comments that CALEA implementation is 
off the tracks. The FBI has not managed the process well and, despite industry's 
best efforts, implementation is at a virtual stalemate. The balance struck three 
years ago has been perverted. CALEA has become the largest unfunded mandate 
in history, but with an unaccountable FBI imposing the cost burden on carriers and 
their customers. 

The 4-C's discussed above must be resolved if the promise of CALEA is to be fiil- 
filled. First, the industry consensus standard for providing CALEA capabilities must 
be promulgated now so that manufacturers can be assured that resources dedicated 
to systems engineering and design work will not be wasted. Simply put, absent the 
long-term assurances of an acceptable standard, no carrier or manufacturer will 
dedicate the resources necessary today when the work may be for naught tomorrow. 
The industry consensus standard provides 100% of the capabilities required by 
CALEA. The FBI punch list of enhanced services and features, assuming that each 
function is otherwise lawful,*'* should be pursued outside of the standards process. 

Second, the CALEA compliance date of October 25, 1998, must be moved out until 
at least two years after the promulgation of the standard. Without this extension, 
carriers will seek non-standard solutions to meet CALEA rather than risk enforce- 
ment penalties. Such an approach will raise the cost for law enforcement signifi- 
cantly as they will have to find ways to receive delivery of surveillance information 
in as many ways as there are carriers. Further, once non-standard solutions are in 
place, carriers are not likely to then move to implement the standard because meet- 

'^ The FBI has demanded the capability be built into the standard to monitor the held portion 
of a conference call whether or not the target of surveillance is present on the call. Certain pri- 
vacy groups have objected to the capability on constitutional and statutory grounds, claiming 
that the demand fails particularity requirements. CTIA simply notes that the proposed standard 
does not address the desired capability because the demand really is a capacity issue—law en- 
forcement may monitor one or more lines so long as it provisions the necessary circuits. If, how- 
ever, despite being aware of the target's services, law enforcement simply provisions a single 
channel, the stendard requires that channel follow the direction of the target's call. That is, if 
the target places a conference call on hold to take a call waiting or to initiate another call, the 
standard provides that the wiretap follows the target to the call waiting or new origination. 
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ing compliance in a non-standard way today at a much increased cost eliminates 
all of the cost-savings benefits of standardization tomorrow. In sum, the compliance 
date looms not only as an enforcement threat to carriers, but as a milestone fin' 
standardization of surveillance capabilities. 

Third, law enforcement must finalize its capacity notice and do so in a reasonable 
manner consistent with the intent of Congress. Once final actual and maximum ca- 
pacity numbers are known, carriers can plan for capacity increases. Ideally, capacity 
and capability can be planned for and developed concurrently to take advantage of 
design and scale efficiencies. Finally, law enforcement must acknowledge its obliga- 
tion to firnd capacity no matter when it is deployed. 

Finally, the cost of implementing CALEIA grows larger with new entrants to the 
telecommunications industry each day and expansion of existing carriers' networks. 
Law enforcement must prioritize its needs, fund the necessary retrofits and do so 
in a way that maximizes the reach of each dollar. This does not mean that law en- 
forcement may shift the cost of necessary upgrades to carriers. The industry has 
demonstrated that it intends to do its part to implement CALEA even though the 
cost of deploying the proposed standard is growing to be enormous. Further adding 
to the cost burden likely will lead to petitions to the FCC for a determination that 
implementation of CALEA is not reasonably achievable. '•• 

CTIA has pledged its support of CALE^ and is committed to breaking the im- 
passe. As an industry, we took seriously the admonitions of Congress to construe 
CALEA as both the floor and ceiling of electronic surveillance. We took seriously the 
obligation to protect the privacy of communications not authorized to be intercepted. 
And we took seriously, and continue to take seriously, our obligation to assist law 
enforcement in this endeavor. We look forward to the same sense of compromise and 
commitment fix)m law enforcement beginning with their support for the immediate 
deployment of the proposed standard, extension of the compliance date, finalization 
of the capacity notice, and compensation for the reasonable costs of upgraded sys- 
tems. 

ATTACHMENTS 

1. CTIA Petition For Rulemaking Before the Federal Communications Commission 
in the Matter of Implementation of Section 103 CALEA. July 16, 1997. 

2. CTIA Comments on the Second Notice of Capacity Requirements Per Section 104 
of CALEA. March 14, 1997. 

3. CTIA Comments on the FBI's proposed cost recovery rules for CALEA. July 9, 
1996. 

4. CTIA Comments on the definitions of "Significant Upgrade" and "Mjgor Modifica- 
tion" as used in implementation of Section 109 of CALEA. December 19, 1996. 

ATTACHMENT 1 

BEFORE THE 
FEDERAL COMMITNICATIONS COMMISSION 

WASHINGTON, D.C. 20564 

In the Matter of 
Implementation of Section 103 of the 
Communications Assistance for Law 
Enforcement Act 

To: The Commission 

'* Section 107 of CALEA provides that equipment, facilities and services are deemed compli- 
ant with CALEA unless law enforcement pays to make the upgrades reasonably achievable. 
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SUMMARY 

The Cellular Telecommunications Industry Association ("CTIA") brings this peti- 
tion for rulemaking on behalf of its members to establish an electronic surveillance 
technical standard to implement Section 103 of the Communications Assistance for 
Law Enforcement Act ("CALEA"), P. L. 103-414, (1994), 108 Stat. 4279, codified at 
47 U.S.C. § 1001 et seq. 

The Federal Communications Commission ("Commission") does not begin this 
rulemaking on a blank slate. CTIA attaches to this petition the current industry 
consensus document that meets 100% of the assistance capability requirements of 
sections 103 and 106 of CALEA. The industry consensus document was intended to 
become the publicly available technical standard contemplated by Section 107(b) of 
CALEA and a "safe harbor" for telecommunications carriers and manufacturers that 
implement its technical requirements. However, the standards process is dead- 
locked, due in large measure to unreasonable demands by law enforcement for more 
surveillance features than either CALEA or the wiretap laws allow.' 

Law enforcement has threatened to challenge the industry consensus document 
before the Commission as "deficient" under Section 107(c) of CALEA if it is promul- 
gated without the additional, exotic capabilities it demands. Thus, law enforcement 
would delay implementation of a standard that is 100% CALEA-compliant to extract 
110% of what Congress authorized. 

CALEA specifically provides that the (Commission shall resolve disputes in the 
standards process and issue a final electronic surveillance standard. CTIA asks the 
(Commission to do so here, and in an expedited manner, to allow telecommunications 
carriers and manufacturers to bring CALEA-compliant equipment, services and fa- 
cilities as soon as possible to law enforcement's arsenal of investigative tools. 

By filing this petition, CTIA hopes to break the impasse and deliver a uniform 
standard for electronic surveillance sooner than otherwise would be possible. The 
Commission must act promptly to estabUsh the standard and to define the obliga- 
tions of telecommunications carriers under Section 103 during the transition period 
to the new standard.'-^ CTIA's petition and the industry consensus document ensure 

' The Commiasion should be aware that almost immediately after the passage of CALEA, in- 
dustry took the lead to develop technical requirements that would be promulgated as an Amer- 
ican National Standards Institute ("ANSI") standard. The standards setting process was delayed 
significantly by law enforcement actions, ranging from the production of a competing "standard" 
known as the Electronic Surveillance Interface ("ESI") document—something expressly prohib- 
ited by CALEA—to recently stuffing the standard ballot box with, "no" votes from law enforce- 
ment agencies across the country, which guaranteed that no ANSI standard could be promul- 
gated in a timely manner, if at all. 

^ Given these circumstances, it is virtually impossible for telecommunications carriers or man- 
ufacturers to implement the capability assistance requirements of Section 103 by October 25, 
1998, the effective date of CALEA. Thus, the Commission will need to establish a reasonable 
time to implement the standard established pursuant to this petition. 



19 

that a ^ant leap forward can take place in law enforcement's electronic surveillanoe 
capability in the near future. 

BEFORE THE 
FEDERAL COMMUNICATIONS COMMISSION 

WASHINGTON, D.C. 20664 

In the Matter of 
Implementation of Section 103 of the 
Communications Assistance for Law 
Enforcement Act 
To: The Commission 

PETITION FOR RULEMAKINO 

The Cellular Telecommunications Industiy Association ("CTIA"), pursuant to Sec- 
tion 1.401(a) of the Federal Communications Commission's C^ommission") Rules 
and Regulations, 47 C.F.R. § 1.401(a), and Section 107(b) of the Communications As- 
sistance for Law Enforcement Act ("CALEA"), 47 U.S.C. § 1006(b) (1994),^ hereby 
submits this petition for rulemaking to implement Section 103 of CALEA. CTIA is 
a nonprofit corporation organized under the laws of the District of Columbia and 
is the principal trade association of the wireless communications industry. Member- 
ship in the association encompasses all providers of commercial mobile radio serv- 
ices and includes 48 of the 50 largest cellular and personal communications services 
and others with an interest in the wireless communications industry. 

CITIA requests that the Commission promulgate, by rule, the industry consensus 
document, attached hereto as Exhibit 1, as the technical standard for the assistance 
capability requirements of Section 103 of CALEA, 47 U.S.C. § 1004. Under Section 
107(b) of CAliRA, in the absence of an industry standard, the Commission has au- 
thority to establish, by rule, technical requirements or standards that— 

(1) meet the assistance capability requirements of Section 103 by cost-effective 
methods; 
(2) protect the privacy and security of communications not authorized to be 
intercepted; 
(3) minimize the cost of such compliance on residential ratepayers; 
(4) serve the policy of the United States to encourage the provision of new tech- 
nologies and services to the public; and 
(5) provide a reasonable time and conditions for compliance with and the transi- 
tion to any new standard, including defining the obligations of telecommuni- 
cations carriers under Section 103 during any transition period. 

47 U.S.C. § 1006(b). 
There is no final industry standard to implement CALEA and none can be pro- 

mulgated in sufficient time to allow manufacturers to develop, and carriers to imple- 
ment, CALEA compliant equipment, facilities or services by October 25, 1998—the 
effective date of CALEA Section 103. Even if the standards process could be com- 
pleted in a timely way, the FBI has made clear it will challenge the current indus- 
try consensus document. Accordingly, the Commission must act promptly to estab- 
lish the standard and to define the obligations of telecommunications carriers under 
Section 103 during the transition period to the new standard. 

As set forth more fully below, the attached industry consensus document meets 
the first four factors of Section 107(b). The Commission itself must act to meet the 
fifth factor and CTIA specifically requests that the Commission set a date two years 
after final publication of the standard as a reasonable time for manufacturers and 
carriers to transition to the new standard. During the transition period, carriers 
should be obligated to provide technical assistance for electronic surveillance in ac- 
cordance with 18 U.S.a §2518(4). 

Absent Commission action, carriers and manufacturers will take steps to meet 
their CALEA obligations in a non-uniform manner. Section 107(aX3) of (JALEA pro- 
vides that the absence of a standard or technical requirements does not relieve a 
carrier from its obligations under Section 103. In other words, carriers will be sub- 

^In addition, the Commission has broad general powers under Section 301(a) of CALEA, 
which provides that the Commission "shall prescribe such rules as are necessary to implement 
the requiremenU of ICALEAl." 47 U.S.C. § 229(a). 
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ject to enforcement actions after October 25, 1998, and $10,000/day fines until they 
achieve compliance. The result will be to increase complexity and cost for both law 
enforcement and carriers who otherwise would prefer a common delivery interface 
for electronic surveillance information. 

CTIA's petition and the industry consensus document ensure that electronic sur- 
veillance capabihties that meet CALEA requirements can be deployed in the very 
near future. Additional capabilities demanded by law enforcement, if found to be 
lawfiil and reasonably achievable under CALEA, may be the subject of future stand- 
ard revisions, but need not and should not delay or hinder immediate implementa- 
tion of the standard. 

I. BACKGROUND 

CALEA became law on October 25, 1994, P.L. 103-414, 108 Stat. 4279 (1994). It 
requires telecommunication carriers "to ensure that new technologies and services 
do not hinder law enforcement's access to the communications of a subscriber who 
is the subject of a court order authorizing electronic surveillance." * H.R. Rep. No. 
103-827 (1994), reprinted in 1995 U.S.C.C.A.N. 3489, 3496 [hereinafter "House Re- 
port"]. Section 103 of CALEA sets forth the capability assistance requirements that 
carriers must meet by October 25, 1998. Under Section 103, a telecommunications 
carrier must ensure that its equipment, facilities, or services that provide a cus- 
tomer or subscriber with the ability to originate, terminate, or direct commimica- 
tions are capable of: 

(1) expeditiously isolating and enabling the government, pursuant to a court 
order or other lawful authorization, to intercept, to the exclusion of any other 
communications, all wire and electronic communications carried by the carrier 
within a service area to or from equipment, facilities, or services of a subscriber 
of such carrier concurrently with their transmission to or from the subscriber's 
equipment, facility, or service, or at such later time as may be acceptable to the 
government; 
(2) expeditiously isolating and enabling the government, pursuant to a court 
order or other lawful authorization, to access call-identifymg information that 
is reasonably available to the carrier— 

(A) before, during, or immediately after the transmission of a wire or elec- 
tronic communication (or at such later time as may be acceptable to the 
government); and 

(B) in a manner that allows it to be associated with the communication 
to which it pertains, 
except that, with regard to information acquired solely pursuant to the au- 
thority for pen registers and trap and trace devices (as defined in section 
3127 of title 18, United States Code), such call-identifying information shall 
not include any information that may disclose the physical location of the 
subscriber (except to the extent that the location may be determined ftt)m 
the telephone number); 

(3) deUvering intercepted communications and call identifying information to 
the government, pursuant to a court order or other lawful authorization, in a 
format such that they may be transmitted by means of equipment, facilities, or 
services procured by the government to a location other than the premises of 
the carrier; and 

* In addition. Section 104 of CALEA required the Attorney General, not later than one year 
after the date of enactment of CALEA, to publish notice of ita capacity requirements in the Fed- 
eral Register. The Attorney General subsequently delegated this responsibility to the Federal 
Bureau of Investigations CFBD. Federal Bureau of Investigations—General Functions (AG 
Order No. 1951-95], 60 Fed. Reg. 11906 (1995) (to be codified at 28 C.F.R. pt. 0). Capacity refers 
to the actual tmd maximum number of simultaneous wiretaps law enforcement expects to con- 
duct 4 years after the date of enactment of CALEA. The first capacity notice was so widely criti- 
cized for requiring capacity to conduct wiretaps on 1 out of every 100 calls that the FBI with- 
drew it and began anew. See Implementation of Section 104 of the Communications Assistance 
for Law Enforcement Act, 62 Fed. Reg. 1902, 1903-04, 1909 (Dep't Justice 1997). The second 
notice was equally flawed and beyond what CALEA required, calling for in excess of one hun- 
dred thousand wiretaps in some metropolitan areas. The FBI has yet to issue a final notice, 
so as of the date of this filing, the industry still does not know the amount of capacity it must 
design into ita systems. Under Section 104(a), industry will not have to comply with the capacity 
requirements until 3 years after final promulgation of the notice, which means no earlier than 
the year 2000. 
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(4) facilitating authorized communications interceptions and access to call-iden- 
tifying information unobtrusively and with a minimum of interference with any 
subscriber's telecommunications service and in a manner that protects— 

(A) the privacy and security of communications and call-identifying infor- 
mation not authorized to be intercepted; and 

(B) information regarding the government's interception of communica- 
tions and access to call-identifying information. 

Congress intended the assistance requirements "to be both a floor and a ceiling." 
House Report at 3502. As FBI Director Freeh testified before Congress, the legisla- 
tion was intended to preserve the status quo and provide law enforcement with no 
more and no less access to information than it had in the past. Id. Congress thus 
•^irgeld] against overbroad interpretation of the requirements." Id. 

Congress gave industry, in consultation with law enforcement, and subject to 
Commission review, the key role in developing the technical requirements and 
standards to implement Section 103 of CALEA. Section 107(a)(2) of CALEA specifi- 
cally delegates to industry associations or standard setting organizations the right 
to establish standards for implementation of Section 103 capability assistance re- 
quirements. Congress stated: 

The legislation provides that the telecommunications industry itself shall decide 
how to implement law enforcement's requirements. The bill allows industry as- 
sociations and standard-setting bodies, in consultation with law enforcement, to 
establish publicly available specifications creating "safe harbors" for carriers. 
This means that those whose competitive future depends on innovation will 
have a key role in interpreting the legislated reqtiirements and find ways to 
meet them without impeding the deployment of new services. 

House Report at 3499. 
In the absence of an industry standard, Congress empowered the Commission to 

establish a standard by rule. 47 U.S.C. § 1006(b). Here again. Congress specifically 
directed industry, law enforcement and the Commission "to narrowly interpret the 
requirements" of CALEA. House Report at 3503. 

Section 107(a) of CALEA creates a "safe harbor" for carriers who are "in compli- 
ance with publicly available technical requirements or standards adopted by an in- 
dustry association or standard-setting organization, or by the Commission under 
(Section 107(b)J, to meet the [assistance capability] requirements of section 103." To 
obtain this "safe harbor," in early Spring 1995—almost immediately after passage 
of CALEIA—industry began to formulate a technical standard under the auspices of 
the Telecommunications Industry Association ("TIA")"^ to implement Section 103. 
Project number (PN) 3580 was assigned to the standard work under TIA's Sub- 
committee TR45.2. Representatives of carriers and manufacturers have met monthly 
since then to develop the stemdard. Law enforcement representatives have attended 
and participated in each of the meetings. 

By October 1995, the industry document was 170 pages long and the standards 
work was well on its way to completion. It was not until April 1996 that the FBI 
began to circulate its Electronic Surveillance Interface ("ESI") document, which pur- 
ported to set forth its preferred deUvery interface for intercepted communications 
and the features, capabilities and types of information that law enforcement be- 
lieved carriers must deliver. The FBI characterized the ESI as "safe harbor"—creat- 
ing a de facto standard—even though CALEA expressly prohibits law enforcement 
from requiring any specific design of systems or features or the adoption of any par- 
ticular technology to meet CALEA. 47 U.S.C. § 1002(bKl). 

Widespread industry criticism of the ESI, which was not pubhcly available due 
to a restrictive use legend, made it clear that the ESI had no standing in the tech- 
nical community and would not be implemented whole cloth as the CALEA stand- 
ard. The FBI then submitted the ESI to the standards group as a "contribution" to 
the standards process, significantly disrupting and delaying technical standards de- 
velopment as industry engineers were required to reconcile line by line the incon- 
sistent ESI with PN-3580. 

Nonetheless, the industry group took up the ESI and integrated most of the re- 
quirements into the industry document. "The industry approach was simple—if the 
requirement had a basis in CALEA and a clear legislative expression, it would be 
included in the standard. If there was not clear authority, the capability would be 

'TIA ia accredited by the ANSI. TIA sponsors engineering committees to develop standards. 
TIA's TR-45.2 subcommittee is the engineering committee designated to produce the lawfully 
authorized electronic surveillance standard under project number 3580. 
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rejected. In the end, the current industry consensus document meets 100% of 
CALEA's requirements. 

TR45.2 voted to issue PN-3580 as an ANSI standard in order to seek the widest 
range of comment on the standard and its compliance with CALEA. This procedure 
would allow not only industry representatives to comment and vote on the standard, 
but also law enforcement agencies and nontraditional standards participants such 
as privacy advocates. Standards Proposal (SP)-3580 was issued in March 1997. 
TR45.2 had a closing date of May 12. 1997 whereas the ANSI ballot period extended 
to June 25, 1997. 

In the TR45.2 voting, the FBI produced over 70 pages of comments seeking capa- 
bilities that had been considered and rejected during prior standards meetings and 
most of which came from the ESI. The FBI advised law enforcement agencies 
around the nation that SP-3580 was a "disaster" for law enforcement and urged 
them to vote "no" on their ballot. Local law enforcement agencies simply attached 
the FBI's 70 page critique of the proposed standard to their Dtdlot responses. Of the 
60 votes received, 34 "no" votes came from law-enforcement. The remainder pre- 
dominantly supported the standard with technical comments. Receipt of ANSI bal- 
lots are still being calculated, but it appears that another 10 "no" votes were re- 
ceived from law enforcement. This ballot box stuffing has further delayed the stand- 
ards process. 

During the week of July 7th, the TR45.2 committee met to consider carefully each 
of law enforcement's over 165 comments on the proposed standard. Many more law 
enforcement recommendations were included in the industry consensus docximent, 
making CALEA requirements more clear to manufacturers and carriers. However, 
the disputed capabilities were not included, such as the ability to monitor the held 
portion of a conference call when the target is not on the line. No resolution was 
reached on the disputed features, which law enforcement characterized as "show 
stoppers" in terms of supporting any standard. 

'Thus, the TIA standards process will not yield a standard in sufRcient time to 
permit industry-wide implementation by the October 1998 compliance deadline. The 
absence of a uniform standard will result in a patchwork of carrier-specific solutions 
as carriers expend time and resources to comply with the law and will greatly de- 
crease the likelihood that a uniform standard will be developed and implemented 
by industry. Divergent solutions also will increase the overall costs of compliance 
to the detriment of carriers, their subscribers, and law enforcement which will be 
required to be able to accept delivery of intercepted communications in a variety of 
non-standard formats. In sum, the absence of a standard benefits no one.^ 

II. DISCUSSION 

Under Section 107(b) of CALEA, in the absence of an industpf standard, the Com- 
mission has authority to establish, by rule, the technical requirements or standards 
to implement Section 103 of CALEA. Further, under Section 301(a) of CALEA, the 
Commission has broad authority to issue rules to implement CALEA genersdly. As 
noted above, there is no final industry standard and none can be promulgated in 
sufficient time to allow manufacturers to develop, and carriers to implement, 
CALEA compliant equipment, facilities or services by October 25, 1998—the effec- 
tive date of CALEA Section 103. Accordingly, the Commission has jurisdiction to act 
upon CTIA's petition. In doing so, the Commission has five factors to consider, each 
of which is discussed below. 

(1) The Industry Consensus Document Meets 100% of the Assistance Capability Re- 
quirements of Section 103 by Cost-Effective Methods 

The industry consensus document attached to this petition fully meets Section 103 
requirements. The standard defines the interfaces between a telecommunications 
carrier and a law enforcement agency to assist the agency in conducting lawfully 
authorized electronic surveillance. As the industry consensus document explicitly 
states, its purpose is to facilitate compliance with the assistance capability require- 

^TIA recently responded to a claim by the FBI to ANSI that the standards process was unfair 
by stating that the FBI had every reason to use such frivolous claims as a means to delay publi- 
cation of a standard. TIA noted that the FBI would use its enforcement powers l« extract con- 
cessions from carriers that, due to the absence of a standard, were not able to comply with 
CALEA by October 1998. Moreover, TIA noted, the FBI has a motive to delay implementation 
under a standard because as earners upgrade embedded communications systems (those in 8er\'- 
ice before January 1, 1995), the cost of compliance shifts from the government to the carriers. 
While FBI intransigence in industry meetings may lend support to TIA's view, CTIA believes 
that all parties will benefit immediately from the promulgation of a standard. The FBI has since 
withdrawn its appeal. 
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ments of Section 103 of CALEIA. The document is based upon analyses of widely de- 
ployed conununications services, ranging from plain old telephone service to inte- 
grated services digital network services. 

Cost was not an element considered in the standards process. Rather, the TR45.2 
coounittee considered only the requirements of CALEA and the technical means to 
implement them. However, CTIA believes that the industry consensus document 
represents the most cost-effective method of meeting Section 103 in the immediate 
future. Any other approach would require the Commission to seek comment and 
make findings on the record under Section 107(b) regarding the implementation cost 
of any alternative. Certainly, a non-standard approach to compliance must be avoid- 
ed if costs are to be kept low.'' 

(2) The Industry Consensus Document Protects the Privacy and Security of Commu- 
nications Not Authorized to be Intercepted 

The industry consensus document meets this requirement by providing only that 
information authorized by CALEIA to be delivered to law enforcement. The FBI has 
insisted throughout this process on additional capabilities that go beyond current 
wiretap functions and therefore implicate significant privacy concerns such as the 
demand to acquire network signaling information that notifies a subscriber that 
voice mail is waiting; wireless location information about a subscriber as he or she 
roams between cell sites, and multi-party calling information, including the identi- 
ties of all parties to a conference call as they join or leave it, whether or not the 
subject is or ever was on the line. 

Industry has rejected these demands and does not beUeve that a standsu'd should 
be delayed pending resolution of these capability issues. 

(3) The Industry Consensus Document Minimizes the Cost of such Compliance on 
Residential Ratepayers 

CTIA believes this consideration would be satisfied if the industry consensus doc- 
ument becomes the standard because it will represent the most cost-effective imple- 
mentation plan, which then results in the least impact to subscribers. 

(4) The Industry Consensus Document Ensures that the Policy of the United States 
to Encourage the Provision of Now Technologies and Services to the Public is 
Served 

The industry consensus document allows for a broad arra^ of implementation 
strategies, depending on the needs of the individual carrier. This flexibility, common 
in standards, is deemed ambiguous by law enforcement. They prefer a standard that 
is technically rigid, demanding for example, that all carriers use only X.25 protocols 
to deliver data to law enforcement despite the richness of delivery methods available 
today. The FBI proposal would lock in yesterday's technology. 

To protect against excessive and costly burdens on the telecommunications indus- 
try which mignt impair technological development, CALEA established a reason- 
ableness standard for compliance of carriers and manufacturers with its require- 
ments. The "reasonableness" criteria is prevalent throughout the statute. For exam- 
ple, in addition to cost-effective imolementation of Section 103 noted above, the com- 
mission is directed, in Section 109(D), to consider eleven factors in assessing whether 
compliance is "reasonably achievable."* These factors were designed to give the 

'The CommisBion should be aware that Section 107(c) of CALEIA provides that a tele- 
communications carrier may petition the Commission for one or more extensions of the deadline 
for compliance with the capability requirements of CALE^. 47 U.S.C. § 1006(c). The Commission 
may grant an extension it it determines that compliance is not reasonably achievable through 
application of technology available within the compliance period. 47 U.S.C. 51006(cX2). The ab- 
sence of a standard a fortiori means that compliance is not "reasonably achievable through ap- 
plication of technology available within the compliance period." Thus, if the Commission acts 
promptly on CTIA's request, it may avoid hundreds of extension requests under Section 107lc) 
m the very near future as carriers and manufacturers seek to protect themselves from enforce- 
ment actions that could otherwise be brought. Of course. Section 107(c) provides an alternative 
ground for the Commission to issue an omnibus rule that suspends CALEIA compliance activities 
until an appropriate standard is in place. In any event, establishing the industry consensus doc- 
ument as the standard now will bring CALEA-compliant technology to the market much quicker 
than any other approach, which CTIA believes will make such technology more cost-effective. 

"The Section 109(b) factors include: (1) the effect on public safety ananational security; (2) 
the effect on rates for basic residential telephone service; (3) the need to protect the privacy and 
security of communications not authorized to be intercepted; (4) the need to achieve the capabil- 
ity assistance requirements of Section 103; (5) the effect on the nature and cost of the equip- 
ment, facility, or service at issue: (6) the effect on the operation of equipment, facility, or service 
at issue; (7) the policy of the United States to encourage the provision of new technologies and 
services to the public; (8) the financial resources of the telecommunications carrier; (9) the effect 

Continued 
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Commission direction to realize several policy goals: (a) costs to consumers are kept 
low; (b) the legitimate needs of law enforcement are met while preventing the "gold- 
plating" of law enforcement's demands; (c) privacy interests are protected; and (d) 
the goal of encouraging competition in all forms of telecommunicationB is not under- 
mined, ensuring that wiretap compliance is neither used as a sword or a shield.^ 
(6) The Industry Consensus Document Provides a Reasonable Time and Conditions 

for Compliance with and the Transition to Any New Standard 
The industry stands ready to implement the attached industry consensus docu- 

ment within two years of the Commission establishing the standard. However, given 
the current circumstances, it is virtually impossible for telecommunications carriers 
or manufacturers to implement the capability assistance requirements of Section 
103 by October 25, 1998, the effective date of CALEA. 

It is widely understood that manufacturers need adequate time to develop and de- 
sign the software that will meet any standard. Indeed, in its implementation plan 
submitted to Congress in March 1997, the FBI admitted that standard industry 
practice requires 6 months of system engineering followed by at least 12 months en- 
gineering development before system deplojrment can begin, carriers also need suffi- 
cient time to modify any equipment, facilities or services and to test the implemen- 
tation. Two years from the date the Commission establishes the standard is reason- 
able and reflects the spirit and intent of CALEA. 

In the interim, the Commission must define the obligations of carriers during the 
transition period to the new standard. CTIA recommends that the commission adopt 
the current requirement from Section 2518(4) of title 18, U.S. Code, which provides 
that a carrier must furnish law enforcement with "all information, facilities, and 
technical assistance necessary to accomplish the interception unobtrusively and with 
a minimum of interference with the services" of the subject. This would preserve 
the status quo and guarantee continued assistance to law enforcement through the 
transition period. 

in. CONCLUSION 

For the above stated reasons, the Commission should commence a rulemaking to 
establish a uniform standard for compliance with the assistance capability require- 
ments of CALEA and adopt the industry consensus document attached to this peti- 
tion. Commission action now would ensure a timely implementation of valuable law 
enforcement investigative tools that maintain the status quo of the scope of elec- 
tronic surveillance while keeping law enforcement current with technological devel- 
opments that otherwise might impede electronic surveillance. 

Respectfully Submitted, 
MICHAEL F. ALTSCHUL, Vice President 

and General Counsel. 
RANDALL S. COLEMAN, Vice President. 

Regulatory Policy & Law. 
CELLULAR TELECOMMUNICATIONS 

INDUSTRY ASSOCIATION 
1250 CONNECTICUT AVENUE, 

N.W., SUITE 200 
WASHINGTON, D.C. 20036 

Albert Gidari 
PERKINS COIE 
1201 Third Avenue 
40th Floor 
Seattle, Washington 98101 
Of Counsel 
July 16, 1997 

on competition in the provision of t«lecommunication8 services; 110) the extent to which the de- 
sign and development of the equipment, facility, or service was initiated before January 1, 1995; 
and (11) such other factors as the commission determines are appropriate. 

»140 Cong. Rec. 10771, 10781 (Oct. 4, 1994) (commenta by Rep. Markey). 



ATTACHMENT 2 

CELLULAR TELECOMMUNICATIONS 
INDUSTRY ASSOCIATION (CTIA), 

Washington, DC, March 14, 1997. 
DAVID WORTHLEY. Unit Chief, 
Federal Bureau of Investigation, 
Telecommunications Industry Liaison Unit, 
ChantUly. VA. 

Re: Comments on the Second Notice of Capacity Requirements Per Section 104 of 
the Communications Assistance for Law Enforcement Act ("CALEA") 

DEAR MR. WORTHLEY: The Cellular Telecommunications Industry Association 
("CTIA") 1 hereby submits its comments on the Second Notice of capacity require- 
ments issued by the Federal Bureau of Investigation's (TBr) Telecommunications 
Industry liaison Unit (TILIT) to carry out the government's implementation re- 
sponsibilities of the Communications Assistance for Law Enforcement Act of 1994 
("CALEA").^ CTIA previously submitted comments pursufmt to the original Feb- 
ruary 13, 1997 fiUng deadline. On that day, however, the FBI announced that it 
would extend its comment deadline to March 15, 1997. The comments submitted 
herein reflect developments that have occurred since the original February 13 dead- 
line. Specifically, in light of conflicting statements that have been made regarding 
interpretation of the Second Capacity Notice, the FBI must clarify—on the record— 
whether the capacity requirements reflect requirements on a switch-by-switch basis. 
Additionally, the FBI must clarify other ambiguities in the Second Notice, including 
whether the stated capacity requirements reflect total "engineering" capacity (i.e., 
total number of circuits) and the extent to which new carriers will be reimbursed 
for capacity modifications. The FBI must also re-evaluate the historical, actual, and 
maximum number of simultaneous interceptions to reflect accurate calculations on 
a per-switch basis. 

I. THE FBI MUST CLARIFY THAT THE CAPACITY REQUIREMENTS IN THE SECOND NOTICE 
REFLECT THE NUMBER OF REQUIRED INTERCEPTIONS PER SERVICE AREA 

The FBI has made several conflicting statements about how the capacity require- 
ments in the Second Notice should be interpreted. The FBI has stated at open in- 
dustry meetings that the number of simultaneous interceptions stated in the Second 
Notice reflect interceptions that each switch within a specified service £irea must ac- 
commodate. After CTIA filed its initial comments on the Second Notice indicating 
that this statement had been made, the FBI then stated at a press conference that 
"We never planned to require the industry to meet capacity requirements on a 
switch-by-switch basis. That would be crazy." ^ The FBI should formally address this 
discrepancy in the record of this proceeding. 

As discussed previously, an interpretation that would subject each switch per 
service area to the stated capacity requirements is fiindamentally inconsistent with 
the basis used by the FBI to calculate the numbers themselves, and imposes an un- 
necessary and onerous burden on the industry. Such an interpretation also creates 
a miuor cost reimbursement issue for the government.* The FBI should clearly state 
on the record that the capacity requirements reflect the number of simultaneous 
interceptions reqiiired per service area and will be allocated among all carriers in 
the particular service area on a switch-by-switch basis. 

'CTIA is the international organization of the wireless communications industry for both 
wireless carriers and manufacturers. Membership in the association covers all Commercial Mo- 
bile Radio Service ("CMRS") providers, including 48 of the 50 largest cellular, broadband per- 
sonal communications services ("PCS"), enhanced specialized mobile radio, and mobile satellite 
services. CTIA represent more broadband PCS carriers and more cellular carriers than any 
other trade association. 

'See Public Uw 103-414. 
'James Kallstrom, FBI, quoted in The New York Times, "Dispute Arises Over Proposal for 

Wiretaps," Feb. 14, 1997. In addition to the public statement made by Mr. Kallstrom, a subse- 
quent letter from David Worthley, Chief of the Telecommunications Industry Liaison Unit of the 
FBI also indicated that the numbers in the Second Notice "reflect intercepts per service area 
and not by switch." See Letter to Ed Hall, CTIA, from David Worthley, FBI, Feb. 28, 1997. 
Given the fundamental nature of this issue, such statements should be included in the formal 
record of the proceeding and accessible by the general pubUc. 

*See CTIA Comments at Section 11 (Feb. 13, 1997). 
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n. OTHHER AMBIGUITIES REGARDING INTERPRETATION OF THE SECOND NOTICE SHOULD 
BE CLARIFIED 

In addition to clarifying the fundamental issue of how the numbers represented 
in the Second Notice should be interpreted, the FBI also must clarify other ambigu- 
ities in the Second Notice, including whether the stated capacity requirements re- 
flect total "engineering" capacity (i.e., total number of circuits) and the extent to 
which new carriers will be reimbursed for capacity modifications. The FBI also must 
re-evaluate the historical, actual, and maximum number of simultaneous intercep- 
tions to reflect accurate calculations on a per-switch basis. These issues have been 
discussed in detail in CTIA's comments of February 13, 1997. 

III. CONCLUSION 

For the reasons stated above, CTIA requests that the FBI formally clarify that 
its capacity requirements do not reflect requirements on a per switch basis but, 
rather, represent requirements for the entire service area. CTIA also requests that 
the requirements be adjusted to reflect actual engineering capacity in terms of cir- 
cuits per switch, that the capacity reimbursement provisions allow reimbursement 
for new entreuits as well as mcumbent carriers, and that the estimated number of 
interceptions be reevaluated to create consistent requirements across all wireless 
services. 

Sincerely, 
WENDY C. CHOW. Staff Counsel. 

ATTACHMEhfT 3 

CELLULAR TELECOMMUNICATIONS 
INDUSTRY ASSOCIATION (CTIA), 

Washington. DC, July 9,1996. 
Mr. WALTER V. MESLAR, Unit Chief. 
Telecommunications Contracts and Audit Unit, 
Federal Bureau of Investigation. 
ChantiUy, VA. 

CTIA Comments on Proposed Cost Recovery Rules 

DEAR MR. MESLAR: The Cellular Telecommunications Industry Association' 
("CTIA") hereby submits its comments on the procedures proposed by the Federal 
Bureau of Investigation ("FBI") whereby telecommunications carriers can recover 
the costs associated with complying with the Communications Assistance for Law 
Enforcement Act of 1994 ("CALEA'^.2 As you know, CALEA requires telecommuni- 
cations carriers to ensure law enforcement s abiUty, pursuant to court order or other 
lawful authorization, to intercept communications notwithstanding advanced tele- 
communications technologies. 

1. CAPABILITY AND CAPACITY REQUIREMENTS MUST FIRST BE DEFINED 

PHrst and foremost, it is not reasonable to require carriers to provide meaningAil 
comments on the cost recovery rules proposed to implement Section 109 of CALEA 
in the absence of the specific capability and capacity requirements required by Sec- 
tions 103 and 104 of CALEA.••• 

On January 16, 1996, CTIA and other interested persons filed comments on the 
FBI's Notice of Initial Capacity Requirements.^ Today, nearly six months later, the 
FBI has not responded to these comments.^ CTIA has a number of concerns regard- 

' CTIA is the international trade association of the wireless communications industry. Mem- 
bership in the association covers all Commercial Mobile Radio Service providers, including cel- 
lular, PCS, Enhanced Specialized Mobile Radio, and mobile satellite services, as well as others 
with an interest in the wireless industry. 

2 Public Law 103^14; 47 U.S.C. 1001-1010. 
^Section 103 of CALEA describes the Assistance Capabilitv Requirements that a tele- 

communications carrier must provide to federal, state, and local law enforcement agencies to 
conduct court-authorized electronic surveillance. Section 104 of CALEA requires law enforce- 
ment to notify telecommunications carriers, manufacturers, and support services providers of 
the actual and maximum number of communications intercepts, pen registers, and trap and 
trace devices that law enforcement agencies may conduct and use simultaneously. 

••The proposal was published in the Federal Register on October 16, 1995. See 60 Federal Reg- 
ister at 53643. 

°At a recent industry standards meeting, the FBI advised industry participants that it is still 
reviewing the procedures for calculating capacity requirements and will not publish their revised 
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ing both the capacity and capability requirements being proposed by the FBI, since 
these requirements will determine the costs that are subject to the Section 109 re- 
imbursement procedures.* 

At present, the wireless industry is not able to calculate the necessary port capac- 
ity required to meet law enforcement's needs. Without such knowledge, carriers can- 
not estimate the magnitude of their CALEA compliance costs, and without knowing 
the magnitude of their CALEA compliance costs, carriers cannot evaluate how the 
proposed cost allocation rules (both for pre-CALEA cost allocations, and for the pro- 
posed cost estimate submissions) apply to their systems. 

Moreover, a new and entirely separate set of concerns and uncertainties has been 
raised over the capabilities that wireless carriers must provide law enforcement pur- 
suant to CALEA. At the June 26, 1996, meeting of the TR 45.2 subcommittee at 
TILU Headquarters, the capabilities carriers must provide to law enforcement were 
set forth in the FBI's Electronic Surveillance Interface CESr) document. The ESI 
document seeks to provide carriers with the requirements of a compliance "safe har- 
bor" for meeting CALEA's capabiUty assistance requirements. Based on the FBFs 
description of these "safe harbor" requirements, the wireless industry believes that 
the ESI document requires far more equipment and functionality than is required 
by CALEIA's statutory requirements.' 

In what appears to be a classic bureaucratic SNAFU, the ESI document was pre- 
pared by the FBI's Telecommunications Industry Lieiison Unit ("TILU"), with no ap- 
parent coordination vrith the FBI's Telecommunications Contracts and Audit Unit 
("TACU"), the organization responsible for the proposed cost reimbursement rules. 
Thus, at last month's TR 45.2 subcommittee meeting, TILU presented its set of ca- 
pabihties requirements for a compliance "safe harbor—which CTIA believes extend 
well beyond the CALEA statutory requirements—while TACU advised participants 
that it will independently determine whether a carrier's deployment or modification 
of equipment, facilities, or services was required by CALEA and therefore whether 
the associated costs are eUgible for reimbursement. Thus, carriers are confronted 
with a classic "Catch 22": they can comply with the TILU ESI "safe harbor" docu- 
ment and still risk having have TACU determine that costs associated with such 
compliance are not mandated bv CALEA. In other words, the costs required by 
TILU could be deemed not eligible for reimbursement by TACU. CTIA believes that 
the proposed rules must be revised to expressly state that carriers' costs associated 
with meeting the "safe harbor" standard meet the threshold determination that they 
are CALEA-mandated, and thus eligible for reimbursement.^ 

n. WIRELESS CARRIERS REQUIRE DIFFERENT RULES 

Throughout the proposed rules, there are assumptions that may apply to Local 
Exchange Carriers ("LECs") but that definitely do not apply to CMRS ciirriers. For 
example. Section 100.12 defines a cost as "reasonable" if, in its nature and amount, 
it does not exceed that which would be inoured by a prudent person in the conduct 
of competitive business." (emphasis added). CMRS carriers are competitive busi- 
nesses. There are two cellular carriers in every market, three broadband PCS U- 
censes, and three additional broadband PCS Ucenses to be awarded, plus Specialized 
Mobile Radio and Enhanced Specialized Mobile Radio carriers.^ Thus, are all CMRS 
carriers' costs presumed reasonable, despite the contrary presumption set forth in 
Section 100.12(aX2)? 

Similarly, Section 100.19(c) provides that if the FBI determines that a cost reduc- 
tion should be made, carriers are prohibited from raising as a defense that the sub- 
contractor "was a sole source supplier or otherwise was in a superior bargaining po- 

capacity requirements prior to the third quarter of 1996. Telecommunications Industry Associa- 
tion Committee TR 45.2 Ad Hoc for Lawfully Authorized Electronic Surveillance, June 26-27, 
1996, meeting at Telecommunications Industry Liaison Unit Headquarters, Chantilly, Virginia. 

*As CTIA and other wireless commenters explained in their January 16, 1996, comments, the 
number of simultaneous voice channels is the relevant measure of a wireless system's capacity, 
not the percentage of "engineered capacity" proposed by the FBI. In addition, the FBI must 
clearly define the relevant service area for Catiegory I, II, and III capacity requirements by coun- 
ty designation to reflect the breadth of wireless carriers' service areas. 

'' The specific capability concerns raised by the ESI Document go beyond the scope of these 
comments on the CALEA cost reimbursement rules. CTlA's will raise its concerns about the 
scope of the ESI Document separately. 

^ Similarly, TILU should state in its ESI document that TACU will recognize costs associated 
with a carrier's compliance with the "safe harbor" capabilities as being eligible for compensation 
under CALEA 

'For this reason, the FBI's Initial Regulatory F'lexibility Analysis required by section 603 of 
the Regulatory Flexibility Act is flawed: CMRS carriers are not "dominant" within their mar- 
kets, so they are not exempted from the category of "small" entities for the purposes of the Act. 
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sition and thus the costs of the agreement would not have been modified. ..." In 
fact, wireless carriers will be forced to use sole source suppliers for nearly all of the 
necessary capacity and capability upgrades required by CALEA. This is because 
wireless carriers' switches and radios do not have "open" architectiire stnd inter- 
faces, so only the switch vendor, as the sole source supplier, will be able to provide 
the needed upgrades and enhancements.'" 

Another flaw in the proposed rules is the FBI's proposal of cost allocation rules 
that are more appropriate to the relatively static LEG environment, and that don't 
conform to the realities of the wireless industry. The wireless industry is growing 
at approximately 40% a year, and carriers constantly are upgrading and expanding 
their network facilities to accommodate this growth. 

January 1, 1995, is the cut-off date for determining which modifications are reim- 
bursable under CALEA. Section 109(d) of CALEA requires that all equipment de- 
ployed before that date must be in compliance "unless such equipment, facility or 
service has been replaced or significantly upgraded or otherwise undergoes major 
modification." The proposed rules do not provide sufficient guidance on pre-CALEA 
cost allocations to CMRS carriers who constantly are upgrading and modilying their 
networks. It is safe to say that most wireless carriers' facilities are a combination 
of both pre-January 1, 1995, and post-January 1, 1995, assets. Section 100.13(aXl) 
can be interpreted as barring wireless carriers from seeking recovery of costs which 
they incurred prior to January 1, 1995, and that otherwise would be recoverable 
under CALEA Therefore, specific rules are required to identify allowable costs that 
are eligible for reimbursement under section 109(e) of CALEA. 

CTIA previously raised another problem associated with the January 1, 1995, cut- 
off date. Broadband PCS licensees had not built their networks or begun service on 
Jimuary 1, 1995, and no funding has been proposed for reimbursement of their ex- 
penses to comply with the CALEA requirements. As of today, a number of PCS sys- 
tems are operational and carriers are providing service to the public, while most of 
the other PCS licensees have designed and entered into procurement contracts for 
their networks and are installing their equipment while the FBI continues to delib- 
erate on the CALEA capacity and capability requirements. 

PCS carriers will have the same need to upgrade and modify their network facili- 
ties, eqmpment and services as cellular carriers. To preserve the regulatory parity 
afforded all CMRS carriers by FCC rule, the FBI cost recovery rules must be com- 
petitively neutral. Therefore, new rules must be proposed that reflect the need of 
aU wireless carriers to engineer and procure upgrades and modifications to their 
networks and capabilities based on the FBI's final determination of the CALEA re- 
quirements, and not on an arbitrary date whose application to determining carriers' 
cost recovery eligibility would be capricious. 

III. PROPOSED RULES MUST BE REVISED 

In addition to the more general comments raised above, CTIA urges the FBI to 
revise the following specific proposed rules. 

Section 100.15 defines allowable costs too narrowly. Congress intended to "pay all 
reasonable costs incurred by the industry" to comply with CALEA H.R.Rep. No. 
103-827, 103rd Cong., 2d Sess. 16 (1994). The PBFs proposal to limit carriers' cost 
recovery to only "direct costs" therefore is flawed. General and Administrative costs 
also should be allowable, as they are as real (and unavoidable) as an invoice trova 
a vendor. 

Section 100.16 requires carriers to submit cost estimates. This requirement is un- 
necessary and burdensome. Cairriers are required to submit actual cost data, based 
on their books of accounts. Therefore, not only is this requirement duplicative, it im- 
poses a new and unwarranted compliance burden on carriers. Moreover, the detail 
specified in the proposed rule may not be available to the carrier, since the vendor 
may not have provided the carrier with level of detail proposed in this section.'* 
CTIA urges the FBI to delete this provision. 

1° Another problem is raised by Section 100.19(cX3) which holds carriers defenseless for their 
vendors' failure to submit accurate cost data. Rather than base these rules on how the FBI ex- 
pects carriers to maintain their books of account, it would be less burdensome (and more accu- 
rate) to base the rules on how vendors estimate and bill for equipment and feature upgrades. 

"Given the way features and capabilities are "bundled" by vendors into a single software or 
eqtiipment upgrade, even the manufacturer may not have sufficient cost detail. 



CONCLUSION 

For all of the reasons stated above, the rules proposed to implement Section 109 
of CALEA should be revised to accommodate the requirements of CMRS service pro- 
viders. 

Sincerely, 
MICHAEL ALTSCHUL, Vice President, 

General Counsel. 

ATTACHMENT 4 

CELLUI-AR TELECOMMUNICATIONS 
INDUSTRY ASSOCIATION (CTIA), 

Washington, DC, December 19, 1996. 
TELECOMMUNICATIONS CONTRACTS AND AUDIT UNIT, 
Federal Bureau of Investigation, 
ChantUh, VA 
Attn: CALEA FR Representative. 

Re: Comments Of The Cellular Telecommunications Industry Association On The 
Definitions Of "Significant Upgrade" And "Major Modification" As Used In Im- 
plementation Of Section 109 Of The Communications Assistance For Law En- 
torcement Act Of 1994. 

To WHOM IT MAY CONCERN: The Cellular Telecommiinications Industry Associa- 
tion ' (CTIA) is pleased to comment on the Federal Bureau of Investigation (FBI) 
request for suggestions on the definitions of "significant upgrade" and "^ajor modi- 
fication" £ts used in the implementation of the Communications Assistance for Law 
Enforcement Act of 1994 ^ (CALEA). CTIA recognizes, however, that final arbitra- 
tion of the use of these terms under CALEA will rest with the Federal Communica- 
tions Commission or the Courts. 

I. LEGISLATIVE HISTORY 

CALEA addresses "significant upgrade" in two places. First, with respect to en- 
forcement orders, the Act states: 

"an order enforcing the title may not . . . require a telecommunications carrier 
to modifj', for the purpose of complying with the assistance capability require- 
ments of section 103, any equipment, facility, or service deployed on or before 
January 1, 1995, unless the Attorney General has agreed to pay ... for all rea- 
sonable costs directly associated with modifications necessary to bring the 
equipment, facility, or service into compliance with those requirements; or the 
equipment, facility or service has been replaced or significantly upgraded or oth- 
erwise undergoes mtgor modification. (47 USC 1007 (cX3XB)) 

CALEA makes a second reference to significant upgrades in section 109, which 
referred to the failure of the government to make payments to carriers, and states 
that if a carrier has requested payment and; 

"the Attorney General has not agreed to pay the telecommunications carrier for 
all reasonable costs directly associated with modification necessary to bring an 
equipment, facility, or service deployed on or before January 1, 1995, into com- 
puance with the assistance capaoiUty requirements of section 103, such equip- 
ment, facility, or service shall be considered to be in compliance with the assist- 
ance capability requirements of section 103 until the equipment, facility, or 
service is replaced or significantly upgraded or otherwise undergoes znajoT modi- 
fication." (47 USC 1008 (d)) 

In the case of equipment deployed after Januiiry 1, 1995, CALEA states: 

"if compliance with the assistance capability provisions of section 103 is not rea- 
sonably achievable . . . the Attorney General . . . may agree, subject to the 

' CTIA is the international organization which represents all elements of the Commercial Mo- 
bile Radio Service (CMRS) industry, including cellular, personal communications services, en- 
hanced .specialized mobile radio, wireless data, and mobile satellite services. CTIA has over 750 
total members including dome.'stic and international carriers, resellers, and manufacturers of 
wireless telecommunications equipment. CTIA's members provide services in all 734 cellular 
markets in the United States and personal communications services in all 50 mtuor trading 
areas, which together cover 95% of the U.S. population. 

2 Public Uw 103-^4; 47 U.S.C. 1001-1010. 

61-763 00-2 
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availability of appropriations, to pay the telecommunications carrier for the ad- 
ditional reasonable costs of making compliance with such assistance reasonable 
achievable; and if the Attorney General does not agree to pay such costs, the 
telecommunications carrier shall be deemed to be in compliance with such capa- 
bility requirements." (47 USC 1008 (bX2KA) and (B).) 

These provisions make it clear that government must reimburse carriers for all 
but fundamental changes to equipment, facilities, or services deployed on or before 
January 1, 1995. In addition, even if major modifications are completed on such 
equipment, faciUties, or services deployed after January 1, 1995, but before CALEA- 
compliant equipment is available, and, that modified equipment must be retrofitted 
once CALEA-compliant technology is available, then the cost of such retrofits should 
be reimbursed by the government as well. This payment by the government is nec- 
essary because compliance with CALEA cannot be considered "reasonably achiev- 
able" if CALEA-compliant technology is not commercially available. The fi-amers of 
CALEA explain the government's responsibility to pay forcefully in the Act's legisla- 
tive history: 

Under, th[e! compromise, the near term costs for the next four vears would un- 
equivocally be borne by the government. Existing switches would be retrofitted 
with the software necessary to assure wiretap capability. Under this provision, 
absent a commitment by law enforcement to pay fully for the modifications, a 
carrier would be deemed in compliance with the law and no further action on 
its part would be required. [Emphasis added] 
A second important provision will require that as new switching equipment and 
services are designed and manufactured, wiretapping capabihties [will] be as- 
sured. It is obviously much more economical to design the wiretapping access 
into the new equipment and services rather than to engage [in] aner-the-fact 
and expensive retrofits. That requirement will, therefore, be part of the law. H. 
Rep. Nlo. 103-827, 103rd Cong, 2d Sess., reprinted in 1994 U.S.C.C.A.N. 3489, 
3515 (Additional views of Representatives Edwards and Boucher) [Emphasis 
added] 

The black letter language of CALEA, as well as the Congressional intent as ex- 
pressed by the additional views of the fi-amers as reprinted above, make it abso- 
lutely clear that carriers should be reimbursed for the CALEA compliance costs for 
any equipment that was in use by any carrier prior to January 1, 1995, regardless 
of whether or not a specific carrier actually had a specific unit of grandiathered 
equipment in use before January 1, 1995. In other words, if the government is mak- 
ing CALEA compUance reimbursement payments to one carrier for a specific unit 
of grandfathered equipment, the government should make such reimbursements to 
all carriers who are also using that equipment. Whether or not a specific carrier had 
that unit of grandfathered equipment m use prior to January 1, 1995 is not rel- 
evant. For the government to pick emd choose which carriers using grandfathered 
equipment should be made whole for CALEA compUance costs is to circumvent the 
Congress's mandate that the government "ftilly pa/" the carriers' costs of compli- 
ance. 

II. DEFTNITION OF SIGNIFICANT UPGRADE AND MAJOR MODIFICATION: 

Given the intent of Congress to "fiilly pay" carriers' costs of CALEA compliance, 
CTIA believes that the following definitions will help guide the process of reim- 
bursement: 

Deployed. Equipment, facilities, or services are considered deployed under CALEA 
if they were commercially available to any carrier in the telecommunications indus- 
try on or before January 1, 1995. The carrier requesting payment is not required 
to have that unit of equipment in use as of January 1, 1995. In other words, if 
equipment, facilities, or services were deployed by one carriers prior to January 1, 
1995, then those units of equipment, facilities, or services should be considered to 
be deployed by all carriers. "This interpretation is vital in order to maintain competi- 
tive neutrality in the FBI's reimbursement rules. 

Replaced. Equipment, facilities, or services are considered replaced under CALEA 
if they were commercially available to any carrier in the telecommunications indus- 
try before January 1, 1995 and are not an upgrade or modification of previously de- 
ployed equipment, facilities, or services. 

Significant Upgrade or Major Modification. Equipment, facilities, or services are 
"significantly upgraded or otherwise undergo majoT modification within the meaning 
of CALEA if the core fimctionality of deployed equipment, facilities, or services is 
changed or altered significantly so as to provide new featiires or capabilities that, 
without meeting the assistance requirements of CALEA, would impede law enforce- 
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menf s ability to intercept all communications or access reasonably available call- 
identifying information. 

m. AN OPEN AND ACCOUNTABLE PROCESS FOR CARRIER REIMBURSEMENT IS NEEDED. 

On May 10, 1996, the FBI published a proposed CALEA cost reimbursement rule 
(61 FR 21, 396) that proposed reimbursement procedures for CALEA compUance 
costs. In its response, CTIA on July 9th commented that the FBI's proposed rules 
did not take into account the dynamic and competitive nature of the wireless tele- 
communications industry and the associated rapid changes and improvements in 
equipment used to provide wireless services. The FBI has not yet addressed the con- 
cerns raised in CTlA's July 9th filing. Obviously, without flexible reimbursement 
rules and definitions of "significant upgrade" and "m^jor modification" that are con- 
sistent with those offered above, the FBI could, as a method of cost containment, 
clftssify all post-January 1, 1995, modifications as replacements, mtyor modifica- 
tions, or sigiiificant upgrades. Such action by the FBI would defy the requirements 
of CALEA and the intent of Congress that the government "fully pay" carriers for 
the CALEA compliance costs. Accordingly, CTIA believes that the FBI should have 
in place open and accountable procedures to determine CALEA compliance costs and 
the associated carrier reimbursements, and that it is inappropriate for the FBI to 
negotiate private deals or "cooperative agreements" with individual carriers for 
what potentially may be large expenditures of pubUc dollars. As with other govern- 
ment programs, citizens have a right to know how their tax dollars are being spent, 
and the FBI CALEA costs reimbursement process should provide the same level of 
accountability during and after the reimbursement process as other government pro- 
grams. 

CTIA also takes exception to the FBFs decision to separate the cost recovery reim- 
bursement rulemaking from the definitional issues addressed in this filing. It is sim- 
ply not practical to separate consideration of the operative definitions from consider- 
ation of the procedures used to compensate carriers. Just as the FBI's cost-recovery 
procedures snould be open and accountable, the definitions used to determine the 
eligibility of equipment for compensation should be well defined, widely dissemi- 
nated, and should consistently adhere to the FBFs regulations developed after 
standard notice and comment procedures. 

rV. CONCLUSION 

The FBI should adopt the definitions of significant upgrade and major modifica- 
tion as presented in tnis filing and re-integrate consideration of the.se defintional 
issues back into its rulemaking on cost recovery. The cost recovery process, as well 
as the definitions used in that process to determine the eligibility of equipment for 
cost reimbursement, should be an open and accountable process that is estabUshed 
through proper notice and comment. Our Nation's taxpayers deserve no less. Fi- 
nally, the grandfather date of January 1, 1995 should be changed to coincide with 
the government's release of its capacity requirements. 

Sincerely, 
JONAS NEIHARDT, 

Director for Congressional Affairs. 

Mr. McCoLLUM. Thank you, Mr. Wheeler. 
Mr. Kitchen? 

STATEMENT OF JAY KITCHEN, PRESmENT, PERSONAL 
COMMUNICATIONS INDUSTRY ASSOCIATION 

Mr. KITCHEN. Thank you, Mr. Chairman, and members of sub- 
committee. It's my pleasure to be here with you today to talk about 
CALEA. As president of the Personal Communications Industry As- 
sociation, I come before you with a slightly different perspective 
than some of the others testifying today. I represent the new en- 
trants in the wireless communications industry, the personal com- 
munications services that Mr. Wheeler has talked about already. 

I'm certain you know that these carriers have really revolution- 
ized the wireless industry. Unfortunately, when it comes to 
CALEA, PCS carriers are facing challenges that we believe Con- 
gress never intended and, Mr. Chairman, I believe you, in your 
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opening remarks, and Mr. Meehan in his opening remarks, really 
framed the issue very well as to what we're facing here. 

From the beginning, we've reached out to the FBI and the De- 
partment of Justice because we really want to help law enforce- 
ment to do its job. And I think our industry is very sincere about 
that. And to their credit, law enforcement officials have worked 
with us to establish a dialogue that was necessary to move this 
process forward, but we just haven't gotten all the way yet. 

That dialogue has taken place over the course of the last year 
and has led us to beUeve that PCS compliance cannot happen im- 
less Congress acts quickly to make some modest changes to 
CALEA. And while the testimony I submitted before you goes into 
greater detail regarding our diflScuIties in complying with the law, 
let me briefly outline some of those areas here this morning. 

In order for PCS carriers to meet the requirements of CALEA, 
we need to have a compliant equipment that meets industry-adopt- 
ed standards. But that equipment just doesn't exist today. Why? 
Because we have no technical standards. They just haven't been 
set. And what the industry is being asked to do is build a house 
without blueprints. And the standards are the blueprints that we 
need to shape the way the technology will work. 

Let me be clear that until those standards have been set by law 
enforcement and industry and equipment and software have been 
produced by manufacturers and provided to carriers, we simply 
don't have the means to comply with the law. We just can't do it. 

What makes that all the more disturbing, Mr. Chairman, is that 
under CALEA it's the carriers, many of which are small, start-up 
businesses in PCS that are struggUng to survive, face penalties of 
$10,000 a day for each and every day that compliance is not 
reached. And that is just grossly unfair. 

Even more troubhng is the fact that under CALEA, PCS carriers, 
unlike, perhaps, cellular and wireless carriers, cannot be reim- 
bursed for the cost of upgrading their system. Systems that were 
deployed prior to January 1st of 1995 are either reimbursed for ret- 
rofitting or are automatically deemed in compliance. There's simply 
no justification to differentiate between PCS carriers, who came 
into existence after CALEA was written, and cellular and wire line. 
All of us have been prevented from complying with CALEA because 
of a lack of compliant equipment that meets this industry stand- 
ard. It's only fair that all carriers either be eligible for reimburse- 
ment for retrofitting or be deemed in compliance. 

If the law is not changed, PCS carriers will have to recover those 
costs somewhere, gind the question needs to be asked, if not from 
Washington, who's going to pay for this mandate? Where will it 
come? From yoiu- constituents? Mr. Chairman, the nation's PCS 
carriers are being treated like second-class citizens who are being 
discriminated against. That's wrong, and we implore you to rectify 
this injustice. 

I'd like to take the rest of my time to propose that Congress pass 
a fair and reasonable change to CALEA that would allow the wire- 
less industry to make good on our unwavering commitment to help 
law enforcement do its job. We're serious about that. 

Specifically, CALEA should be changed in the following maimer. 
We need changes on the reimbursement and compliance date of at 
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least 18 or 24 months after standards are approved, and any equip- 
ment deployed prior to that time should be deemed in compliance. 
We also need changes that would allow the FBI to use the 500 mil- 
lion dollars already authorized to pay switch manufacturers di- 
rectly for software upgrades that will make both pre-1995 and post- 
1995 switches CALEA-compUant. 

Mr. Chairman, I have no doubt that when Congress passed 
CALEA no one intended to create a situation of discrimination 
within our industry. But unfortunately, that's exactly what's hap- 
pened. This committee holds the key to changing that. Make 
CALEA fair and make equitable. Help us in our efforts to help law 
enforcement, while at the same time ensuring that the personal 
communications services remain an integral part of an ever-grow- 
ing and evermore competitive wireless industry. Thank you again 
for holding this hearing and the opportunity to testify and I look 
forward to working with this committee, with the FBI, to work on 
this in the future and Fd be happy to answer any questions you 
might have. 

[The prepared statement of Mr. Kitchen follows:] 

PREPARED STATEMENT OF JAY KITCHEN, PRESIDENT, PERSONAL COMMUNICATIONS 
INDUSTRY ASSOCIATION 

SUMMARY 

PCIA is the international trade association created to represent the interests of 
both the commercial and the private mobile radio service communications indus- 
tries. As such, msmy of its members are providers of personal communications serv- 
ices ("PCS"), which is a type of broadband commercial mobile radio service that was 
intended to, and does, compete directly with cellular telephony. 

Ever since the enactment of the Communications Assistance For Law Enforce- 
ment Act ("CALEA") on October 25. 1994, PCIA has played an important role in the 
statute's implementation. Specifically, PCIA has: (1) met with the FBI and its 
CALEA Implementation Unit ("CIU") in an effort to explain the unique difficulties 
the wireless industry in general, and the PCS industry in particular, have had in 
implementing CALETA; (2) taken an active part in the FBI's notice and comment 
ruliemakings that implemented various sections of CALEA; and (3) sponsored many 
meetings tnat brought wireless carriers and manufactvirers together in order to at- 
tempt to promulgate technical standards for CALEA-compliant network equipment. 

Further, even as CALEA is being implemented, PCIA's member carriers nave con- 
tinued to cooperate with law enforcement officials in executing legitimate electronic 
surveillance warrants. This cooperation stems not just from their statutory obUga- 
tion to do so, but from a recognition on the part of wireless carriers that the pubUc 
safety is significantly advanced by the appropriate use of electronic surveillance 
techniques. 

Against this background, PCIA offers its perspective on two of CALEA's most im- 
portant reqtiirements: the assistance capabiUty requirements of Section 103, under 
which networks must be accessible to authorized wire tapping, and the capacity re- 
quirements of Section 104, under which a specific number of circuits must be re- 
served for law enforcement use. First, because technical standards for CALEA-com- 
pliant network equipment have yet to be promulgated, manufacturers cannot build 
this eqxiipment, and carriers cannot purchase and install it. Therefore, Congress 
should amend C^ALEA to set a date that is at least 24 months after the date such 
technical standards are promulgated for the date on which carriers must comply 
with the assistance capability requirements. In addition, all e<}uipment installed or 
deployed before this deadline should be either deemed compbant or retrofitted at 
the government's expense. 

S^nd, Congress should ensure that in setting capacity requirements, the FBI 
takes into account the presence of multiple wireless carriers within a market. Con- 
gress should further ensure that the FBI reduces the capacity requirements for 
wireless carriers, promulgates wireless capacity requirements on a county-by-county 
basis, and does not group call content intercepts with trap and trace devices when 
calculating the capacity requirements. 



34 

I. INTRODUCTION AND SUMMARY 

PCIA is the international trade association created to represent the interests of 
both the commercial and the private mobile radio service communications indus- 
tries. As such, many of its members are providers of personal communications serv- 
ices ("PCS"), which is a type of broadband commercial mobile radio service that was 
intended to, and does, compete directly with cellular telephony. 

Ever since the enactment of the Communications Assistance For Law Enforce- 
ment Act ("CALEA") on October 25, 1994, PCIA has played an important role in the 
statute's implementation. Specifically, PCIA has: (1) met with the FBI and its 
CALEA Implementation Unit ("CIU") in an effort to explttin the unique difficulties 
the wireless industry in general, and the PCS industiy in particular, have had in 
implementing CALEA; (2) taken an active part in the FBI's notice and comment 
rulemakines that implemented various sections of CALEA; and (3) sponsored many 
meetings tnat brought wireless carriers and manufactvu^rs together in order to at- 
tempt to promulgate technical standards for CALEA-compliant network equipment. 

Further, even as CALEA is being implemented, PCIA's member carriers have con- 
tinued to cooperate with law enforcement officials in executing legitimate electronic 
surveillance warrants. This cooperation stems not just from their statutory obliga- 
tion to do so, but from a recognition on the part of wireless carriers that the public 
safety is si^iificantly advanced by the appropriate use of electronic surveillance 
techniques. 

Against this background, PCIA offers its perspective on two of CALEA's most im- 
portant requirements: the assistance capabUity requirements of Section 103, under 
which networks must be accessible to authorized wire tapping, and the capacity re- 
quirements of Section 104, under which a specific number of circuits must be re- 
served for law enforcement use. First, because technical standeirds for CALEA-com- 
pliant network equipment have yet to be promulgated, manufacturers cannot build 
this equipment, ana carriers cannot purchase and install it. Therefore, Congress 
should amend CALEA to set a date that at least 24 months after the date such tech- 
nical standards are promulgated for the date on which carriers must comply with 
the assistance capability requirements. In addition, all equipment installed or de- 
ployed before this deadline snould be either deemed compliant or retrofitted at the 
government's expense. 

Second, Congress should ensure that in setting capacity requirements, the FBI 
takes into account the presence of multiple wireless carriers within a market. Con- 
gress should further ensure that the FBI reduces the capacity requirements for 
wireless carriers, promulgates wireless capacity requirements on a county-by-county 
basis, and does not group call content intercepts with trap and trace devices when 
calculating the capacity requirements. 

II. WHILE CONGRESS BELIEVED THAT CALEA-COMPUANT EQUIPMENT WOULD BE AVAIL- 
ABLE SOON AFTER JANUARY 1, 1996, SUCH EQUIPMENT IS STILL UNAVAILABLE BE- 
CAUSE STANDARDS HAVE NOT YET BEEN AGREED UPON 

Congress enacted CALEA in large part because the new, digital telecommuni- 
cations networks have become increasingly resistant to wire-tapping efforts by law 
enforcement officials. Importantly, however, CALEA was not intended to expand the 
technical capabilities of law enforcement, but only to give them the same capabili- 
ties in the age of digital equipment as they had in the analog era.' Therefore, in 
order to ensure that law enforcement officials could continue to carry out legitimate 
electronic surveillance efforts. Congress required that pursuant to the "assistance 
capability requirements" of Section 103 of CALEA, each carrier's network must be 
designed in a manner that adlows law enforcement officials to expeditiously isolate 
and intercept both call-content and call-identifying information. 

Carriers cannot meet their statutory obligations to provide law enforcement offi- 
cials with this information unless they have access to switching equipment that is 
CALEA-compliant. If manufacturers are to provide carriers with this compliant 
equipment, there must be industry-wide technical standards that they can follow in 
designing and building their switches. 

In drafting CALEA, under Sections 106 and 107, Congress contemplated that car- 
riers, manufacturers, and law enforcement officials, in cooperation with industry as- 
sociations or standard-setting organizations would cooperate to develop technical 
standards. Manufacturers would then build switches to these standards, and, soon 

»H.R. Rep. No. 103-827, at 22 (1994) ("[tlhe FBI Director testified that the legislation was 
intended to preserve the statxJB quo, that it was intended to provide law enforcement no more 
and no less access to information than it had in the past"). 
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after January 1, 1995, carriers would be able purchase and install this CALEA-com- 
pliant equipment. 

Thus, even if the process worked exactly as planned, a carrier's ability to comply 
with CALEA would depend upon the ability and willingness of industry representa- 
tives and the FBI to reach a timely consensus on standards, and manufacturers' 
ability and willingness to manufacture compliant equipment in a timely fashion. 
Carriers would, however, as the entities responsible for ensuring that their net- 
works are CALEA-compliant, be left "holding the bag" if this process broke down. 

Unfortunately, a breakdown of monumental proportions has occurred. As of today, 
final standards have not been set, in large measure due to the actions of law en- 
forcement officials. Initially, the FBI waited almost one and one-half years after the 
enactment of CALEA to submit its recommendations to standards setting bodies. 
After the submission of this Ust, industry representatives and the FBI were able to 
reach consensus on standards that provided, by PCIA's estimates, 90 percent of the 
capabilities that the FBI had requested. Since then, however, the FBI has held up 
the entire standards setting process in order to ensure that every capability on its 
"wish list" is made part of the standards. 

This wish list consists of ten capabilities that most carriers believe to be either 
not required by CALEA, technically infeasible, or both. Thus, while carriers and 
manufacturers have acquiesced to virtually every law enforcement demand regard- 
ing CALEA capabilities, certain items of this "wish list" simply should not, and can- 
not be implemented. For example, the FBI has demanded timely, electronic notifica- 
tion of changes to a subject's feature capability that may prevent the delivery of 
intercepted communications, and separated delivery of content for each party in a 
multiparty call. 

This continued delay is irrational and disserves the public interest. Law enforce- 
ment officials would have most of the capabilities they need if the proposed stand- 
ards currently agreed upon by all parties were adopted today and the wish list 
items were deferred. Time is of the essence, because as carriers build out and up- 
grade their networks, they are buying new switching equipment. If this equipment 
were CALEA-compliant even if that term does not include the wish list items then 
law enforcement officials would be able to carry out most of their legitimate elec- 
tronic surveillance missions. Otherwise, more and more networks will be built to 
non-CALEA specifications and will have to be retrofitted to comply with the stat- 
ute's requirements. 

Further, this lack of agreed upon standards, and the consequential lack of 
CALElA-compliant equipment, threatens carriers with civil sanctions. Specifically, 
carriers whose networks do not comply with the assistance capability requirements 
by October 25, 1998 just one year firom today can be fined up to $10,000 a day.^ 

Therefore, the compliance deadline for the assistance capability requirements 
should be changed fi-om October 25, 1998 to the date that is at least 24 months fix>m 
the date that CALEA technical standards are approved. Because it takes a mini- 
mum of 24 months fi-om the time a technical stand£ird is promulgated until equip- 
ment based on that standard can be mass produced, such an adjustment will allow 
carriers to purchase and install CALEA-compliant equipment within the statutory 
deadline. 

UI. THE LACK OF CALEA-COMPLIANT EQUIPMENT, AND COMPETITIVE CONCERNS, INDI- 
CATE THAT CONGRESS SHOIJLD AD.IUST ITS REIMBURSEMENT AND GRANDFATHERING 
POUCY 

Section 109 of CALEA distinguishes between network equipment that was in- 
stalled or deployed before January 1, 1995, and network equipment that was in- 
stalled or deployed after that date. Specifically, the Attorney General is commanded 
to either reimburse carriers for making their pre-1995 equipment CALEA-compliant 
or deem that equipment to be in compliance (i.e., grandfather it).^ For post-1995 
equipment,  however, carriers  are  responsible for paying the costs of ensuring 

2 18U.S.C. §2522(cX2). 
^See 47 U.S.C. f 1008(a). The legislative history for CALEA further provides "ti]n recognition 

of the fact that .some existing equipment, services or features will have to be retrofitted, the 
legislation provides that the Federal government will pay carriers for just and reasonable costs 
incurred in modifying existing equipment, services or features to comply with the capability re- 
quirements. The legislation also provides that the government will pay for expansions in capac- 
ity to accommodate law enforcement needs." H.R. No. 103-827, 103rd Cong., 2d Sesa. I, 10, 1994 
U.S.C.CA.N. 3489, 3490; see also id at 19, 1994 U.S.C.C.A.N at 3499 (government is to pay the 
"reasonable costs incurred by industry in retrofitting facilities to correct existing problems"). 
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CALElA-compliance. Implicit in this statutory scheme is the commercial availability 
of CALEA-compliant equipment soon after January 1, 1995. 

The aforementioned failure to reach an agreement on standards and the con- 
sequential failure of manufactxirers to produce CALEA-compliant equipment has 
blown a huge hole in this statutory scheme. As a result of this failure, new carriers, 
such as providers of personal communications services, are placed in a financial 
bind. First, they must construct their entire networks from scratch at great expense. 
Then, when CALEA-compliant equipment becomes available, they will have to retro- 
fit their networks to make them CM^EA-compliant again, at great expense. 

Established carriers, on the other hand, will be reimbursed for whatever retro- 
fitting expenses they incur, thereby placing them at a competitive advantage rel- 
ative to new carriers. These competitive inequities will be particularly acute for PCS 
providers, which have post-1995 networks, as compared to cellular providers, which 
have pre-1995 networks. While both entities will be selling a similar produce 
broadband wireless communications services F*CS providers will have the additional, 
and substantial expense of making their networks CALEA-compliant, thereby plac- 
ing them at a competitive disadvantage. 

Congress should act to ensure that PCS providers which will provide cellular car- 
riers with much needed competition are permitted to compete on a level regulatory 
playing field. Ensuring such regulatory parity will allow the carriers that provide 
the best combination of price, features, quality, and service to triumph in the mar- 
ketplace rather than pre-ordaining the result by asjrmmetric regulation. 

The best way to level the regulatory playing field is to change CALEA's reim- 
bursement policy 80 that any network equipment that is installed or deployed before 
CALEA-compliant equipment is commercially available is either deemed to be in 
complismce or eligible for reimbursement. Such an amendment will also fulfill 
Congress's original intent in enacting CALEA that individual carriers not be re- 
quired to pay retrofitting costs that should rightfully be borne by the government. 

One way in which an equipment retrofit can be accomplished in a cost-effective 
manner is through the development of software upgrades for all switches, whether 
they were manufactured before or after 1995. PCIA is currently working with the 
FBI and switch manufacturers to develop a program whereby the FBI uses the mon- 
ies allocated under Section 110 for the retrofitting of pre-1995 equipment to contract 
for the development and distribution of this software. Congress should, however, be 
aware that the Section 110 authorization is only for the years 1995 through 1998, 
and might consider extending that authorization. 

Finally, in order to make this software upgrade program consistent with the lan- 
guage of CALEA, Congress must amend Section 109(a) to allow the Attorney Gen- 
eral to pay telecommunications carriers and telecommunications equipment manu- 
facturers for the costs of making both their pre-1995 equipment ana their post-1995 
equipment CALEA-compliant. These statutory changes will allow carriers, manufac- 
turers and the FBI to proceed with a program that represents the fastest and most 
efficient means of bringing all of the nation's switches into CALEA compliance. 

lU. THE CAPACITY REQUIREMENTS FOR WIRELESS CARRIERS ARE TECHNICALLY 
DEFICIENT AND SHOULD BE A1.TERED 

In its Second Capacity Notice, pursuant to Section 104 of CALEA, the FBI man- 
dated actual and maximum capacities or the number of circuits that must be re- 
served for law enforcement use for both wireline and wireless carriers. The capacity 
requirements for wireline carriers were mandated by county, while the capacity re- 
quirements for wireless carriers were mandated by wireless service area, including 
Metropolitan Statistical Areas ("MSAs") and Rural Statistical Areas ("RSAs") for cel- 
lular carriers, and Major Trading Areas ("MTAs") and Basic Trading Areas {"BTAs") 
for PCS carriers. While the wirehne capacity requirements were based on the his- 
toric number of landline wiretaps, the wireless capacity requirements were based 
on the historic number of cellular wiretaps. 

In light of the large size of the wireless service areas used by the Bureau and 
the amount of competition in the wireless market, the proposed capacity require- 
ments for wireless carriers are excessive. Initially, the FBI should not extrapolate 
the capacity requirements for an entire MTA based on a single metropolitan area, 
as this requires carriers to substantially overbuild their capacities. For example, in 
the New York MTA, only New York City and its suburbs (i.e., the New York BTA) 
require a significant number of intercepts. Nevertheless, carriers serving this MTA 
must build the capacity necessary to meet the law enforcement needs of the New 
York metropolitan area into their entire networks which extend from New Jersey 
to Vermont. 
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Further, at present, local wireline telephone companies do not face a great deal 
of competition in their markets, if any at all. Wireless telephony, on the other hand, 
is subject to vigorous competition, as two cellular providers compete with up to six 
broadband PCS operators in each market. Given tnis level of competition, it is un- 
reasonable to assume that every conversation that law enforcement officials wish to 
monitor is being carried over a single provider's network. Yet, by requiring each 
wireless carrier in a given service area to meet the actual and maximum capacities 
in their entirety, the FBI implicitly makes this assumption. 

While it is unrealistic to expect the FBI to apportion capacity requirements pre- 
cisely by market share, it is unfair and wasteful of resources to require every carrier 
to meet the actual and maximum capacity requirements in their entirety. Thus, in 
areas where there are multiple wireless carriers, the FBI should spread the capacity 
requirements over all of these carriers. Similarly, because new carriers will have 
many fewer customers than established carriers, these new entrants should be re- 
quired to engineer less wiretapping capacity into their networks. 

The large size of wireless service areas and the eunount of wireless competition 
points to the fact that wireless capacity requirements should be made more granu- 
lar, and the number of wireless carriers per county should be factored into these 
capacity requirements. This could be accomplished if wireless capacities, like 
wireline capacities, were promulgated on a count5rwide basis and service area capac- 
ities for wireless carriers were calculated as (1/number carriers in the service area) 
x (the capacity of the most wiretapped county in the service area). 

Finally, the FBI admits that historically, there have been a "vastly greater num- 
ber" of call identifying intercepts (pen register and trap and trace) than Title III 
(call content) intercepts. However, m setting forth capacity requirements, the FBI 
did not distinguish between these differing types of intercepts. Because the tech- 
nologies—and the cost—required to support these different types of electronic sur- 
veillance varies widely, the FBI should promulgate separate requirements for call 
content, trap and trace, and pen register intercepts. This distinction will make it 
significantly easier for carriers to comply with the FBI's requests without engineer- 
ing more of any single type of capacity into their networks than is necessary. 

m. CONCLUSION 

Congress should take this opportunity to fine tune CALEA's compliance deadlines 
and reimbursement programs to make them more reflective of the technological and 
competitive realities of the telecommunications industry. Such adjustments will pro- 
vide a competitively neutral, cost effective method by which the FBI, telecommuni- 
cations carriers, and switch manufacturers can make all of the nation's switches 
CALEA-compliant. This upgraded infrastructure will, in turn, give law enforcement 
officials the electronic surveillance capabilities they need to assist them in solving 
and preventing criminal activity. I thank the Chairman and the Committee for con- 
ducting this hearing and look forward to working with the Committee to amend the 
statute so that it is fair to aU players and does not disproportionately burden new 
entrants. 

Mr. McCoi.LUM. Thank you very much, Mr. Kitchen. 
Mr. Neel, welcome and you may proceed to give us your sum- 

mary. 

STATEMENT OF ROY M. NEEL, PRESIDENT, U.S. TELEPHONE 
ASSOCLVTION 

Mr. NEEL. Thank you, Mr. Chairmsin, and we do appreciate your 
interest in this issue and that of your colleagues. We are stuck in 
a ditch here, as you're hearing. TTiere have been ongoing negotia- 
tions and some very positive signs and we're all hopeful that this 
will be resolved. But there are some bones of contention that you 
should take into consideration as you're looking at reasons why 
we're in this ditch. 

To back up just a Uttle bit, we beheve, all the nation's local car- 
riers, that the intent of this act in 1994 was to grandfather, or to 
make in compliance, all existing equipment. There was consider- 
able debate about this and law enforcement agreed. As Tom men- 
tioned, we sat here and we advocated the passage of this act, be- 
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cause we believed there was em understanding that existing equip- 
ment be grandfathered. The cost of retrofitting existing equipment 
would be astronomical, absolutely astronomical. So we had that un- 
derstanding. The agreement was that the industry would develop 
for the future technologies with wiretap capabilities which are rea- 
sonably available. And the Act states that the industry would de- 
velop the technical standards not law enforcement, the FBI or 
whomever, would decide on the standards and hand them over uni- 
laterally to industry. So we're stuck in a ditch there if law enforce- 
ment essentially has a veto over any industry standards that were 
developed. And we've been working very hard over the last few 
years to do just that. 

A third issue is critical to all of us who have to build and main- 
tain networks and pass on costs to our rate-payers. Because much 
of this is not just about the impact on the owners of our businesses, 
whether thej^re mom and pops, and we have a thousand of those, 
by the way, or whether thejrre very large businesses. We have to 
{lass these costs on to customers if were allowed to be regulators, 
n our case, consumers of basic local telephone service may well 

end up pa3Tng. 
We are also in an extremely competitive environment, so none of 

our companies represented here today has the option even of just 
absorbing these costs. So there's a dispute about who pays and 
when. Basically, there are a couple of issues. One is whether or not 
our industry or our companies will be reimbursed for upgrading 
our network equipment installed or displayed after January 1995. 

Also, there is, very honestly, a disagreement about what it's 
going to cost to meet the requirements that have been proposed by 
law enforcement, by the FBI, by the technicians, as Tom indicated, 
in these agencies. We don't believe that this is a small issue. You 
have authorized a considerable amount of money under this act to 
make this happen. And as Mr. Meehan said, none of this money 
has been drawn down, and he's correct. But our assessment of 
what law enforcement is requesting or demanding in this process 
is far in excess of the money you've made available. We're not here 
calling for you to authorize or appropriate more money, but we 
would like to bring a reasonable assessment to this. 

Let me just give you an example. There's 500 million dollars 
that's been authorized, as I said, to bring these platforms into com- 
pliance. We canvassed three of the msyor switch manufacturers, 
that cover roughly 75 percent of the market, but not all of it, and 
that other 25 percent is critical. We asked them what would it cost 
to meet law enforcement's demands here. No prejudice about the 
amount, we have no incentive to balloon the amount, we're forced 
to be conservative here. And what we found out was this. That to 
meet the compliance standards that we all agree to here, as Tom 
mentioned, under the industry-proposed standards, it could cost be- 
tween 240 and 620 million dollars just for those baseline standards 
that we all agree to. But to meet the requirements that law en- 
forcement has called for, a so-called punch Ust, you may have 
heard that term in these discussions, coudd cost an additional 217 
to 602 milUon dollars. So that comes out to about 450 million to 
1.2 billion dollars to do simply this -to bring three of the major wire 
line switches, this doesn't cover Tom or Jay's enterprises, only 
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three of those switches into compliance, could cost up to 1.2 billion 
dollars. 

Now, we believe that there is a serious problem here. And if we 
don't resolve this issue we may not only risk liability for non-com- 
pliance, but could be threatened with huge fines and penalties. 
Moreover, we could be threatened with having to swallow those 
costs and none of us wants to hire lawyers, frankly, to go litigate 
these things. 

So this is just a portion of what we believe this is going to cost. 
And we're not asking for you to appropriate 1.2 billion dollars. I 
mean, frankly, whatever the Government spends to upgrade these 
networks, to make them compliant with CALEA, may not be 
enough. Our companies may have to absorb some of these costs, the 
Grovemment is, as well. But it's important to keep those reason- 
able, because the act is very specific about this. It says that the in- 
dustry would develop these technologies with wiretap capabilities 
that are reasonably achievable. So we think that law enforcement 
has to take all of these things into consideration. 

So, I want to summarize briefly what we are asking law enforce- 
ment to do. By the way, the local telephone industry is not asking 
for a rewrite of CALEA. We think the law was a good one. We all 
worked on it for years. We were here with you. This goes way back 
even into the Bush administration, as you know, so there's a lot of 
hard work that went into this law. So we believe that law enforce- 
ment must agree that existing equipment is deemed in compliance, 
that safe harbor standards need to be adopted right away, without 
further delay, and, as part of that, the law enforcement has to 
move back the compliance date, the October 1998 date, which is— 
regardless of cost—if you appropriated and they had 10 billion dol- 
lars in their pocket—impossible to meet. Because the steuidards 
aren't out there and it takes longer than that for the manufactur- 
ers to do their work smd then to get it into the networks. And we 
don't want to face those lawsuits and fines, either. 

So let's get the job done now. We've been working hard on this. 
We think that law enforcement is negotiating in good faith, but 
there are, in all honesty, some serious problems down in that ditch. 
Thank you, Mr. Chairman. 

[The prepared statement of Mr. Neel follows:] 

PREPARED STATEMENT or ROY M. NEEL, PRESIDENT, U.S. TELEPHONE ASSOCIATION 

SUMMARY 

Telecommunications carriers are proud of the role they play in assisting law en- 
forcement agencies execute legally authorized electronic surveillance. The more than 
1,100 local exchange carriers of USTA look forward to continued cooperation with 
law enforcement in this regard, and to the successful implementation of CALEA. 
Meanwhile, it should be recognized that more wiretaps are being conducted every 
year, using existing network (i.e., non-CALEA) technology. 

CALEA provides a four to six year transition period following enactment, during 
which new CALEA-based wiretap capacities and capabilities would be developed for 
deployment in future telecommunications networks during carriers' normal course 
of business. 

Three years after enactment, CALEA's implementation is not on track. A notice 
of capacity requirements, expected one year after enactment, has yet to be issued. 
Safe narbor standards describing technical capabilities that manufacturers need to 
develop CALEA solutions have not been adopted. Nowhere in CALEA is there a re- 
quirement that carriers retrofit existing equipment; yet, cost reimbursement rules 
cast doubt on the government's intent to reimburse carriers for their reasonable 
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costs of retrofitting existing network facilities. Finally, because it will take between 
18 to 30 months to develop CALEA software and hardware solutions, CALEA's com- 
pliance date of October 25, 1998 (subject to requests for up to a two year extension), 
IS now impossible to meet. 

USTA believes that implementation of CALEA can be put back on track by con- 
currently resolving capabiUty, cost reimbursement, compliance date and capacity 
issues. USTA therefore proposes the following recommendations: 

1. CAL£A should be clarified to remove any doubt that existing network equuh 
ment is deemed in compliance with CALEA until CALEA-based technical som- 
tions are available for installation in carriers' networks. 

CALEA provides that any facilities "installed or deployed" after January 1, 1995 
must be reasonably achievable. However, equipment deployed today is equally as 
non-CALEA compliant as equipment deployed in 1994. Existing network facilities 
cannot be consiaered reasonably achievable since CALEA technology is not yet 
available. Such equipment therefore should be deemed in compliance. If it is not, 
carriers would be forced to seek individual determinations of reasonable 
achievability, or seek cotirt remedies, both of which will only further add unneces- 
sary delay and expense of implementing of CALEA. 

2. Safe harbor industry standards must be allowed to be adopted. 
Industry standards-setting bodies, in consultation with law enforcement, have 

proposed technical standards that USTA contends are 100 percent CALEA-compli- 
ant. Law enforcement has insisted that these standards should include additional 
items (i.e., the so-called "punch Ust") that industry and privacy organizations con- 
tend are either unnecessary or may exceed the scope of the law. There are other 
means to address punch list items. Any further opposition by law enforcement to 
the proposed industry standards will fiirther delay their availability to manufactur- 
ers, preventing timely deployment of new CALEJA-based upgrades in the nation's 
networks. 

3. CALEA's compliance date (10125198) should be moved to enable sufficient time 
in which to install CALEA solutions in carriers' networks. 

While C ALE;A allows carriers to request from the FCC extensions of this deadline, 
the FCC could be inundated with sucn requests from thousands of carriers, serving 
tens of thousands of facilities and services tor which an extension would be requirecT 
Instead, since implementation has taken longer than anticipated when CALEA was 
drafted, and compliance by 1998 therefore is not reasonably achievable, the compli- 
ance date should be moved. 

4. Capacity requirements must be issued before carriers are able to fulfill both 
their capacity and capability obligations. 

Capacity requirements must be consistent with historic electronic surveillance 
trends and must provide sufficient technical description to enable carriers and man- 
ufacturers to develop and install compliant hardware and software solutions. 

In conclusion, telecommunications carriers look forward to continuing; to work 
with law enforcement agencies in executing legally authorized electromc surveil- 
lance. While existing telecommunications facilities are providing electronic surveil- 
lance capabilities for law enforcement purposes, the industry recognizes its respon- 
sibilities to design, develop and install surveillance capabilities as specified in 
CALEA. It is essential, however, in making the transition from present network fa- 
cilities to future CALEA-complitmt networks, that carriers are allowed to modernize 
their networks without CALEA coming back to haunt these carriers and their cus- 
tomers with potentially hundreds of millions of dollars of retrofitting expenses. 

Representatives of industry and the Department of Justice have been discussing 
these implementation issues with a goal of removing obstacles to timely implemen- 
tation of CALEA. We look forward to continuing these discussions, ana to working 
with Congress to remove the clouds of imcertainty that threaten implementation of 
CALEA with the unnecessary expense and delay of pursuing regulatory and/or court 
remedies. We remain confident that CALEA can be implemented in a timely and 
reasonable fashion that protects law enforcement, industry, and privacy interests as 
Congress intended when passing CALEA in 1994. 

INTRODUCTION: 

It is an honor to appear again before this committee to discuss the Communica- 
tions Assistance for I^w Enforcement Act (CALEA). The last time I was here on 
this matter was over three years ago, when I testified along with my colleague here 
from CTIA, Tom Wheeler, and FBI Director, Louis Freeh. 
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USTA represents 1,100 wireline local exchange companies throughout the United 
States. Some of our member companies are among the largest corporations in the 
country, such as Bell Atlantic and BellSouth. We also represent dozens of mid-sized 
companies like Cincinnati Bell, ALLTEL, TDS, and Denver smd Ephrata Telephone 
Company in Pennsylvania. The vast majority of our members are small, rural, fam- 
ily-owned businesses or telephone cooperatives, owned by their customers, such as 
Randolph Valley Telephone Cooperative in North Carolina, Lavaca Telephone Com- 
pany in Arkansas, ana F^ilaski-White Telephone Cooperative in Indiana. 

UBTA member companies represent over 95% of all the telephone access lines in 
the country. And while our small company members serve only 3 percent of the U.S. 
population, their service territories cover over 40% of the country's land mass. More- 
over, roughly 50% of the nearly 26,000 wireline telephone switches (the computers 
responsible for routing calls throughout the network) in the country are operated 
by these smaller companies; so while most access lines in the nation are served by 
a few companies, most switches in the country are operated by hundreds of small 
companies. This is important in understanding the potential ramifications of 
CALEA's implementation on telephone companies. 

It must be pointed out that every one of these telephone companies has, and will 
continue to cooperate with law enforcement agencies in assisting them to perform 
properly authorized electronic surveillances. In fact, law enforcement has not di- 
vulged a single instance to us where a wireline carrier has not been able to perform 
a court ordered surveillance. As the annual report of the Administrative Office of 
the U.S. Courts indicates, more wiretaps are bieing conducted than ever before. It 
should be noted that this growth is taking place on today's existing network facili- 
ties. We are proud to do our part to assist in the many successful prosecutions the 
FBI and other law enforcement agencies have made using legally authorized wire- 
taps, traps and traces, and pen register information provided by telephone compa- 
nies. 
1994: CALEA's Balance of Priorities 

CALEA represents a careful balance between law enforcement, industry, and 
American citizens' Constitutional rights to privacy and freedom from government in- 
trusion. CALEIA provides both safeguards and obligations for each of these interests. 

For law enforcement, CALEA grants for the first time in our history, a statutory 
requirement that industry wiU design electronic surveillance capabibties for future 
telecommunications network equipment. (47 USC 1002.) The Attorney (Jeneral also 
is granted enforcement authority, including the power to seek $10,(K)0 a day pen- 
alties for non-compliance. (18 USC 2522.) 

Industry's obligations are to design and develop electronic surveillance capabilities 
and capacities for future network-deployed facihties. (47 USC 1(X)2.) However, real- 
izing that it is punitive to require retrofitting of existing network technologies with 
CALEA technology that has not yet been developed, CALEA protects existing net- 
work facilities (i.e., those installed or deployed prior to January 1, 1995) by deeming 
them in compliance with the law, unless the government reimburses the carrier to 
bring them into compliance, or unless they are replaced or "significantly upgraded" 
or modified by the carrier. Equipment deployed after January 1, 1995 is subject to 
a determination by the Federal (Communications Commission of whether compliance 
is "reasonably achievable." (47 USC 1008.) In short, industry would deploy—at in- 
dustry expense—reasonably achievable CALEA technology solutions after they be- 
come available, while existing facilities were to be grandfathered unless the govern- 
ment pays for bringing facilities it identifies into compliance. 

CALEA also grants specifically to industry the authority to develop technical 
standards which provide a safe harbor to carriers and manufacturers that install 
or deploy equipment which complies with such standards. (47 USC 1006.) While the 
Attorney General may consult with the industry standards-setting bodies, the gov- 
ernment may not impose any design specifications. (47 USC 1002.) Further, even 
as CALEA requires industry to develop CALEA capabilities for future deployments 
in their networks, it provides a standard of reasonable achievability. This means 
that if compUance cannot be reasonably achieved, a carrier may nevertheless deploy 
facilities and such facilities would be deemed in compliance with CALEA. (47 USC 
1002, 1008.) CALEA also provides protections against enforcement orders when 
compliance is not reasonably achievable with available technology. (47 USC 1008.) 
Finally, CALEA grants the ability to seek from the Federal Communications Com- 
mission extensions of compliance deadlines under various circumstances. (47 USC 
1006.) 

Individuals' rights to privacy and protection from government intrusion are pro- 
tected as well. CALEA specifically requires the development of surveillance capabili- 
ties that protect the privacy and security of communications not authorized to be 
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intercepted. (47 USC 1002, 1006, 1008.) CALEA's legislative history also clearly 
states that the law is intended to be narrowly interpreted by industry and law en- 
forcement and the FCC to preserve, and not expand, surveillance authority. Fur- 
ther, CALEA grants the ability to anv individusu to petition the FCC if technical 
standards are deemed deficient. (47 USC 1006.) 
1997: Implementation Off Balance and Delayed 

1. Cost Reimbursement and Reasonable Achievabiliiy During the Transition 
Period 

Since it has taken longer than anticipated in 1994 to develop both capacity and 
capabihty re<mirements, the conditions that existed when CALEA was enacted have 
not changed. Existing equipment in 1997 is equally as non-CALEA capable as it was 
in 1994. (It also is equally as capable of providing electronic surveillance as it was 
in 1994 too, albeit in a non-CALEA manner.) Nowhere in CALEA is there a require- 
ment that carriers must "retrofit" existing equipment. Nonetheless, the FBI is 
threatening carriers with the possibihty of having to go back into their networks 
and retrofit them with potentially extremely expensive CALEA upgrades, contrary 
to the intent of CALEA. 

In March, 1997, the FBI adopted rules for CALEA cost reimbursement. Most sig- 
nificantly, the rules fail to differentiate between the terms, "installed or deployed," 
as re<juired by CALEA. Instead, the rules dictate that the costs of modifying or ret- 
rofitting only such equipment that has been "installed" prior to January 1, 1995 
may be eligible for reimbursement. Any eqmpment, features or services placed in 
service aft«r January 1, 1995—according to the FBI's interpretation—would be the 
carrier's responsibility to retrofit, potentially at tremendous cost to the carrier and 
its customers. The rules, in short, attempt to force carriers, in contravention of 
CALEA, to retrofit existing equipment. 

CALEA states that the government will reimburse carriers to bring into compli- 
ance such embedded-base equipment it needs to retrofit during the four-to-six-year 
transition period following enactment. Indeed, the legislative history states: 

The bill requires the Federal government, with appropriated funds, to pay all 
reasonable costs incurred by industry over the next four years to retrofit exist- 
ing facilities ... In the event that the $500 million [authorized] is not enough 
or is not appropriated, the legislation provides that any equipment, features or 
services deployed on the date of enactment, which government does not pay to 
retrofit, shall be considered in compliance until the equipment, feature, or serv- 
ice is replaced or significantly upgraded or otherwise undergoes m^or modifica- 
tion. 

After the four year transition period, which may be extended an additional 
two years . . . industpf will bear the cost of ensuring that new equipment and 
services meet the legislated requirements, as defined by standeirds and speci- 
fications promulgated by the industry itself. (H. Rept. 103-827, p. 16.) 

A four-to-six-year transition period was provided to enable the development of 
CALEA technology while carriers continue to modernize their networks to meet in- 
creasingly competitive market forces. The transition period was intended to protect 
not only equipment already installed by 1995, but equipment "in the pipeline," (i.e., 
equipment already designed, developed, and utilized in the industry, but not yet in- 
stalled). Both the statute and legislative history assure that "if a service or tech- 
nology cannot reasonably be brought into compliance with the interception require- 
ments, then the service or technology can be deployed." (H.Rept. 103-827, p. 19.) The 
four/six year transition period and the Act's provisions allowing for continued de- 
ployment of network facUities therefore were mtended to assure carriers that their 
networks would be deemed complitrnt with CALEA unless the government reim- 
bursed the carrier to bring certain facilities into compliance with CALEA. After 
CALEA-compliant technology becomes available, the carrier would be required to 
deploy only CALEA-compliant equipment, faciUties and services in the ordinsuy 
course of performing network upgrades. 

Because of delays in implementing CALEA, there is no difference between a 
switch being installed or deployed today and a switch installed or deployed prior to 
January 1, 1995. Both would be deemed in compliance with CALEA. The pre-1995- 
installed switch would be deemed in compliance because it was installed prior to 
January 1, 1995. The post-1995-installed switch would be deemed in compliance be- 
cause compliance is not reasonably achievable; and in any event, the switch had 
been deployed in the network. Among the factors the FCC is required to consider 
in determining reasonable achievabiUty are cost to the carrier and its customers, 
and the extent to which such equipment is designed or developed prior to January 
1, 1995. (47 USC 1008.) While one switch was "installed" prior to January 1, 1995, 
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the other was "deployed" (i.e., designed and developed) prior to January 1, 1995. 
USTA believes that Congress specifically used the words, "installed or deployed" 
(not "installed and deployed") to capture this distinction. 

Thus, USTA contends that CALEA intended to treat such equipment installed or 
deployed since January 1, 1995, and prior to the availability of CALEA solutions 
(assumed at the time to be four to six years hence) as not reasonably achievable. 
Such equipment would be deemed in compliance with CALEA, unless the govern- 
ment reimbursed the carrier to bring it into comphance. Any other interpretation 
would force carriers to seek individual determinations of reasonable achievability 
from the FCC during the transition period for "any equipment, facility, or service 
installed or deployed after January 1, 1995." This would inundate the FCJC with re- 
quests for determining reasonable achievability; cost carriers both time and expense 
in pursuing regulatory remedies; and delay even further the implementation of 
CALEA. 

Moreover, if the FCC were to determine that carriers must retrofit post-1995 in- 
stalled or deployed equipment at their own expense—despite the fact that nothing 
in CALEA requires earners to retrofit equipment—a Constitutional challenge could 
be initiated on the grounds that forcing carriers to provide a government service 
without reimbursement constitutes unlawful taking under the Fifth Amendment. 
This only adds to the prospects of additional expense and further implementation 
delay. 

2. Significant Upgrades and Major Modifications 
The FBI sought comments last year on the definition of the terms, "significant up- 

grade" and "mayor modification." A final definition has not yet been proposed. How- 
ever, USTA and many others have expressed their concerns, based on the FBI's 
comments at industry meetings and its reimbursement rules, that a narrow inter- 
pretation of these terms will only further threaten inappropriately to shift costs to 
carriers, and effectively force retroactive, ubiquitous retrofitting of the nation's tele- 
communications infrastructure, contrary to the intent of CALEA and in contradic- 
tion of comments made by FBI Director Freeh before this Committee in 1994. 

Mr. Neel mentioned that the passage of the statute and enactment of these 
mechanisms would be an invitation for the ubiquitous use ... of wiretaps. I 
think that this is just not valid . . . We do not propose . . . rewiring America 
. . . (FBI Director, Louis Freeh, at Joint Hearings of the House and Senate Ju- 
diciary Committees, August 11, 1994.) 

CALEA is intended to grandfather embedded-base equipment that carmot have 
been installed or deployed with CALEA technology, since CALEA technology does 
not yet exist, unless the Attorney General agrees to reimburse the carrier to bring 
it into compliance. Also, CALEA intends to allow carriers to deploy facility modifica- 
tions and upgrades without penalty. 

Therefore, USTA believes the only practical definition of significant upgrade or 
m^or modification, consistent with the intent of the law, must allow for network 
modernizations to continue to be made prior to the availability of CALEA tech- 
nology. In other words, existing telecommunication network facilities installed, de- 
ployed or modified prior to the availability of CALEA solutions must be deemed in 
compliance with CALEA. Upgrades or modifications to such existing equipment in 
the ordinary course of business, and prior to the availability of CALEA solutions 
cannot be considered "significant upgrade" or "m^or modification" for purposes of 
CALEA. 

Carriers not only are installing new equipment in their networks regularly, they 
more fii^uently upgrade facilities, much as personal computer owners upgrade their 
word processing programs with the latest eoitions. With the enactment of the Tele- 
communications Act of 1996, competition has increased dramatically, requiring even 
more intensive, and frequent, modernization of telecommunications networks. In- 
deed, entirely new companies and technologies are being introduced in the tele- 
communications market. Since practically all telecommunications equipment at least 
has been upgraded with new software since 1995, the definitions of "significant up- 
grade" or "major modification" become extremely important. If these terms were de- 
nned to apply to any or all modifications or upgrades since 1995, virtually no equip- 
ment would be deemed in compliance, despite the fact that none of it can be consid- 
ered reasonably achievable. All of it woula be considered the carrier's responsibility 
to retrofit. 

3. Capability Standards Are Not Available 
CALEA grants the authority to industry standards-setting bodies to develop 

standards which constitute a safe harbor for any manufacturer or carrier that builds 
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to or installs equipment that compUes with the standard. (47 USC 1006.) It also pro- 
hibits the government from requiring any design specifications or the adoption of 
any particular features. (47 USC 1002.) Further, CALEA anticipates a four (to six, 
including a two year extension) year transition period during which it was assumed 
that standards would be developed and manufacturers would design and develop 
CALEA capabilities for installation in telephone networks. 

AU has not gone exactly as anticipated. Industry standards-setting bodies com- 
prising of representatives of carriers and manufacturers, began drfifting technical 
solutions even before CALEA was enacted. Industry also sought law enforcement 
suggestions concerning its interpretation of CALEA technical requirements. A final 
version of eovemment recommendations was delivered to industry last Sununer 
(1996) in a document called the Electronic Surveillance Interface (ESI). Through tiie 
Fall and Winter of last year, industry standards-setting bodies evaluated the ESI 
and worked with law enforcement to accommodate ESI recommendations. 

After hundreds of meetings between law enforcement and industry, a proposed in- 
dustry national standard, to be sanctioned by the American National Standards In- 
stitute (ANSI), was released for approval by interested parties earher this Spring. 
However, law enforcement effectively prevented approval of this standard, claiming 
it did not go far enough in adopting all of the ESI's recommendations. 

The industry standards represent a consensus among wireless and wireline car- 
riers and manufacturers that comply 100% with CALEA. The proposed industry 
standards implement over 90% of the functionalities requested by the ESI, leaving 
only 11 items that law enforcement has identified (referred to as the "punch listi^ 
or by law enforcement as "missing capabilities") that are not included in the pro- 
posed industry standeird. In some cases, "punch list" items may violate CALEA'a 
clear protections of the privapy of communications not authorized to be intercepted, 
such as being able to listen in on a conference call even after the target has left 
the call. Other items on the punch list are not required by CALEA. They do not 
pertain to the isolation and delivery of call content or call identifying information. 
Many of these present serious technical feasibility issues. An example is the ability 
to deliver automatically and immediately notification to law enforcement of a 
change in services provided by a surveillance target when other, less expensive al- 
ternatives are available. Other examples include notification of specific buttons 
pushed on a telephone handset, or delivery of certain information within a half-sec- 
ond, which is faster than many svvdtches deUver such data. These items, while pos- 
sibly desirable for law enforcement to obtain, would be expansive, and expensive, 
to develop and install. As such, the punch list imposes additional technical require- 
ments and potentially significant, unnecessary costs on carriers and their customers. 

A second proposed ANSI-sanctioned industry standard is currently being cir- 
culated for ballot, with a deadline by the end of October. If law enforcement again 
attempts to defeat adoption of this proposed standard under ANSI rules, industry 
may adopt an interim standard of limited duration and subject to renewal and even- 
tual ANSI approval. It is time to release a safe harbor standard, as CALEA in- 
tended, that manufacturers will be able to use in initiating the design and develop- 
ment of CALEA technologies. 

In short, law enforcement has impeded the adoption of necessary standards by in- 
sisting that the ESI must be adopted by industry. The wireline industry has at- 
tempted to accommodate law enforcement in an effort to implement the law effi- 
ciently and to avoid protracted proceedings at the FCC. Thus, despite CALEA's clear 
prohibition against government design of capabilities, law enforcement's manage- 
ment of the implementation process effectively is requiring specific designs or sys- 
tem configurations to be adopted by industry, resulting in continued delay in releas- 
ing an industry standard. 

4. Capacity Notices Are Not Available 
CALEA requires the Attorney General to issue a notice of capacity requirements 

to industry not later than one year after enactment, (i.e., by October 25, 1995). (47 
USC 1003.) Carriers would have three years after notification by the Attorney CJen- 
eral to install capacity that meets the notification requirements. It is now three 
years after enactment, and a final capacity notice has yet to be issued. The first two 
proposed notices issued by the FBI have met with widespread criticism. USTA's 
comments to the FBI pointed out that the proposed notices Doth were: 1) expansive, 
requiring far more capacity than can be historically justified—a potential waste of 
taxpayer money; and, 2) technically deficient, failing to provide carriers with the 
type of technical information about channel requirements, different types of surveil- 
lance activity required (e.g., trap and trace, pen register, or call content), or inter- 
face delivery requirements which carriers need to be able adequately to engineer ca- 
pacity loads in tneir networks. We understand that law enforcement is nearing com- 
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pletion of a third notice. We hope our su^estions, and those of many other com- 
menters, will be adopted in this latest version. 
Costs ofCALElA Compliance Call for Law Enforcement Prioritization 

CALEA authorizes $500 million, subject to appropriation, for law enforcement to 
use in bringing existing equipment into compliance with CALEA. USTA argued that 
depending on design requirements, retrontting the nation's telephone network 
would cost more like $2 billion, a figure we believe remains accurate today, as more 
information comes in fi-om manufacturers now able to provide estimates based on 
the proposed industry standard. Thus, CALEA requires law enforcement to identify 
such facilities it determines warrant upgrades, and to prioritize its spending to up- 
grade those faciUties most in need of modification. We continue to believe that $500 
miUion is not enough to retrofit existing facilities, given what we currently know 
about developing switched based solutions conforming to proposed industry stand- 
ards. 

In submitting its Implementation Plan to the House and Senate Appropriations 
and Judiciary Committees earher this year, pursuant to the BT97 Appropriations 
Act, the FBI simply states that there are 35 switching platforms in use today in 
wireline and wireless networks, 19 of which it describes as "priority switching plat- 
forms," representing 97 percent of all wireUne and 96 percent of all wireless inter- 
ceptions. 

Three m^or wireline switching platforms (the Lucent 5ESS, Siemens EWSD, and 
Nortel DMSIOO) deployed today account for roughly three-quarters of all the access 
lines in use in the nation's wireline network. One large carrier wireUne representing 
several high surveillance activity areas in the U.S. deploys nearly 100% oi its access 
lines with these three switches. However, the percentage of Unes served by these 
switches decreases particularly with USTA's smaller member companies where a 
wider variety of switches and switch manufacturers are found. Given the cost of de- 
veloping CALEA software solutions for just these three switches (see below), the 
FBI needs to consider the diminishing marginal returns of retrofitting more plat- 
forms. Also, many of the other switching platforms in the embedded telecommuni- 
cations network base are older generation switching platforms that do not require 
the same level of technical solution for electronic surveillance. 

Price estimates supplied by equipment manufacturers indicate that software de- 
velopment only for the three "megor" wireline platforms will be between a low of 
$240 and a high of $620 million. This range represents only the cost of software 
development of those capabilities contained in the proposed industry standard. It as- 
sumes manufacturers' discounted prices for a single, nation-wide software solution. 
It does not include the cost of wireline software development of any "punch list" 
items, which estimates predict would cost an additional $217 to $602 million. It does 
not include any wireless technology solutions. This estimate further does not include 
additional costs incurred by carriers to test, engineer, and install CALEA software 
in their existing networks. These costs are estimated to range between $150 million 
and $200 miUion. Further, CALEA upgrades may oft«n require carriers to purchase 
and install additional hardware to preserve switch processing capacity and maintain 
network integrity. This estimate does not include any of these related hardware 
costs directly associated with CALEA implementation. The estimate also does not 
include any capacity related costs. 

The need for prioritization was emphasized by Director Freeh during the August, 
1994 hearings before this Committee: 

So I would take issue with the idea that this is going to spawn more wiretaps 
simply by the use of capability and access and that I think we have a pretty 
good idea where we need to build to protect ... [If Congress] made a finding 
that . . . the money stops[,] I would still be in a better place if I could have 
access to half of the criminal conversations than none of the criminal conversa- 
tions ... I think over a long-term period, if . . .we are talking now about de- 
signing switches for 1998 and 1999, it seems to me that there will be a much 
more expansive benefit and a permeating benefit by starting early, particularly 
with the larger systems which will work to the benefit of upgrading the smaller 
systems. 

In short, the assumption in 1994 was that development of CALEA solutions was 
a long term process, that would focus on higher pnority, larger systems first, and 
that it would not seek 100% near-term ubiquitous capability. Given the implementa- 
tion delays and problems that have been encountered, a 1998-1999 switch deploy- 
ment time frame now appears to have been a highly ambitious assumption. How- 
ever, the recognition of CALEA as a process and the Director's tone of reasonable- 
ness is as appropriate today as it was in 1994. 
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Moreover, the fact that the $500 milhon may be spent on software development 
only, and only on the three major wireline switching platforms ciirrently deployed, 
fiirther illustrates two additional concerns. First, the effects of CALEA may be dis- 
proportionately burdensome on small telephone carriers. It is these earners who 
more freguently, although not exclusively, deploy a variety of switches other than 
the 5ESS, EWSD or DMSIOO. Second, if CALEA solutions are reimbursed for the 
three msgor platforms, but not for the others currently deployed, CALEA in effect 
could create a dichotomy between those c£irriers who would receive "free" CALEA 
upgrades whose development and installation costs are reimbursed by the govern- 
ment, and those who do not. The latter certainly would seek a determination from 
the FCC that compliance is not reasonably achievable. 
Compliance Date (October 25, 1998) is Now Impossible to Meet: 

Given the fact that industry safe harbor standards will not be aveiilable until late 
1997, the October, 1998 compliance date is impossible to meet. CALE^A grants the 
authority to the FCC to grant an extension of the compliance date for any "facility, 
service or feature" for up to two years. There are over 26,000 wireline switches 
alone in the country. These switches each deploy a wide variety of services or fea- 
tures. Clearly, compUance is not reasonably achievable, and aa extension of the 
compliance deadline for every facility, service or feature in the country would be ap- 
propriate. The FCC faces potentially thousands of requests for compliance deadline 
extensions. (Again, smaller telephone carriers may face an equal if not even greater 
burden in pursuing legal/regulatory remedies.) 
Time Line for Implementation 

If implementation is put back on track, we believe CALEA technology can begin 
to be deployed in the nation's telecommunications networks in a timely manner. In- 
dustry standards should be adopted in November, 1997. Manufacturers will then 
need 18 to 30 months to develop software solutions. Deployment in carrier networks, 
therefore, conceivably could begin between May, 1999 and May, 2000. Finally, the 
nation's major wireline carriers install routine software upgrades on their network 
facilities every six to 18 months. Thus, if law enforcement funds the development 
of solutions to bring existing equipment into compliance with CALEA, this tech- 
nology could be deployed within 18 months of the CALEA solutions' availability dur- 
ing carriers' normal course of business upgrade deployment. 
USTA Recommendations to Put CALEA Back on Track 

USTA beUeves that implementation of CALEA can be put back on track simply 
by returning to the standard of reasonableness that prevailed during consideration 
and passage of CALEA three years ago. Because of the interrelationship between 
capaoility, cost reimbursement, capacity, and the compUance date, all four imple- 
mentation issues must be resolved concurrently for implementation to proceed with- 
out further delay. 

1. CALEA's grandfather date should be clarified so that existing equipment (de- 
ployed, installed or upgraded since January, 1995) is deemed in compliance 
with CALEA until CALEA-based technical solutions are available for installa- 
tion in carriers' networks and such equipment is retrofitted at government ex- 
pense. 

The government may, based on its priorities and the availability of funds, reim- 
burse carriers to bring currently-deployed equipment into compliance. However, 
currently deployed or installed facilities cannot be considered reasonably achiev- 
able since CfALEA technology is not available; therefore, it should be deemed 
in compliance. If not deemea in compliance, carriers would be forced to seek in- 
dividual determinations of reasonable achievability, or seek court remedies, 
both of which will only further delay implementation of CAI^EA. 

2. Safe harbor industry standards must be allowed to be adopted. 
Proposed industry standards have been drafted by industry standards setting 
bodies, in consultation with law enforcement, as provided for under CALEA. 
These proposed standards represent a consensus among manufacturers and car- 
riers, and, but for a few items, adopt nearly all of law enforcement's rec- 
ommendations. Industry stands by its proposed standards as 100 percent 
CALEA-compliant. Any further opposition to the proposed standards will only 
delay their availability to manufacturers, preventing timely deployment of new 
CALEA-based upgrades in the nation's networks. For those items not included 
in the proposed industry standard (i.e., the so-called "punch list," or "missing 
capabilities"), government may contract with carriers or manufacturers to de- 
velop and install such capabilities, to the extent they do not violate provisions 
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of CALEA or other legal principles. Moreover, CALEA provides that any person 
may petition the FCC if standards are deemed to be deficient. Further interven- 
tion in the standards process will only lead to vinnecessary delay. 

3. CALEA's compliance date (10/25/98) should be moved to enable sufficient time 
in which to install CALEA solutions in carriers' networks. 

Estimates range between 18 and 30 months for the manufacturers need to con- 
vert technical standards into products and services ready for installation and 
deployment in carriers' networks. While CALEA allows carriers to request from 
the rcC extensions of this deadline, the FCC could be inundated witn such re- 
quests from thousands of carriers, serving tens of thousands of facilities and 
services for which an extension would be required. Instead, since implementa- 
tion has taken longer than anticipated when CALEA was drafted, and compU- 
ance by 1998 therefore is not reasonably achievable, the compliance date should 
be moved. 

4. Capacity requirements must be issued for carriers to be able to fulfill both their 
capacity ana capability obligations. 

Capacity requirements must be consistent with historic electronic surveillance 
trends smd must provide sufficient technical description to enable carriers and 
manufacturers to develop and install comphant hardware and software solu- 
tions. 

Conclusion: 
Telecommunications carriers look forward to continuing to work with law enforce- 

ment agencies in executing legally authorized electronic surveillance. While existing 
telecommunications facilities are providing electronic surveillance capabilities for 
law enforcement purposes, the industry recognizes its future responsibilities to de- 
sign, develop and install surveillance capabiUties as specified in CALEA. It is essen- 
tial, however, in making the transition from present network faciUties to future 
CALEA-comphant networks, that carriers tire allowed to modernize their networks 
without CALEA coming back to haunt these carriers and their customers with po- 
tentially hundreds of millions of dollars of retrofitting expenses. By removing the 
clouds of uncertainty from the implementation of CALEA as recommended by 
USTA, CALEA can be implemented in a timely fashion. 

Mr. McCOLLUM. Thank you, Mr. Neel, for describing what's down 
in the ditch. 

Mr. Flanigan? We need to get the ox out, right? Mr. Flanigan, 
please proceed. 

STATEMENT OF MATTHEW F. FLANIGAN, PRESIDENT, 
TELECOMMUNICATIONS INDUSTRY ASSOCIATION 

Mr. FLANIGAN. Thank you, Mr. Chairman, for giving me the op- 
portunity to appear before you and the other distinguished mem- 
bers of your committee. My appearance is on behalf of the Tele- 
communications Industry Association, TIA. TIA represents the 
manufacturers that supply the equipment that is the backbone of 
the telecommunications industry here in the United States and I'd 
like to add it's probably the finest in the country—the finest in the 
world. 

My colleagues who are here representing the carriers: Mr. Neel, 
of course, for the wire line; Mr. Wheeler for cellular wireless; and 
Mr. Kitchen for the new PCS wireless—have all stressed the im- 
portance of the compliance dates. We fully support relief of these 
compliance dates. 

My colleagues have already addressed several of the issues—that 
I had planned to discuss that is always a danger when you're the 
fourth one to talk. What I would like to do is address those issues 
that TIA is most intimately involved in, and they include 1) how 
the design and the manufacturing process works and why it takes 
so long, 2) the industry's effort to establish a CALEA standard 
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through the TIA standards process, and 3) where we are today in 
implementation of CALEA's capability and capacity requirements. 

First, the design and manufacture process. We have a chart up 
there that reflects the average schedule for developing and deploy- 
ing a CALEA standard. Although the development times vary from 
manufacturer to manufacturer, almost everybody that we have con- 
sulted says it requires at least 24 months to design and develop the 
CALEA standard. Then there's a deployment that's on top of that. 
What's involved here, as Mr. Wheeler had said earlier, is that there 
is a lot of code to be written. And as Mr. Neel mentioned, there are 
26,000 switches out there in operation—each requiring many thou- 
sands of hours of code to be written by engineers. 

This period of time (for developing the necessary software and 
hardware) is reflected in the chart in light blue. In addition, the 
same team of engineers must roll out this product, for one carrier 
and then another. The engineers have to do all the installation and 
get the bugs out of the new equipment. There is no small effort 
here in getting this deployment out. 

Second, what CALEA intended and the industry's standards 
process is shown on another chart here. What we're showing is that 
CALEA provided a fairly logical process for implementation of both 
its capability and capacity requirements. First, the FBI was to pro- 
mulgate its capacity regulation by October 25, 1995. About the 
same time, industry, in consultation with law enforcement, was to 
establish a capability standard. Industry would then have approxi- 
mately 3 years to implement both the capacity and capability re- 
quirements, thereby meeting the October 25th, 1998 deadline. 

To meet this time table, the industry began to work on the 
standard as soon as CALEA was passed. TIA, as the institution se- 
lected by industry to manage this process—set sm ambitious sched- 
vile. We originally had planned a vote in early 1996 on the stand- 
ard. We also actively invited law enforcement participation, hoping 
that this would help us arrive at a standard that was acceptable 
to all parties. Unfortunately, despite several concessions by indus- 
try, it gradually became apparent that law enforcement was insist- 
ing on the inclusion of more features than industry thought was re- 
quired by CALEA. 

In retrospect, we should have done what CALEA provides. We 
should have passed those features on which industry agreed as the 
safe harbor standard and then, if the FBI considered the standard 
to be deficient, it could have challenged this standard at the FCC. 
Instead, we continued to negotiate with law enforcement, trying to 
reach consensus at some acceptable middle ground. That's the proc- 
ess and that's what normally works. In the end, however, a com- 
promise was not possible and industry decided to adopt only those 
parts of the standard on which industry and law enforcement were 
in agreement. At that point in early 1997, the FBI took several un- 
fortunate actions which I believe current FBI management now re- 
grets. 

First, the FBI took the unprecedented step of seeking to have 
TIA's accreditation as an ANSI standards body revoked. This ac- 
tion was completely unwarranted. TIA's accreditation has never 
been challenged and we have had fifty years of history of develop- 
ing standards. This challenge which the FBI eventually withdrew 
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lasted nearly 2 months and greatly polarized industry and law en- 
forcement. 

The FBI also decided to combine forces, as was mentioned earlier 
by Mr. Wheeler, the FBI, in a sense, stuffed the ballot box. Ap- 
proximately 30 of the "no" votes received by TIA were identical 
using the same 74-page statement of opposition that the FBI had 
submitted. 

So, where are we today? What can we do? As a result of the 
delay mentioned, industry finds itself only a year away from the 
October 25th, 1998 deadline with nothing to show but scars and 
legal expenses for 3 years of negotiations with law enforcement. 
Given the extensive lead times involved, even if a standard were 
annoimced tomorrow, manufacturers would not be able to deploy 
that standard until April 25th, in the year 2000. However, that is 
10 months earlier than the anticipated capacity requirements 
which will not be in force assuming the FBI releases its require- 
ments in January 1998, until January 2001. 

In the past week, however, manufacturers have participated in 
a number of promising meetings with senior leadership at the De- 
partment of Justice and the FBI who have offered another oppor- 
txinity to resolve the current impasse through good faith negotia- 
tions. Our concern about this proposal is that the next few months 
not resemble the last few years, with several meetings but no reso- 
lution of these tough issues. If that is so, we cannot afford to delay 
CALEA any longer. In our view it makes sense for industry to 
begin work on the 90 percent of the stamdard where there is al- 
ready agreement, while at the same time trying to agree on the 10 
percent that is in dispute. Otherwise, we are concerned that every 
day of discussions now could mean another day of potential delay. 

In response to this concern, the officials, speaking for the highest 
levels of the Justice Department, have given us informal assurance 
that companies who begin in good faith to build at least the agreed 
part of the standard and promise to build any additional features 
that may be agreed upon later will not be threatened with semc- 
tions on the October 25th, 1998 deadline. 

We recognize that in retiun the Justice Department expects 
prompt efforts to reach agreement on the remaining 10 percent 
items, otherwise known as the "punch list." We are prepared to do 
this. We will explore this approach with the Department over the 
next several days, and we are hopefiil that it will form the basis 
for a productive, new look at CALEA. 

In conclusion, Mr. Chairman, manufacturers are pleased with 
the new signals we are receiving from the FBI. We have had more 
meetings with the FBI management in the past week, then we've 
had in the past several months. We believe that this is in substan- 
tial part because you were willing to hold this hearing and because 
the staff of the committee and subcommittee were willing to spend 
a considerable amount of time exploring the concerns of manufac- 
turers before this hearing was held. For that, we thank you. And 
Fm happy to entertain any questions, Mr. Chairman. 

[The prepared statement of Mr. Flanigan follows:] 
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PREPARED STATEMENT OF MATTHEW F. FLANIGAN, PREsroENT, 
TELECOMMUNICATIONS INDUSTRY ASSOCIATION 

A. INTRODUCTION 

Thsink you Mr. Chairman for giving me the opportunity to appear before you and 
the other distinguished members of your committee. No one can dispute that these 
hearings are timely and necessary. My appearance today is on behalf of the mem- 
bers of the Telecommunications Industry Association ("TIA"). TIA represents more 
than 600 United States companies that manufacture and supply the equipment that 
is the backbone of the telecommunications industry—from switches for landline, cel- 
lular, PCS and satellite systems to pagers to two-way radios. 

Implementation of the Communications Assistance for Law Enforcement Act of 
1994 ("CALEA") is at an impasse that industry and government have not been able 
to break. Congress intended that most of the implementation of the act would have 
occurred by the act's fourth anniversary, October 25, 1998. Regrettably, for the rea- 
sons I will discuss below, that deadline cannot be met. 

I am pleased to report, however, that in the past week manufacturers have re- 
ceived a number of promising signals from the FBI. After several months of being 
excluded from meetings, last week TIA and several manufacturers were contacted 
by Mike Warren, the new section head for the CALEA Implementation Section at 
the FBI. He asked for a series of meetings euid has offered to enter into good faith 
negotiations with the manufacturers, with the hope of achieving an agreement on 
CALEA's capability requirements. 

Unfortunately, this is not the first time that such an appeal has been made by 
the FBI. In many ways, the FBI's current request is reminiscent of those we re- 
ceived when we first began the standards process in early 1995, immediately after 
the passage of CALEA. 

At that time, the FBI approached TIA and asked, understandably, to be involved 
in the standards process. TIA was glad to welcome the FBI into the process, hoping 
that with the constructive participation of law enforcement we would be able to ar- 
rive at a standard that was acceptable to all parties. Indeed, as reflected in our En- 
gineering Manual, TIA has always encouraged the active participation of govern- 
ment entities in our standards process. 

Unfortunately, our attempts to avoid confrontation and at good faith negotiation 
with law enforcement have put us where we are today: a year away fit>m the compli- 
ance deadline and still without a standard to which to build. 

B. THE STANDARDS PROCESS 

As the president of TIA, I am in a unique position to comment on the industry 
standards process and how we arrived at our current situation. TIA, as an institu- 
tion accredited by the American National Standards Institute (ANSI), was selected 
by the telecommunications industry to promulgate the industry's CALEA standard. 

Upon passage of CALEA, TIA promptly initiated a standards program. TIA set 
an ambitious schedule—hoping to complete the standard on an extremely expedited 
basis. Although there were some substantive disagreements within industry (as 
there always are in a standards process), these were resolved on a fairly rapid basis. 

Disagreements with the FBI, however, were not so easily resolved. It gradually 
became apparent that law enforcement and industry had markedly different inter- 
pretations of what was required imder CALEA. 

In retrospect, we should have done what CALEA provides: passed the features on 
which industry agreed as the industry "safe harbor" standard and told the FBI that 
if it considered this standard to be deficient it should challenge the standard at the 
FCC. Instead, however, we accepted repeated FBI requests for more consultation, 
more meetings, and more drafts—all in the hopes of arriving at some acceptable 
middle ground where the FBI and industry could reach consensus. 

In fact, for the past two and a half years, a vast majority of the standards meet- 
ings were devoted to addressing law enforcement's concerns and seeking such an 
agreement. 

During these meetings, industry made several concessions to law enforcement, 
agreeing to include features in the standard that many in industry were convinced 
were not required under CALEA. For example, law enforcement requested that it 
be provided with continuous information about the location of an intercept subject's 
cellular phone, irrespective of whether the phone was being used or not. Industry 
refused to provide this feature, finding that it greatly exceeded what CALEA per- 
mitted. In a compromise, however, industry agreed to provide law enforcement with 
the location of a cell phone at the beginning and end of each call—even though 
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many industry participants felt that even this compromise exceeded the scope of 
CALEA. 

As a result of such compromises, the current proposed industry standard (SP- 
3580) goes well beyond a conservative reading of CALEA and provides several of the 
additioneil features and capabiUties requested by law enforcement during the ardu- 
ous negotiations. 

In the end, however, a consensus with the FBI could not be reached. The FBI in- 
sisted on at least eleven features (the "punchlist") that industry was convinced were 
not required even by the broadest reading of CALEA. TIA put these additional fea- 
ttires to a vote in several standards meetings where they were broadly rejected by 
industry, for reasons that include lack of legal authority, cost, and privacy concerns. 

Until that point, the negotiations (although protracted and often discordant) could 
at least be characterized as having been conducted in good faith. In early 1997, how- 
ever, the FBI proceeded to take several unfortunate actions which I believe current 
FBI management now regrets. First, the FBI took the unprecedented step of seeking 
to have TTA's accreditation as an ANSI standards body revoked. This action was 
completely unwarranted. TIA's accreditation has never been challenged. If the FBI 
had been successful, TIA would have lost not just its ability to issue SP-3580 but 
its abiUty to issue any ANSI-related standards. This challenge, which the FBI even- 
tually withdrew, lasted nearly two months and greatly polarized industry and law 
enforcement. 

The FBI also decided to combine forces with state and local police departments 
to submit sufficient votes to defeat the industry's consensus proposal. Of the 65 bal- 
lots received on SP-3580, at least 34 were from state and local entities who pre- 
viously had never participated in the standards process. Twenty-eight of these "no" 
votes were identical, using the same 74-page statement of opposition as the FBI 
submitted. (Only three companies filed negative comments £md all three companies 
were only opposed to the compromise with law enforcement on location, considering 
the compromise to violate CALEA.) As a result, despite near-unanimous support 
among industry, adoption of a consensus standard was not possible. 

In an effort to salvage something ftt)m this process, industry has decided not only 
to re-ballot the standard (although the vote on the re-ballot is unlikely to change) 
but also to place the standard on an alternative track that permits industry to pri- 
vately consider whether the proposed standard should be adopted as a TIA "interim" 
(and ANSI "trial use") standard. Voting in this process will close on October 28. 
However, review and resolution of any comments on the ballots will not be com- 
pleted until, at the earliest, mid-December. As a result, even if this "interim" stand- 
ard is adopted, previous delays mean that industry will be unable to build to this 
standard in time to satisfy the October 25, 1998 deadline. 

The purpose of retracing this history is not to criticize the FBI and certainly not 
to suggest that the cxurent FBI leadership would act in a similar manner. It is nec- 
essary, however, to explain why we are here today. The FBFs assurances of good 
faith and offers to work out an accommodation are welcome, but we need to know 
that our past and future efforts to reach agreement with the FBI will not result in 
our being punished with lawsuits and fines in October 1998. 

The compliance deadline for manufacturers is only a year away. Because of the 
extensive lead-times (24-36 months) required by manufacturers to design, build and 
deploy the equipment and software necessary to implement amy complex standard, 
industry is already past the point of being able to comply with that deadline. 

As a result, when the FBI asks us to enter into negotiations to resolve this prob- 
lem we have to ask (and we think that it is fair for you to ask): What happens if, 
despite everyone's good faith effort, these negotiations fail to result in a com- 
promise? Will the deadline now be four or six months closer while manufacturers 
still do not have a standard to which to build? Will manufacturers, despite their 
good faith efforts to negotiate a solution, be threatened with retroactive penalties 
of $10,000 per day per wiretap order starting on October 25, 1998? Will the threat 
of such penalties be used to pressure manufacturers into building features that they 
do not believe are required by law? 

These are questions that should be answered now. The industry shouldn't have 
to wait—^they can't wait—for yet another round of negotiations with the FBI. There- 
fore, we ask for assurance, either from the Administration or from Congress, that 
manufacturers and carriers who participate in such good faith negotiations will be 
granted an extension sufficient to allow them to field CALEA-compliant equip- 
ment—and that this extension will not be conditioned on accepting the FBI's view 
of what CALEA requires. 
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C. EXTENSION OF THE CAPABILITIES DEADLINE 

The defeat of the safe harbor standard and the lack of any agreement on a uni- 
form guideline for interception capabilities is the gravest issue facing the tele- 
communications industry. Without such a standard, manufacturers cannot fully 
commit to the extensive process of designing and deploying the equipment tind soft- 
ware necessary to market products with uniform wiretap capabilities. As a result, 
it is virtually impossible, as of this date, for manufacturers to meet the rapidly ap- 
proaching capability deadline of October 25, 1998. 

Although development times vary from manufacturer to manufacturer, almost 
every manufacturer of telecommunications equipment operates on a research, design 
and implementation schedule that requires at least 24 months to make available 
new capabilities. In addition, manufacturers (working with their carriers) require 
several additional months (up to one year) to roll-out this new equipment. Even if 
a standard were announced tomorrow, under optimum conditions, manufacturers 
and carriers would have difBculty deplojring the equipment to implement such a 
standard until, at the earliest, the spring of 2000. 

Can manufacturers build CALEA-compUant equipment without a standard? We 
believe this would be foolhardy. The telecommunications industry is a standards- 
driven industry. Because of the great emphasis on interoperability, no manufacturer 
would dare begin designing a set of features as complex as CALEA requires without 
an industry standard. Not only would it be prohibitively expensive (requiring great 
engineering resources from each manufacturer), but it could also result in serious 
incompatibihties in various manufacturers' architectures. 

An extension of the capabilities deadline is the only reasonable solution to the im- 
pending crisis. With an extension, industry and the FBI (perhaps with Congres- 
sional supervision) could undertake the serious negotiations proposed last week. 

An extension of the October 1998 deadline would not increase the government's 
cost of reimbursing carriers. Nor would it severely affect law enforcement's current 
ability to conduct wiretaps. Because the FBI capacity regulations have not yet been 
promulgated, law enforcement will not have the capacity to conduct more than the 
number of cellular wiretaps they are already able to conduct until, at the earliest, 
November 2000. 

For all of these reasons, Mr. Chairman, an extension is absolutely imperative. The 
October 25, 1998 deadline is not achievable. The window of opportunity has already 
closed. 

D. CAPACITY REQUIREMENT 

As you Eu-e aware, the FBI heis not yet promulgated its final capacity regulations. 
In part, the delay in announcing this standard was a contributing factor to the delay 
in the industry standards process. Throughout 1995 and early 1996, industry par- 
ticipants often postponed resolving certain issues pending the release of the capacity 
regulations and the equally anticipated Electronic Surveillance Interface. We under- 
stand from our recent discussions with the FBI, however, that the FBI intends to 
promulgate its standard this coming January. The industry certainly looks forward 
to the FBI regulations and appreciates the new leadership's efforts to resolve this 
matter. 

However, even if a final regulation is promulgated in January, that capacity will 
not become available tintil January 2001. CALEA was drafted in an expectation that 
the capability and capacity requirements were to be implemented by the same Octo- 
ber 25, 1998 deadline. Since capacity requirements will not be implemented until 
2001, we see little point in trying to satisfy the capability on a considerably shorter 
implementation schedule—particularly because, without the capacity, law enforce- 
ment will be unable to conduct any more wiretaps they can currently conduct. It 
seems logical that industry should be given until the capacity deadline (whenever 
it is finalized) to provide CALEA's capability requirements. 

E. COST REIMBURSEMENT 

Compliance with CALEA's capabihty and capacity requirements will be an enor- 
mous cost to manufacturers and carriers alike. Congress recognized this in CALEA 
and included provisions to reimburse carriers for the "direct costs" of developing 
modifications, capabilities and capacities as well as costs incurred in deploying such 
capacities and in training personnel. Despite this clear intent, the FBI promulgated 
rwes that ignore this mandate. The regulations unnecessarily adopt complex ac- 
counting principles and methods applicable to federal procurement contracts that 
are unworkable for most manufacturers. 
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• The requirement to "flow down" cost accounting to manufacturers is beyond 
the FBFs statutory authority. The statute and its legislative history clearly 
indicate that telecommunications equipment manufacturers are to be paid by 
their carrier customers in the normal course of business based on commercial 
prices set by the marketplace. 

• It is widely recognized that government contract-style cost accounting meth- 
ods are costlv and unnecessary when the government can obtain equivalent 
eissurances that the costs being reimburse by the government are reason- 
able. Alternatives such as a benchmark or reference pricing system would 
meet the government's needs. 

• The FBI's £u-gument that it must be granted imlimited rights in the design 
of the CALEA equipment and the data (software) provided with it are over- 
reaching and unworkable. A simple agreement between the lead carrier, the 
manufacturer and the government that the software development effort will 
be charged only once is all that is necessary. 

• The regulations, without explanation or justification deny reimbursement to 
many categories of costs that Congress indicated should be reimbursed such 
as "generjj and administrative" ("G&A") costs. 

Congress directed that the cost reimbursement regulations effectuate "cost effi- 
cient" payment for CALEA caoabilities and capacity. These regulations are so re- 
gressive and comphcated that they utterly fail to meet this requirement. 

The Bureau has recently begun to explore new ways of pricing CALEA equipment. 
We are pleased that the FBI is now open to more commercially reasonable ap- 
proaches. The FBI deserves encouragement from Congress for this effort. While 
many questions remain unanswered, we look forward to exploring this new ap- 
proach in detail as the FBI develops its thinking further. 

F. CELLULAR RELATED TECHNOLOGIES 

Before concluding, Mr. Chairman, I would briefly like to talk about some tech- 
nologies that have been largely ignored in the negotiations process. At the beginning 
of my comments, I mentioned the broad range of telecommunications equipment 
manufactured by TIA's member companies. Altnough the wireline, cellular and PCS 
industries are well represented here today and are the technologies most directly 
affected by CALEA, I should point out that TIA's member companies build equip- 
ment for several other related technologies, such as satelhte telecommunications 
and paging, that also may fall within the scope of CALE^ 

Individual companies have attempted to open dialogues with law enforcement 
about the status of these related technologies and how CALEA compliance should 
be managed. Unfortunately, law enforcement, in particular the FBI, has been so 
overwhelmed with the various issues related to cellular and PCS that they have 
been unable to talk about these other technologies. 

Although we certainly appreciate their need to set priorities (as well as their in- 
formal statements that enforcement actions are unlikely for these technologies), as 
the October 25, 1998 deadline approaches for these technologies we need to receive 
some formal ^dance fh>m law enforcement (at a minimum, a formal assurance 
that the deadhne will be extended). 

G. CONCLUSION 

In conclusion, Mr. Chairman, manufacturers are pleased with the new signals we 
are receiving from the FBI. We have had more meetings with FBI management in 
the past week than we had in the past four months. We believe that this is in sub- 
stantial part because you were willing to hold this hearing and because the staff 
of the Committee and Subcommittee were wilUng to spend a substantial amount of 
time exploring the concerns of manufacturers before the hearing was held. For that, 
we thaiik you. 

We are particularly pleased by the FBI's statement that it wishes to resolve the 
current impasse amicably through good faith negotiations. As I mentioned, however, 
we are in our current predicament because we nave already devoted many months 
to efforts to reach a good faith understanding with the FBI, and all we have to show 
for it so far is a much-delayed standard. That's why we continue to ask for assur- 
ances that the FBI and Justice Department will not impose sanctions on carriers 
and manufacturers who have entered into such good faith negotiations and that 
they will give manufacturers sufficient time to comply with CALEA's capability re- 
quirements, whatever the outcome of those talks. 

The FBI has presented several proposals aimed at putting CALEA implementa- 
tion back on track, particularly regardmg cost reimbursement and capability. Manu- 
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facturen, however, must judge the FBI by the flexibility it shows on the October 
25, 1998 deadline. 

All that manufacturers have ever wanted is a clear lawful standard to which to 
build and the assurance that we will have sufficient time to design and develop the 
necessary eauipment and software to implement that standard. The proposals sug- 
gested by tne FBI offer one of the most promising opportunities to resolving 
CALEA's implementation problems. But they do not solve the crisis that manufac- 
turers have faced for the last eighteen months. I sincerely hope that the FBI can 
give us an assurance that this crisis can be defused. If not, then I believe only this 
Committee can provide the assurance that is needed. 

Thank you, Mr. Chairman. I am would be willing to entertain any questions that 
you might have. 

ATTACHMENTS 

May 19, 1997 letter from Dave Yarbrough (Federal Bureau of Investigation) to Amy 
Marasco (American National Standards Institute) 

June 19, 1997 letter from Dan Bart (Vice President, TIA) to Daisy Delogu (American 
National Standards Institute) with attachment [Note: the exhibits referred to 
in the attached statement are not included for sake of length; copies can be pro- 
vided if requested] 

July 3, 1997 letter from Edward Allen (Federal Bureau of Investigation) to Daisy 
Delogu 

August 11, 1997 letter frt)m Matthew J. Flanigan to Attorney General Janet Reno 
September 9, 1997 letter from Matthew J. Flanigan to Attorney General Janet Reno 
October 1, 1997 letter from Mike Warren (Federal Bureau of Investigation) to Mat- 

thew J. Flanigan 

U.S. DEPARTMENT OF JUSTICE, 
FEDERAL BUREAU OF INVESTIGATION, 

TELECOMMUNICATIONS INDUSTRY LIAISON UNIT, 
ChantUly, VA. May 19. 1997. 

Ms. AMY MARASCO, Vice President and 
General Counsel, American National 
Standards Institute, New York, NY. 

DEAR MS. MARASCO: I would first like to thank you, Ms. Daisy Delogu, and Ms. 
Ann Caldas for the fissistance you have provided me during several telephone calls 
over the last few days. 

As I mentioned in our discussions, I am very concerned about and disappointed 
in the recent actions taken by the Telecommunications Industry Association (TIA). 
Hence, I wish to appeal to ANSI's Executive Standards Council in regards to TlA's 
disregard of public comments related to Standard Proposal (SP) 3580, Lawfully Au- 
thorized Electronic Surveillance (ANSI BSR J-STD-25, EIA/nA-715, and Tl LB- 
605). This standard was developed under the auspices of TIA and approved for a 
letter ballot on February 28, and, because TIA would like the document published 
as a new American National Standard, TIA provided the standard to ANSI for pub- 
lication of the announcement for public comment in the Standards Action. ANSI has 
set a June 24 deadline for public comment. 

This standard represents a cooperative effort by two of TIA's wireless standards 
formulating committees as well as a wireline subcommittee of Committee Tl spon- 
sored by the Alliance for Telecommunications Industry Solutions (ATIS). Their goal 
was supposed to be the development of a standard which, when implemented, would 
enable law enforcement to intercept the call content and call-identifying information 
in light of advanced telephony including features such as call-forwarding, speed dial- 
ing, and call waiting. The impetus for the development of this standard stems from 
the passage of a federal law in October 1994, called the Communications Assistfmce 
for Law Enforcement Act, Public Law 103-414 (CALEA). CALEA clarifies the extent 
to which a telecommunications carrier must provide capabilities to assist law en- 
forcement in conducting lawfully authorized electronic surveillance. In short. Section 
107 of CALEA alludes to carriers and manufacturers availing themselves of "pub- 
licly available technical requirements or standards adopted by an industry associa- 
tion or standard-setting organization." Section 107(a)(2). Section 107 also provides 
that the Federal Communications Commission can establish by rule how the indus- 
try will provide this capability to law enforcement in the absence of such technical 
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requirements or standards. Section 107(b). The law also mandates the Attorney 
General, in coordination with local law enforcement, to consult with the tele- 
communications industry, including its standard-setting organizations, to "ensure 
the efficient and industry-wide implementation of the assistance capability 
requirements . . ." Section 107(aXl). To that end, jmd under the authority granted 
by the Attorney General, the Telecommunications Industry Liaison Unit of the FBI, 
has been involved for several years in meeting and consulting with industry on this 
matter. In particular, representatives of TILU and other law enforcement agencies 
have regularly attended the meetings of the above-mentioned committees during the 
last twenty-four months while this standard was being developed. 

It was during these meetings that law enforcement representatives were led to 
believe without any equivocation that the standard, when completed, would be 
issued as an ANSI stiuidard as well as a TLA standard and, as sucn, the procedures 
which govern the approval process would be those developed by TIA to the extent 
that those rules do not contradict similar tenets set forth by ANSI in its written 
procedures. Also, if there were instances where the two sets of procedures were at 
variance, then the ANSI rules or policies would supersede those established by TIA. 
The question at hand involves the extremely important issue of whether the ANSI 
rules of due process and "openness" are being applied by TIA regarding public com- 
ment on SP-^580. 

This problem first came to light last week when a letter by the U.S. Secret Serv- 
ice, providing comments on the standard, was rejected and return by TIA. I con- 
tacted Dan Bart, TIA's Vice President for Standards and Technology, on May 12 re- 
garding this matter. He stated, essentially, that all comments must have attached 
or be associated with a particular ballot and that no comments would be accepted 
without a ballot. He stated that in the case of the Secret Service's letter, those com- 
ments would only be accepted by TIA if they were incorporated or attached to the 
federtil ballot (which was to be submitted by TILU the following week). I asked Mr. 
Bart and he agreed that this means that if any individual wishes to comment on 
the stfuidard, he or she must first pay $136 (the price of the ballot) to obtain that 
right. Mr. Bart assured me that this was the procedure used for all TIA standards 
and that a similar fee was charged by ATIS as well. 

My concern, which I believe is shared by the majority of law enforcement agencies 
that would like to provide comments regarding this standard, is that TIA's "no bal- 
lot-no comment" policy is fundamentally contrary to ANSI's policies of due process 
and openness. Section 1.2 of ANSI's Procedures for the Development and Coordina- 
tion of American National Standards states that "any person (organization, com- 
pany, government agency, individual, etc.) with a direct £md material interest has 
a right to participate by: a) expressing a position and its basis, b) having that posi- 
tion considered, and c) appealing if adversely affected. Due process allows for equity 
and fair play" (emphasis added). Additionally, Section 1.2.1, titled "Openness," 
states that participation shall be open to all persons without financial barriers to 
participate nor shall their participation be conditional upon membership in any or- 
ganization. Isn't "openness stifled when a person must first pay $136 to comment 
on what may become a public standard? Isn't "due process" violated when public 
comments are returned without any consideration of the matter or notice of appeal? 

Due to the short time frame during which pubUc comment will be received by TIA, 
and the fact that additional comments may be forthcoming fix)m the law enforce- 
ment community as well as others, I am formally requesting that the Executive 
Standards Council convene and, if warranted (which clearly appears to be the case), 
expeditiously consider this matter and inmiediately intercede by compelling TIA to 
align its policy with ANSI's as it pertains to the acceptance and treatment of public 
conmient of this standard. 

In closing, I cannot too strongly emphasize the importance of developing a tele- 
communications standard which satisfies for law enforcement electronic surveillance 
requirements which are specified in CALEA. The U.S. Attorney General, the Direc- 
tor of the FBI, as well as prosecutors and law enforcement leadership across the 
United States and Canada are desirous that whatever standard is proauced, is one 
that adequately provides for the capabilities that are required for the successful col- 
lection of evidence, the integrity of the intercept eflbrt, and for the cost-effective 
management of interceptions. This standard is a begiiming but is woefully deficient 
in several critical areas, and, I must add that TLA and most of its membership are 
aware of these facts. The telecommunications industry as a whole needs to be aware 
of law enforcement's formal comments on the balloted standard, whether or not 
those comments have a ballot attached. However, TIA is preventing these comments 
fi^m being heard. Your intervention in this matter is critical and will send a signal 
that regardless of the outcome of the standard, the process by which it was devel- 
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oped and approved must embody the prinriples of due process, openness, and fair 
play as long as it bears the ANSI seal. 

I would Tike to thank you in advance for your attention to this matter. We, as 
well as the law enforcement community who will be providing comments to TIA, ea- 
gerly await ANSI's efforts to quickly resolve this issue. 

Sincerely, 
DAVE YARBROUGH, 

Supervisory Special Agent. 

TELECOMMUNICATIONS INDUSTRY ASSOCIATION, 
Arlington, VA, June 19, 1997. 

DAISY DEUXIU, Program Manager, 
Procedures and Standards Administration, 
American National Standards Institute, New York, NY. 

Re: Your letter of May 28, 1997, concerning Appeal by Federal Bureau of Investiga- 
tion to ANSI Executive Standards Council of TlA Procedures in the develop- 
ment of ANSI BSR J-STD-025, Lawfully Authorized Electronic Surveillance 

DEAR MS. DELOGU: Your May 28, 1997 letter advised the Telecommunications In- 
dustry Association ("TIA") that Mr. Dave Yarbrough, Supervisory Special Agent of 
the Federal Bureau of Investigation ("FBF), has "formally appealed to the Executive 
Standards Council ("ExSC") the procedures being followed by TIA in the develop- 
ment of ANSI BSR J-STD-25, Lawfully Authorized Electronic Surveillance." You 
attached to your letter a May 19, 1997 letter from Mr. Yarbrough to Amy Marasco, 
Vice President and General Counsel of ANSI, setting forth the FBI's specific con- 
cerns. You asked for a responsive statement from TIA on or before June 18, 1997, 
and further advised that a hearing will be held at ANSI Headquarters in New York 
to assist the ExSC in their evaluation of this situation. You indicated the hearing 
may occur in Jiily and that TIA and Mr. Yarbrough will be invited to attend the 
hearing. 

Fran Schrotter of ANSI granted a TIA request to extend the reply date to June 
20, 1997 since most ANSI staff concerned with this matter were at an ExSC meet- 
ing and would not be in New York to receive the response and since most TIA staff 
were unavailable during the first week of June due to SUPERCOMM'97 and thus 
could not work on the response. Also, the TIA President considers this a serious 
matter and wants to review the response and he will not be returning to the ofBce 
until June 19, 1997 from the International Telecommunication Union's ("ITU") ASIA 
Telecom show in Singapore. 

Attached to this letter is the "Responsive Statement of TLA to the Appeal of the 
Federal Bureau of Investigation to the Executive Standards Council of the American 
National Standards Institute regarding TIA procedures used in the development of 
ANSI BSR-J-STD-025, Lawfully Authorized Electronic Surveillance, a proposed 
Joint American National Standard of TLA and Accredited Standards Committee Tl." 
As indicated in the detailed response, many of the factual statements in Mr. 
Yarbrough's letter are not acc\irate. The response also raises some collateral issues 
as to whether the FBI is trying to delay the issuance of this standard. 

I am sending the main response by Email and Facsimile and will overnight the 
attachments to you and others. Please provide me the date for the Hearing if you 
determine one is required, a rough idea of the amount of time the Hearing is likely 
to take, a copy of any procedures to be followed at the ExSC Hearing, whether TIA 
can be represented or accompanied by counsel at the Hearing, whether witnesses 
are permitted, and whether other interested parties can observe the proceeding or 
provide input. 

Should you or Amy Marasco or the Chair of the ExSC have any questions on the 
attached, please do not hesitate to contact me. 

Sincerely, 
DAN B/\RT, Vice President, 

Standards and Technology. 
cc    A. Marasco, ANSI General Counsel 

A. Caldas, ANSI Staff 
G. Ziegenfuss, Chair, ExSC 
D. Yarbrough, FBI 
S. Miller, Alliance for Telecommunications Industry Solutions 
G. Peterson, Chair, Committee Tl 
P. Vishny, TLA Counsel 
L. Petak, FCC 
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K. Tran, Secret Service 
J. Pignataro, FBI TILU, State and Local Law Enforcement 

Attachments 

RESPONSIVE STATEMENT OF TIA 
JUNE 19, 1997 

DAN BART, VICE PRESIDENT, STANDARDS AND TECHNOLOGY TELKCOMMXJNICATIONS 
INDUSTRY ASSOCIATION 

Introduction to TIA 
TIA is a full-service trade association of over 600 U.S. companies which manufac- 

ture and/or supply communications and information technology equipment, prod- 
ucts, systems, distribution services, and professional services throughout the world. 
TIA's members collectively provide the bulk of the physical plant and associated 
equipment and software used to support and improve the nation's telecommuni- 
cations infrastructure and the infrastructures of many other countries around the 
world. TIA represents the telecommunications sector of the overall electronics indus- 
try in association with the Electronic Industries Association ("EIA"). For more infor- 
mation on TIA, Exhibit A is a copy of TIA's 1996 Annual Report. 

In addition to its trade association role, TIA is also a Standards Development Or- 
ganization ("SDO") which creates standards imd other technical documents and is 
organizationally accredited by the American National Standards Institute ("ANSI") 
to develop American National Standards. In that capacity, TIA's product-oriented di- 
visions sponsor Engineering Committees and Subcommittees which are open to par- 
ties who nave a direct and material interest in the technical work within the respec- 
tive ^jurisdiction of the TIA Formulating Groups. TIA membership is not a pre- 
requisite to participation. TIA and its predecessor organizations have been actively 
involved in developing standards for the industry for over 50 years. Further infor- 
mation concerning TLA, its standards program, and the agreement pursuant to 
which ANSI BSR-J-STD-025 Lawfiilly Authorized Electronic Surveillance, has 
been developed together with ANSI Accredited Standards Committee Tl, is set forth 
in the extensive discussion which follows: 
Specific Reply to the Allegations of Mr. Yarbrough in his Letter of May 19, 1997 

Mr. Yarbrough, in his letter of May 19, 1997, makes the following allegations 
which are within the jurisdiction of the ExSC concerning TIA's actions: 

1. That TIA has disregarded public comments related to Standards Proposal 
3580; 

2. That TIA has violated the ANSI rules of due process and "openness" regard- 
ing public comment in connection with the aforesaid Standards Proposal be- 
cause it rejected and returned comments and because it required the pay- 
ment of the price of the draft standard to submit comments. 

These allegations are simply erroneous. 
Mr. Yarbrough also made some other minor factual misstatements and discussed 

some issues regarding the technical content of the document which are not matters 
within the jurisdiction of the ExSC but, for the sake of completeness, TIA will pro- 
vide substantial information on these matters also since this information may pro- 
vide insight as to why this Appeal was filed at all. 

It is not true that TIA "rejected and returned" a letter by the U.S. Secret Service 
which provided comments on the proposed standard. In fact, the letter in question 
was included in the ballot summary for the Formulating Group and copies were pro- 
vided to the group which is charged with the task of considering the letter's appro- 
priateness and relevance to the matter being balloted. 

Nor is it correct to say that, in order for an individual to submit ballot comments, 
the individual must first pay $136.00 as the price of a ballot. Perhaps the proce- 
dures of TIA were not understood by the person making the inquiry. In the proceed- 
ing involved, the FBI made a filing on behalf of the Federal Government and a sug- 
gestion was made to the U.S. Secret Service that it associate its comments with the 
FBI ballot and filing. However, comments received by an interested party, with a 
ballot, and without the payment of any fee, would also be accepted, "rhe charge of 
$136.00 was nothing more than the sales price for copies of the draft standard BSR- 
J-STEM)25 (SP-3580). This single copy price was also indicated in the Standards 
Action notice of April 25, 1997 published by ANSI. It is, of course, the expectation 
that parties submitting comments will be familiar with the document on which they 
are making the comments. If parties are able to review the document without pur- 
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chasing it, the ballot and comment would nonetheless be accepted. Thus, as can be 
seen, participation in the public comment stage is in fact afforded by TIA to all per- 
sons without financial barriers and without being conditioned upon membership in 
TIA or any other organization. 

While TlA believes that this explanation should be sufficient to dispose of the Ap- 
peal in Question, TIA wishes to call to the attention of the Executive Standards 
Council the fact that the subject matter of the standard involved reflects serious dis- 
agreements between the United States telecommunications industry on the one 
hand, and law enforcement agencies ("LEA") on the other hand. Consequently, TIA 
is taking the liberty of providing the Executive Standards Coimcil with the following 
additional extensive information concerning this matter. 
TIA Standards Program 

Prior to 1988, TIA's standards program was a part of the EIA Information and 
Telecommunications Technology Group ("EIA ITG*'). With the merger of EIA ITG 
and the United States Telecommunications Suppliers Association which was then 
re-named TIA, responsibility for what were EIA telecommunications sector stand- 
ards belonged to TlA. From 1988 to January 1992, these EIA/TIA standards were 
developed in accordance with the EIA ANSI-accredited process. In January 1992, 
TIA became separately ANSI-accredited based on its December 1991 Engineering 
Manual and standards generated under that process are typically designated by the 
prefix TIA/EIA. The Formulating Group determines the type of document it wishes 
to develop under the ANSI-accredited TIA Engineering Manual, up to and including 
American National Standards ("ANS"). From time to time, the TIA Engineering 
Manual is interpreted and occasionedly supplemented by Advisory Notes issued by 
the TIA Standards and Technology Department. Any changes to the Engineering 
Manual must first go through an internal TIA balloting procedure and then be for- 
warded to ANSI for approval. For example, TIA recently expsmded eligibility for vot- 
ing participation in its Formulating Groups beyond U.S. organizations to include 
Canadian and Mexican organizations and that change is pending at ANSI. For addi- 
tional information on the TIA standards program and for use in this Appeal, TIA 
has attached the following: Exhibits B, C, andD, copies of TIA Standards and Tech- 
nology Annual Reports ("STAR") for 1994, 1995, and 1996; Exhibit E, a copy of the 
TIA 1991 Engineering Manual; and Exhibit F a copy of aU current TIA Advisory 
Notes. 

From time to time TIA works with other SDOs both here and abroad to share 
information, collaborate on technical work, and sometimes to use each other's stand- 
ards or to issue joint standards. This has included such organizations as the Inter- 
national Telecommunication Union ("ITU"), Canadian Standards Association 
("CSA"), the European Telecommunications Standards Institute ("ETSI"), Tele- 
communications Technology Association of Korea ("TTA"), Telecommunications 
Technology Committee of Japan ("TTC"), Australian Telecommunications Standards 
Committee ("ATSC"), ANSI Accredited Standards Committee Tl, and others. 

TIA has an agreement with Committee Tl to issue Joint Standards Documents 
("JSD") in selected areas where both SDOs have an interest in and something to 
contribute to the work. This Appeal concerns such a proposed JSD. Exhibit G is a 
copy of the TIA/Tl JSD Agreement. Under the JSD Agreement, either TIA or Com- 
mittee Tl is given the lead on a particular proposed standard and then the proce- 
dures of that lead SDO govern the detailed development process and the non-lead 
organization is considered an "interested party" in the work and the Secretariat is 
provided copies of all bfdlots for distribution to that SDO's membership. Voting 
rights are determined however by the lead organization's procedural manual. TIA's 
TR--15.2 is the lead on ANSI BSR J-STD-025. 
Background on CALEA and SP-3580 

In 1994 Congress passed and the President signed into law the Communications 
Assistance for Law Enforcement Act of 1994 ("CALEA"), Pub. L. 103-414. This law 
addressed various concerns raised by law enforcement that advancements in digital 
telephony were eroding Law Enforcement Agencies ("LEA") ability to conduct court- 
authorized electronic surveillance or "wiretapping." The legislation was intended to 
preserve the status quo in terms of government surveillance and without expanding 
government capabilities. Congress stressed that the requirements of CALEA should 
be narrowly interpreted. The telecommunications industry, both manufacturers and 
service providers, have had a long history of cooperation with LEA to effect court 
authorized electronic surveillance. 

CALEA provides a "safe harbor" firora enforcement for service providers and man- 
ufacturers who install or retrofit equipment that meets the requirements of "pub- 
licly available" industry standards "adopted by an industry association or standard- 
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for multiple industry or even individual carrier technical solutions to implement law 
enforcement requirements. The FBI is expressly prohibited (Section 103) from dic- 
tating or requiring svstem design features. For use by ANSI and ExSC, Exhibit H 
is a copy of a Cellular Telecommunications Industry Association ("CTIA") booklet 
contaiiung a copy of CALEA and summary of its requirements for the wireless in- 
dustry. 

The House Report on H.R. 4922, Kept. 103-627. which became CALEA states (pp. 
26-27): 

Section 2606 establishes a mechanism for implementation of the capability re- 
quirements that defers, in the first instance, to industry standards organiza- 
tions. Subsection (a) directs the Attorney General and other law enforcement 
agencies to consult with associations and stimdards-setting bodies of the tele- 
communications industry. Carriers, manufacturers and support service provid- 
ers will have a "safe harbor" and be considered in compliance with the capabil- 
ity requirements if they comply with publicly available technical requirements 
or standards designed in good faith to implement the assistance requirements. 

. . . The use of standards to implement legislative requirements is, of course, 
appropriate so long as Congress delineates the policy that the guidelines must 
meet (citations omitted). . . . The authority to issue standards to implement 
legislation delegated here to private parties is well within what has been upheld 
in numerous precedents, (citations omitted) 

. . . The appropriateness of the delegation here is furthered by two factors: 
(1) Compliance with the industry standards is voluntary, not compulsory. Car- 
riers can adopt other solutions for complying with the capability requirements; 
and (2) The FCC retains control over the standards. Under section 2602(b), any 
carrier, any law enforcement agency or any interested psuty can petition the 
FCC, which has the authority to reject the standards developed by industry and 
substitute its own. 

Thus, Congress provided a mechanism that deferred in the first instance to 
CALEA implementation by industry, with consultation with but not control by the 
FBI, and an oversight mechanism in the Federal Communications Commission 
(FCC). 

Industry has three incentives to comply with CALEA and to develop appropriate 
industry standards to implement CALEA: (DA safe harbor from the punitive en- 
forcement provisions of the law by compliance with the industry standard; (2) A de- 
sire to fully meet CALEA capability requirements lest the FCC determine the stand- 
ard is deficient under CALEA; and (3) A reimbursement program for retrofitting 
equipment to meet CALEA requirements when paid for by LEA. 

The FBI however has incentives to delay the industry standards process since (1) 
LEA want "more" than the minimum CALEA technical capabilities covered in the 
proposed standard since this will make their jobs easier even if such expanded capa- 
bilities for electronic surveillance go beyond the status quo envisioned by Congress 
when CALEA was enacted; (2) Any features beyond the "floor" of CALEA may end 
up funded at the carrier's expense since reimbursement is limited to requirements 
to implement CALEA; and (3) Failure to adopt an industry standard and the safe 
harbor it provides will allow the FBI to use the threat of punitive enforcement ac- 
tions to extract concessions from manufacturers amd earners for features beyond 
CALEA. 

The tension created by industry's desire to fully meet but not exceed CALEIA ca- 
pability requirements versus LEA's and the FBIs efforts to delay the process and 
expand the features encompassed within the proposed standard has generated front 
page stories in the New York Times, extensive coverage in the trade press, massive 
lobbying efforts by the LEA within the industry and on Capital Hill, and this Ap- 
peal. 

Various organizations, both industry associations and organizations representing 
privacy advocates, have found it necessary to rebut FBI statements made to Con- 
gress regarding CALEA implementation. Exhibits I contains a response fi-om TIA 
to the FBI's CALEA Implementation Plan filed with various Committees of the 
House and Senate; Exhibit J is a response sent to the same House and Senate Com- 
mittees by CTIA, the United States Telephone Association ("USTA"), the Personal 
Communications Industry Association ("PCIA"), and the Center for Democracy and 
Technology ("CDT"); and Exhibit iC is an Interim Report on "Communications Pri- 
vacy in the Digital Age" (June 1997). issued by CTIA, CDT, USTA, Center for Na- 
tional Security Studies, Commercial Internet eXchange Association, Competitive 
Telecommunications Association, and the Electronic Messaging Association. 'This In- 
terim Report was prepared by the Electronic Surveillance Task Force of the Digital 
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Privacy and Security Working Group ("DSPWG") and contains a lot of background 
on the ciurent issues surrounding CALEA Implementation and other privacy topics. 
TIA is a member of DSPWG. 

In addition to its domestic efforts to advocate expanded surveillemce capabilities, 
the FBI has also met with other countries' LEA and developed an international 
agenda to try to persuade the ITU to undertake international harmonization of tech- 
nical requirements for legal interceptions of telecommunications. Exhibit L is a May 
21, 1997, letter (two days after the letter to ANSI for this Appeal) from the FBI 
to the Department of State urging the State Department to have the ITU consider 
technical capabilities for interception of telecommunications even before there is an 
agreed upon U.S. standard. At a State Department meeting on June 11, 1997, with 
broad private sector and public sector participation, this FBI position was deter- 
mined to be premature until a U.S. consensus position is finalized. Thus, while try- 
ing to slow down the U.S. process for a standard which complies with CALEA but 
does not have FBI-desired expanded capabilities, the FBI is trying to make haste 
internationally. 

The FBI's Telecommunications Industry Liaison Unit ("TTLU") and LEA personnel 
who work with TILU have also written letters to senior level executive personnel 
at trade associations, manufacturers, and service providers, claiming the proposed 
standard is "deficient," misstating that TIA "rejected" some comments from the Se- 
cret Service, lobbying them to expand the standard to include "missing capabilities," 
and wanting "assurances" that the FBFs point of view will be included in the final 
standard even if such expanded capabilities are beyond what CALEA intended. £x- 
hibits M and N are copies of letters sent to TIA's President by a TILU participant, 
and TIA has been advised that Presidents and Chief Executive Officers of carriers 
and manufacturers have received similar letters. 

TIA believes that ANSI staff and the ExSC must have an understanding of all 
the industry and CALEA background issues so that they can place the subject Ap- 
peal in the context of other FBI initiatives with respect to expanded surveillance 
capabiUties beyond those required by CALEA, since such data may provide an in- 
sight as to why this Appeal, based on an erroneous statement of facts, was initiated. 

TIA's Subcommittee TR 45.2 began work analyzing CALEA shortly alter it was 
signed into law in October 1994. By early 1995 there had been considerable discus- 
sion among industry participants about the need for Congressionally contemplated 
"industry standards" for CA.EA. A Project Number ("PIv') 3580 was assigned for 
the new work "to create baseline text for inclusion in appropriate standards 
projects." The standard would focus on technical "capabilities for lawfully author- 
ized electronic surveillance while TILU and the Department of Justice ("DOJ") 
worked on "capacities" for interceptions, a figure driven by geographic crime rates 
and past experience. Congress had contemplated that the final capacity require- 
ments would be issued within a year of enactment of CALEA, and if not, then the 
capacity requirements would need to be met 3 years after a final capacity notice— 
now no sooner than the year 2000 since the FBI has delayed issuing tne final capac- 
ity notice. Under the current law, "capabiUty" requirements would need to be avail- 
able—presumably for a single interception—no later than October 1998 unless that 
date were extended by the FCC or Congressional action. 

Work progressed in TR 45.2 for a CALEA-compliant standard and the draft docu- 
ment, known then as PN-3580, was taking shape. In the meantime, the FBI con- 
tracted with a consultant to develop what is generally known as the Electronic Sur- 
veillance Interface ("ESI") which was and is a "wish list" of capabilities that LEA 
would like to have for electronic surveillance, including unrealistic timing con- 
straints, a "tracking" beacon use of wireless telephones, etc. Eventually the FBI 
made the ESI a contribution to the Formulating Group. This caused a delay in the 
work as the ESI was then compared to the capabilities contained in the PN-3580 
draft. Where no justification could be found m CALEA for the capabihty—even 
though conceding such capability might be helpful to LEA—the Formulating Group 
revised the text to ensure that the proposed standard used CALEA as a floor and 
a ceiling. 

The issue was not whether a capability was technically possible, but whether it 
is required by CALEA. For example, CALEA does not require location information 
of the calling or called party, but if it is available in the system, then it can be pro- 
vided for in the court order, but not as a CALEA mandate. This is an important 
distinction since CALEA has requirements for retrofitting of existing systems under 
certain circumstances. However, the reimbursement is for only CALEA require- 
ments. An additional consideration was that if capabilities beyond CALEIA were in- 
cluded in the standard, this would make the implementation more complex thus 
risking delays in the statutory compliance dates and further running the risk of 
costs tor those features not being allowed as a CALEA compliance exi>ense. Industry 
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offered to generate a separate document containing all the expanded and non- 
CALEA capabilities that the FBI could separately fund with a service provider, but 
this was refused by the FBI which chose to try to get everything LEA wanted— 
whether required by CALEA or not—into the draft standard. 

When the debate turned too "legalistic" for the engineers in the Formulating 
Group, the CTIA hosted Legal Summit meetings to allow all parties to air their 
views and then attorneys for particular organizations could direct their standards 
participants how to vote on specific text for the draft document at the next Formu- 
lating Group meeting. Along the way it was decided to have one document for 
wireline and wireless and to produce a Joint Standards Document ("JSD") with 
Committee Tl. There was discussion about whether it should be an ANS and TR 
45.2 voted to issue the ballot as a proposed American National Standard in order 
to seek the widest range of inputs on the document and its compliance with the 
mandates of CALEA, including non-traditional stemdards participants such as pri- 
vacy advocates and others. 

Standards Proposal ("SP")-3580 was issued in March 1997. Copies were widely 
distributed in TIA and to other TIA Formulating Groups that had an interest in the 
work. Per the JSD agreement copies were provided to the Allifince for Telecommuni- 
cations Industry Solutions ("ATIS") the Tl Secretariat for Letter Ballot in Tl. TLA 
sent copies to other SDOs like ETSI where we exchange each other's draft stand- 
ards. TIA generated a Press Release announcing the availability of SP-3580, listed 
SP-3580 in TIA's Industry Pulse, posted notice on TIA's Web Page, and provided 
a BSR-8 to ANSI for ANSI Standards Action notice. 

ANSI gave notice of BSR J-STD-025 in the April 25, 1997 issue of Standards Ac- 
tion, page 7, attached as Exhibit 0. TR-45.2 had a closing date of May 12, 1997 to 
get ballot responses and comments. (Due to clerical error, the copies of SP-3580 did 
not indicate that this would be a JSD or indicate the J-STD-025 number, if ap- 
proved, but this was corrected in time for the ANSI notice, and Formulating Group 
members informed.) Tl issued a Letter Ballot (LB-605) with a closing date of May 
9, 1997 in order to meet the TR 45.2 date. An initial meeting to start Ballot Com- 
ment resolution was held May 20, 1997, in Washington, DC, and Ballots and Com- 
ments are still open due to the ANSI Public Inquiry close date of June 24, 1997. 
TIA has been advised that other trade associations also advised their members of 
the public inquiry on this important proposed standard. TIA was also advised that 
the FBI notified various LEA of the puolic balloting of SP-3580. There has been 
trade press and other coverage of the balloting. TIA is not awsu-e of any TIA or other 
SDO standard that has had this degree of notice and "openness" and call for public 
comment. 

In accordance with paragraph 6.4 of TIA's ANSI-approved Engineering Manual: 
"Copies of Standards FVoposals shall also be available upon request from TIA during 
the comment period. An appropriate fee, not to exceed the anticipated sales price 
of the finished standard, may be charged for Standards Proposal copies." EIA's Pub- 
lication Department which handles TIA's distribution to our publisher. Global Engi- 
neering Documents, determined that the anticipated sales price of the finished 
standard would be around $136.00 and this single copy price, was indicated in the 
Standards Action notice of April 25, 1997. Parties were advised by ANSI to order 
the draft standard BSR-J-STD-025 (SP-3580) from Global Engineering and to send 
Ballot/Comments to TIA's Secretariat with a copy to ANSI's Board of Standards Re- 
view ("BSR"). The Ballot Form is included with the draft standard. 

In addition, at the written request of the FBI, TIA granted a royalty-free copy- 
right license for forty (40) copies of SP-3580 for internal distribution of SP-3580 at 
the FBI. TIA also discussed with the FBI bulk pricing if it desired to purchase bulk 
copies of the draft standard, as well as a royalty-bearing copyright license to distrib- 
ute "informational only" copies to various state and local LEA. The FBI never for- 
mally requested or received bulk pricing or any other further copyright licenses to 
the draft standard. 

FURTHER COMMENTS ON THE MAY 19, 1997 FBI LETTER 

As of the date Mr. Yarbrough had written his letter, and to this date, TIA has 
not "disregarded" any public comments related to SP-3580 or ANSI BSR J-STD- 
025. Ballots with Comments are still coming in and they are being copied by the 
TIA Standards Secretariat and forwarded to the Formulating Group. The balloting 
window is open until June 24, 1997. As part of the ANSI-approved process each will 
be looked at for appropriate action or response under the 'riA Engineering Manual. 

The proposed standard represents more than cooperation with just two of TIA's 
Formulating Groups, one Tl subcommittee, and law enforcement as stated by Mr. 
Yarbrough. TR—45, Mobile and Personal Communications, and TR-46, Mobile and 

61-763 00 - 3 



Personal Communications Systems were involved, as well as TlPl, TlSl, and there 
were liaisons with TR-34 and TR—41. With regard to "openness" or "due process," 
the FBI is incorrect that TIA "rejected" emd "returned" a U.S. Secret Service letter. 
In point of fact, the letter was included among all comments and ballots copied by 
the TIA Standsirds Secretariat and given to the Chair of the Formulating Group. 
Exhibit P is the first Ballot summary provided to the Chair and the U.S. Secret 
Service letter is listed and copies were provided to the Formulating Group. 

What did occur was a call to the U.S. Secret Service asking whether they wanted 
to approach the FBI and have the Secret Service comments included with the Ballot 
Form that TIA understood the FBI was casting on behalf of the U.S. Federal Gov- 
ernment. To the extent that one federal agentys input might be at odds with the 
lead agency's comments, TIA assumed the Federtd Government would like to resolve 
such issues internally in order to have a singular response on the Federal Giovem- 
ment Ballot. TIA's ANSI-approved Engineering Manual provides one company one 
vote and one vote for the Federal Government. 

In my conversation with Mr. Yarbrough, I did advise that TIA charges a fee for 
draft standards as allowed by our ANSI-approved Manual and that the Ballot Form 
is included with the copyrighted draft standard. I explained to him that TIA's Engi- 
neering Manual has two demonstrations of consensus, one within the Formulating 
Group to issue the Standards Proposal for a TIA standard and an American Na- 
tional Standard, and another consensus demonstration as a result of the public bal- 
lot. (See section 6.4 of TIA Engineering Manual). Since a mere comment letter could 
be in support of a Yes vote or in support of a No vote, the TIA Manual requires 
a Ballot Form so that there is no douDt of how an interested party is voting on the 
proposed standard. 

TIA believes its process as documented in the ANSI-approved TIA Engineering 
Manual is open, has guarantees of due process, and provides for a right of Appeal 
internal to TIA and in some cases to ANSI as well. "Publicly avaUable standard" 
does not equate vrith "free" standard. Given the enormous costs of running—and in 
these days of competitive standards setting and to deal with other issues legally de- 
fending—a standards development program, a modest fee of $136.00 to purchase a 
draft standard and help contribute to cost recovery of expenses is not a bar to open- 
ness. Given FBI statements about what an important "Veapon" electronic surveil- 
lance is in the war on crime, TIA notes that tne cost of the draft standard is ap- 
proximately 1/3 the cost of a Smith and Wesson 38-caliber pistol based on a recent 
telephone inquiry—another popular weapon used in the war on crime by LEA. TIA 
also notes that Congress authorized $500 million for CALEA implementation and 
$136.00 is de minimus when compared to this funding level. 

TIA does not condition participation in its Formulating Groups by membership in 
any organization. Since TIA members pay dues to TIA to help sponsor the costs, 
that is one revenue stream. Organizations who are not TIA members are required 
to pay a non-TIA-member fee to help contribute to cost recovery since they are not 
TIA dues payers. 

Contrary to the FBI's allegations of lack of openness for L£A comments, TIA's 
Manual expressly waives this non-member fee for government participation in For- 
mulating Groups on a non-voting basis. Copies of all Notices, Agendas, Contribu- 
tions, Hotel Meeting Expenses, etc., are provided without any financial support from 
such government participation. However, to have voting rights in the Formulating 
Group, the non-member fee would be reqixired. (See Section 3.2.4) Thus, the FBI and 
other law enforcement personnel on the TR—45.2 mailing list who participate in the 
standards work received free copies of the draft standard as did the industiy mem- 
bers who supported by dues or non-member fees such work. For the ANSI public 
inauiry, unlike the vote at the Formulating Group level, the FBI did have voting 
rignts without the payment of any fee since it is TIA's practice to afford any directly 
and materially interested party, as referenced in the "TIA Engineering Manual, vot- 
ing privileges at the time of the public inquiry phase. TIA requires a showing of 
consensus in the Formulating Group and in the public inquiry phase for a TIA 
standard that is an American National Standard. 'There is a one company one vote 
rule and the Federal Government gets one vote, however. This is more openness 
than ANSI procedures require and more openness than most other SDOs that TIA 
coordinates with. Although there is a charge for the draft standard, there is no di- 
rect fee to cast the ballot. 

As mentioned, no public comments have been returned by TIA to any party. If 
Negative Ballots remain at the end of the consensus process, those parties will be 
advised of their right to Appeal. Such rights are clearly specified in the Manual, 
Annex A, Section A5. To TIA's credit, since 1988, when TIA was created, there has 
only been one formal Appeal taken under this Annex all the way to a TIA Appeals 
Pemel. That Appeal did not involve an American National Standard. 



TIA's members and other industry participants in the TR-45.2 work on this draft 
standard believe the proposed text "satisfies for law enforcement electronic surveil- 
lance requirements wnich are specified in CALEA." Whether the proposed standard 
goes beyond CALEA and satisfies every wish list item desired by law enforcement 
is a different question and not the end praint sought by this particular Standards 
Proposal. Under the statute, the standeu-d is deficient only if it does not meet the 
CALEA requirements. The content of the standard is not a matter for ANSI or the 
ExSC, and whether or not the standard is deficient in meeting CALEA is within 
the sole jurisdiction of the FCC. 

CONCLUSION 

TIA respectfully asserts that its procedures in the development of the proposed 
American National Standard satisfy ANSI's requirements as specified in our accred- 
itation file. Thus, this Appeal should be dismissed. 

U.S. DEPARTMENT OF JUSTICE, 
FEDERAL BUREAU OF INVESTIGATION, 

Washington, DC, July 3, 1997. 
Ms. DAISY DELOGU, Program Manager, 
Procedures and Standards Administration, 
ANSI, New York, NY. 

DEAR MS. DELOGU: This will confirm our telephone conversation on July 1, 1997 
in which I advised you of the FBI's desire to withdraw out appeal to the Executive 
Standards Council for a review of procedures being followed by the Telecommuni- 
cations Industry Association (TIA) in the development ANSI HSR J-STD 25. I have 
discussed this matter with Mr. David Yarbrough, FBI, and Mr. Dan Bart, Vice 
President of Standards and Technology, TIA. I am confident of TIA's commitment 
to the fair and equitable application of TIA's and ANSI's procedures during the de- 
velopment of this standard. We have agreed that continued discussions between TIA 
and law enforcement will ensure a better understanding of each party's concerns. 

Thank you for your interest and assistance in this matter. 
Sincerely, 

EDWARD L. ALLEN, Chief, 
Electronic Surveillance 

Technology Section, 
Information Resources Division. 

TELECOMMUNICATIONS INDUSTRY ASSOCL^TION, 
Arlington, VA, August 11, 1997. 

Hon. JANET RENO, Attorney General, 
U.S. Department of Justice, 
Washington, DC. 

DEAR MS. RENO: The Telecommunications Industry Association (TIA) has learned 
that a meeting concerning the current deadlock between the Federal Bureau of In- 
vestigation and the telecommunications industry with respect to implementation of 
CALEA was scheduled for telecommunications carriers and their associations at 
your offices on August 12, 1997. TIA understands that the meeting has now been 
canceled, however, we ask to be considered for participation in any future meetings 
regarding CALEA. 

TIA is a full-service trade association of more than 600 members who manufac- 
ture and supply communications and information technology equipment and service 
throughout the United States and abroad. TIA represents both large and small com- 
panies which collectively provide the bulk of the physical plant and associated 
equipment for the industry. In addition, TIA is accredited by the American National 
Standards Institute (ANSI) to issue American National Standards for the industry. 
TIA also testified before Congress on the CALEA legislation. 

While TIA is encouraged that the Department of Justice has decided to become 
actively involved in the resolution of CALEA issues, our members are perplexed that 
you would not involve in these important discussions the manufacturers of the 
eqtiipment that must be modified. Congress specifically provided a role for manufac- 
turers in CALEA, see CAI..EA section 106. TIA is also the lead organization estab- 
lishing the industry standard for CALEA as contemplated by section 107. Discussing 
these significant issues with carriers only is similar to the government calling to- 
gether automobile dealers and their associations to discuss government require- 
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ments for new safety designs to cars, but not inviting the big three auto manufac- 
turers. 

We do not believe much progress can be made with respect to deciding which of 
the wiretap capabilities requested by the FBI can be accomplished unless the com- 
pfuiies who need to conceive, design and implement these changes are present. 
While the carriers are likely to know what it is they £u"e inclined to buy, only the 
manufacturers can definitively opine on what can be made and in what time frame 
the equipment can be developed and distributed to service providers. CALEA puts 
significant requirements on both carriers and manufacturers. Without both consid- 
ering the issues, a solution will not be foimd. 

Although there are hundreds of carriers, there are only a handful of manufactur- 
ers that make up the m^ority of the market in telecommunications equipment. Ac- 
cordingly including the primary manufacturers and their trade association would 
only increase the size of the meeting by a few seats. TIA would be pleased to coordi- 
nate with your office to identify the representatives of the primary telecommuni- 
cations equipment manufacturers. 

Please feel free to call me or Grant Seiffert, Director of Government Relations of 
my stafT, for additional information at (202) 383-1483. Thank you for your attention 
to this important matter. TIA believes that future participation would enable manu- 
facturers to explain their concerns and to provide any necessary CALEA background 
in greater detail that will benefit all interested parties. 

Sincerely, 
MATTHEW J. FLANIGAN, President. 

TELECOMMUNICATIONS INDUSTRY ASSOCIATION, 
Arlington, VA, September 9, 1997. 

Hon. JANET RENO, Attorney General, 
U.S. Department of Justice, 
Washington, DC. 

DEAR MS. RENO: The Telecommunications Industry Association (TIA) has learned 
that the Department has conducted negotiation meetings with telecommunications 
carriers concerning the implementation of CALEA, but has, again, decided not to 
invite the companies that manufacture the telecommunications equipment that is 
the subject of these negotiations. The most recent negotiations conducted at the De- 
partment, inter alia, attempted to convince the carriers to purchase certain tele- 
communications features that law enforcement considers to be important, but which 
are not required by law. 

Implementation of the features sought by the government is a matter that re- 
quires manufacturer participation. The complexity of implementing such features is 
likely to vary significantly from manufacturer to manufacturer and from platform 
to platform. While eventual agreement by carriers that they would be willing to in- 
troduce desired wiretap capabilities might be necessary, this ignores the critical 
question of whether such features are achievable and on what time schedule they 
might be created. Carriers cannot possibly address that question. We urge the De- 
partment to consider whether concessions from carriers alone would have any mean- 
ing or reasonable prospect of solving the significant technical and legal problems 
precluding fiill implementation of CALEA and whether carrier-exclusive discussions 
are a productive use of time and resources. 

TIA stands ready to coordinate the participation of telecommunications manufac- 
turers in future discussions with the Department. Grant Seiffert, Director of Gov- 
ernment Relations, would be pleased to coordinate this issue with your staff. 

Sincerely, 
MATTHEW J. FLANIGAN, President. 

cc:   Steven Colgate, AAG 
Robert S. Litt, DAAG 
Congressman Harold Rogers 
Senator Judd Gregg 
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U.S. DEP/VRTMENT OF JUSTICE, 

FEDERAL BUREAU OF INVESTIGATION, 
Washington, DC, October 1, 1997. 

Mr. MATTHEW J. FLANIGAN, 
Arlington, VA. 

DEAR MR. FLANIGAN: On behalf of the Attorney General and the Director of the 
FBI, I am writing to you in response to your letter to the Attorney General dated 
9/9/97, in which you express your organization's desire to coordinate the participa- 
tion oif the telecommunications manufacturers. Law enforcement has met recently 
with telecommunications company representatives. However, the purpose of these 
meetings has not been to negotiate or request concessions from carriers. The intent 
of these meetings has been to work out aifferences that exist between law enforce- 
ment and the telecommunications industry regarding the proposed standard. Law 
enforcement views the proposed standard as missing basic capabilities to meet evi- 
dentiary and minimization requirements. These requirements are necessary to en- 
sure the integrity and cost effectiveness of electronic surveillance. 

The telecommunications carriers have assured us that they are in contact with 
their respective manufacturers regarding a CALEA solution for the specific plat- 
forms deployed in their networks. This approach is consistent with the standard 
business practice of the telecommunications industry, insofar that carriers commu- 
nicate directly with manufacturers when interested in the development or imple- 
mentation of a new feature. 

Law enforcement is cognizant of the need for the telecommunications industry, 
both carriers and manufacturers alike to remain apprised of all significant develop- 
ments that may result fi^m the above described meetings. As such, law enforcement 
is willing to meet with all concerned parties in order to reach an amicable resolution 
to the issues under dispute. 

Sincerely, 
H. MICHAEL WARREN, Senior Program Manager / Chief 

CALEA Implementation Section 

Mr. McCoLLUM. Thank you very much, Mr. Flanigan. 
Mr. Dempsey, let's see if we can get your testimony in before we 

have to run out to vote. Please, proceed. 

STATEMENT OF JAMES X. DEMPSEY, SENIOR STAFF COUNSEL, 
CENTER FOR DEMOCRACY AND TECHNOLOGY 

Mr. DEMPSEY. Mr. Chairman, members of the Crime Subcommit- 
tee, thank you for inviting me to testify today. The Center for De- 
mocracy and Technology is a civil liberties organization. Most of 
our current staff were involved in the drafling of this legislation. 
As the chairman indicated, at the time I was an assistant counsel 
to the subcommittee that had jurisdiction over this legislation and 
other members of our staff worked on the legislation. We still sup- 
port the principles and goals of this legislation, but we cannot sup- 
port it the way it is being currently implemented and interpreted 
by the FBI. 

A number of the points that have already been made we agree 
with. I think there is consensus that the deadlines on this legisla- 
tion cannot be met. The FBI basically admitted that in its imple- 
mentation plan submitted in the Spring. There is also, I think, gen- 
eral agreement that the so-called punch list items—the additional 
items being sought by the FBI, the reasons why the FBI has so far 
blocked adoption of a industry standard—those add-ons go beyond 
the intent and scope of the legislation. They are additional capabili- 
ties which it might be nice to have, but they are not central to the 
core capability that Congress intended to preserve. They are en- 
hancements, not preserving the capability. 

There also, obviously, is need to re-address the question of reim- 
bursement and the embedded base, the equipment that has been 
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installed since January 1, 1995, and I think there's a consensus on 
the need to address that, as well. 

I would like to focus on the privacy aspects of this legislation be- 
cause I think they are critical. One of the ironies of this entire de- 
bate is that the new technologies, while in some respects they 
make it harder for law enforcement to carry out wire taps, in many 
respects the new technologies make it easier. This is a powerful 
new technology. There is more information out there that people 
are putting on the airwaves and over the telephone lines, and the 
new technology in some respects is potentially more intrusive and 
more personally revealing. And this is coming about not as a result 
of CALEA, not as a result of congressional pressure, but simply as 
a result of the evolution and development of the technology. 

Now, law enforcement is entitled to get those additional benefits, 
those enhancements in its capability. The question is, one, should 
they be meindated uniformly and ubiquitously throughout the coun- 
try? And I think the answer is clearly "no, they should not." That 
was not the intention of CALEA to require an expansion of author- 
ity to the maximum allowed by the legislation. 

The second very important issue is as those enhanced capabili- 
ties become available, what should be the legal standards that gov- 
ern law enforcement access to them? Law enforcement can get 
them, but under what standards and rules? Are the standards 
strict enough to protect the privacy? We have always, as the wire 
tap laws have evolved from 1968 through 1986 with the Electronic 
Communications Privacy Act, through 1994 with CALEA, Congress 
has always said we need to ensure that the legal standards keep 
pace with the technology and that the rules and guidelines are ade- 
quate to protect privacy while allowing law enforcement a nar- 
rowly-focused access. 

In several respects, I believe the technology has now already pro- 
gressed beyond the protections that are in the law. One issue re- 
lates to location tracking in cellular telephone systems. During 
CALEA, there was a large controversy over location tracking, that 
is the ability of the cellular phone to identify the location of the 
user as the user moves from home to office, from one location to 
another. As it makes calls, those can be tracked. The FBI Director 
came before the subcommittee and testified that it was not the in- 
tention of CALEA to mandate a tracking capability as a uniform, 
nationwide requirement in wireless systems. 

Under pressure from the FBI, the industry has acceded to that 
demand and has put that into the proposed standard. The standard 
that the FBI has rejected for other reasons has this additional ca- 
pability, one which in our view clearly goes beyond the intent of 
CALEA. We believe that that should be stricken from the standard 
and we have petitioned the FCC to ask them to do so on the 
grounds that that violates the intent and goes beyond CALEA. 

But regardless of whether tracking is in CALEA or out of 
CALEA, it is by and large coming. I think we probably have some- 
thing like 30 million wireless telephone users in this country alone. 
That's probably even a low number. Thirty million ordinary Ameri- 
cans who carry wireless telephones with them. Those are basically 
tracking devices. You are carrying with you a tracking device. The 
Government can get access to that information. The question is 
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what is the proper standard, and we believe that that is so intru- 
sive, in that you carry those phones into places where you're enti- 
tled to a reasonable expectation of privacy, the standard should be 
a probable cause standard. 

The second aspect in which the standard goes beyond the re- 
quirements of CALEA £uid goes beyond preserving capability has to 
do with an emerging, somewhat esoteric, but critically important 
technology called "packet switching." The wire tap laws have al- 
ways drawn a distinction between access to content and access to 
dialing or signalling information. The content of your communica- 
tions are fully protected. Should I suspend? 

Mr. McCoLLUM. Mr. Dempsey, I think before you get into that 
very technical area we better go vote. Because we are going to have 
to have a recess. And so if you would suspend, we'll be in recess 
and we'll be back right after the vote is completed. 

[Recess.] 
Mr. McCOLLUM. The subcommittee will come to order. If we can 

get started it would be helpful. Every time we have battles on the 
floor, I'm reminded of "order in the house" and know exactly where 
that expression comes from. When we had our recess commence for 
the vote a few minutes ago, Mr. Dempsey was in the middle of his 
testimony and about to give us a viewpoint of a somewhat technical 
nature on a point, and you may proceed, Mr. Dempsey. 

Mr. DEMPSEY. Thank you, Mr. Chairman, and 111 try to make 
this as simple as possible. It's spelled out in greater detail, obvi- 
ously, in my written testimony. But I think it is important to the 
whole fiiture of the communications network in our country and 
critically important to this question of the proper balance between 
law enforcement and the standards that protect privacy. 

I was saying that the laws have always drawn a distinction be- 
tween content, which is fully protected, and the signalling or dial- 
ing or transactional information that routes the telephone con- 
versation, which has always been less protected. The Supreme 
Court held that the dialing information has no Fourth Amendment 
protection at all. In 1986, in ECPA, the Electronic Communications 
Privacy Act, Congress did establish a very minimum requirement 
for access using what's known as a pen register or a trap and trace 
device to this dialing information that adlows law enforcement to 
keep track of who is calling whom, which is an essential building- 
block of an investigation. Congress said that any prosecutor who 
goes to a judge and submits an application affirming that the infor- 
mation sought is relevant to an ongoing investigation, the judge 
shall sign that order. It's a mere relevant standard, no need for 
probable cause, no need even to suspect that the target is himself 
engaged in criminal conduct, but it is merely "relevant to"—he may 
be someone who was in touch with someone who was the target, 
and so on. It can get quite broad. Law enforcement, in fact, con- 
ducts ten times as many pen registers and trap and trace devices 
as it does wire taps. 

The telecommunications system is evolving toward the use of 
something known as packet switching which takes every little com- 
munication, breaks it up into small packets of content, and at- 
taches to each packet a little addressing information that tells the 
system where to send it. It gets stuffed into the pipeline where it 
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can be transmitted very efficiently at a high rate of speed and then, 
before it reaches its intended destination, the addressing informa- 
tion puts it all back together and you hear an uninterrupted con- 
versation. 

The question is how do we intercept these packets for law en- 
forcement purposes? This was an issue that came up in the stand- 
ards process and my understanding is it came up relatively late in 
the process. This is a just-emerging technology for telephony. It's 
been in the Internet for some time but for telephony it's just 
emerging. Many believe it's the future of telephony. The issue came 
up late in the standard-setting process and I have to say that basi- 
cally industry and law enforcement punted on this one. They said, 
"We don't know how to sort this out. And if law enforcement has 
only authority for the dialing information, for the routing informa- 
tion, we don't know how to separate that from the content. Let's 
give everything to law enforcement." So basically, law enforcement 
would be getting under this mere relevance standard all the pack- 
ets, not only the addressing information, but the content. And law 
enforcement would be relied upon to sort it out. 

Now, in CALEA, Congress tried to use the technology, if possible, 
to enhance privacy protection. This was the two-sided balance of 
the legislation, to ensure that law enforcement got what it was en- 
titled to and that a minimum access was preserved, but to try to 
ensure that law enforcement got no more than what it was entitled 
to. This whole packet switching issue completely destroys that di- 
chotomy. And there are two possibilities. 

One is to go back to the drawing board and figure out a way to 
separate, in this new emerging environment, content from signal- 
ing information so that law enforcement only gets what it's entitled 
to. The alternative is to simply say that if you're going to get all 
the content, you've got to meet the full probable cause court war- 
rant standard under Title III. 

Let me just conclude by sajing that I think it would be a mistake 
to believe that the CALEA implementation problem could be solved 
merely by extending the compliance deadlines. I think it's critically 
important, as Congress always has before, when it addressed wire- 
tapping, to not only look at the law enforcement needs, to not only 
look at the business needs and the cost issues, but to also look at 
the privacy issues. And that's why I am urging and CDT today is 
urging this committee in whatever you do, to also pay attention to 
the standard, because if there is, outside the purview of this com- 
mittee, some sort of deal cut and the implementation of CALEA 
moves forward, but on a delayed timeframe as people recognize is 
going to have to be necessary, if it moves forward without address- 
ing the question of the balance between law enforcement capabili- 
ties and the legal protections, then we will have lost a major oppor- 
tunity here. This committee has to look at the standards for law 
enforcement access to this new technology and set the appro- 
priately high standards necessary to protect privacy. 

I'd be happy to answer any questions you have about the capac- 
ity requirements or further about the intent of the legislation. 
Thank you, Mr. Chairman. 

[The prepared statement of Mr. Dempsey follows:] 
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PREPARED STATEMENT OF JAMES X. DEMPSEY, SENIOR STAFF COUNSEL, CENTER FOR 
DEMOCRACY AND TECHNOLOGY 

L INTRODUCTION AND SUMMARY , 

The Center for Democracy and Technology (CDT) is pleased to have this oppor- 
tunity to testify about implementation of the Communications Assistance for Law 
Enforcement Act of 1994 (CALEA). 

Our testimony will make the following points: 
• CALEA is critically important to maintaining a balance among the interests 

of law enforcement, privacy and innovation as the nation's communications 
infrastructures continue to evolve and expand their importance in everyday 
life. 

• Implementation of the legislation has gotten seriously off-track, largely be- 
cause the FBI has departed from the reasonableness that marked the drafting 
of the law and instead has tried to use it to expand government surveillance 
capabilities. 

• Congress has to intervene to make clear to the FBI that it cannot dictate the 
design of the nation's phone system and cannot insist upon industry acquies- 
cence to capabilities that go beyond the status quo. Congress must intervene 
to return CfALEA to a narrow focus on preserving but not expanding law en- 
forcement access. 

Essential elements of the CALEA compromise 
CALEA was intended "to balance three key policies: (1) to preserve a narrowly 

focused capabiUty for law enforcement agencies to carry out properly authorized 
intercepts: (2) to protect privacy in the face of increasingly powerful and personally 
revealing technologies: and (3) to avoid impeding the development of new commu- 
nications services and technologies." Judiciary Comm. Rep. 103-827, p. 13. 

The essential features of the balance that Congress struck in CALEA were: 
(1) Telephone companies would be required to ensure that their systems con- 

tinue to enable government agencies to intercept communications and asso- 
ciated call-identifying data, notwithstanding developments in technology. 

(2) Law enforcement's ability to wiretap would be preserved but not expanded. 
(3) Law enforcement would not be able to dictate system design; rather indus- 

try would develop the technical specifications for implementation, with an 
appeal to the Federal Communications Commission (FCC) if the standards 
process failed. 

(4) Privacy protections would be strengthened, especially to give added protec- 
tion to the increasingly rich category of transactional or signaling data, and 
carriers would be required to protect the privacy of commxinications not au- 
thorized to be intercepted. 

(5) Carriers would be reimbursed for expenses in retrofitting existing equip- 
ment and adding additional capacity for law enforcement. 

(6) Mechanisms of accountability and oversight would ensure that the imple- 
mentation process is open to review by Congress and ultimately by the pub- 
lic. 

CALEA is now in jeopardy. 
CALEA was adopted in October 1994. Three years later, implementation of the 

statute is in a state of uncertainty approaching paralysis and its carefiilly-crafled 
balance is in jeopardy: 

To date, the FBI still has not issued a final capacity notice advising communica- 
tions carriers how many simultaneous law enforcement surveillances they must be 
able to accommodate. The FBI's two efforts so far have proposed surveillance capac- 
ities far in excess of historical patterns. Capacity, though, was supposed to be the 
easy part of implementation. Congress thought it would take one year; it is now al- 
most three. 

In terms of the harder issue, defining technical standards to give service providers 
and their manufacturers a safe harbor for complying with CALEA's capability re- 
quirements, the FBI has tried to dictate the adoption of enhanced surveillance capa- 
bihties and has blocked adoption of an industry standard that did not include all 
the FBI's detailed proposals. 

It appears that the FBI is trying to avoid reimbursement of carriers for the full 
cost of implementation, shifting costs to carriers, thereby avoiding responsibility for 
prioritizing law enforcement's needs and defeating the principle of accountability. 
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CDT and other public interest organizations have joined the cellular industry in 
urging the Federal Communications Commission (FCC) to take over implementation 
of CALEIA. CDT has argued to the FCC that the proposed industry standard already 
goes too far in expanding law enforcement capabilities and fails to protect the pri- 
vacy of communications not authorized to be intercepted. 

Meanwhile, the October 25, 1998 implementation deadline for CALEA is rapidly 
approaching and the FBI is threatening to seek sanctions against any company that 
fails to meet its interpretation of the law. 
How did CALEA get so off track? 

Since CALEA was enacted, the FBI has tried to enforce the statute that it want- 
ed, rather than the balanced and narrowly-focused statute that Congress enacted. 
Early versions of digital telephony legislation would have given the Department of 
Justice design control over the nation's telecommunications system. Congress re- 
jected that approach. It instead enacted broad fiinctional criteria and deferred to the 
industry standards process to develop solutions, with an appeal to the FCC if that 
process failed. FBI Director Louis Freeh testified in 1994 that this Committee's 
work was "a vast improvement" over the earlier version. Freeh testified that the re- 
vised bill was a "remarkable compromise," that it achieved "a delicate, critical bal- 
ance." He emphasized that the legislation "reflects reasonableness in every provi- 
sion. ' 1 

Since Congress finished its work, the FBI has rejected reasonableness. It has 
sought to dominate the industry standards process and has sought to assume for 
itself the type of design control over the nation's telecommunications system that 
Congress expressly denied it. The FBI has tried to use the statute to exploit the 
potential of the new digital technology to enhance rather than merely preserve its 
surveillance capability. 
— What can Congress do now? 

CDT is a privacy and civil liberties organization focused on promoting democratic 
values in the new digital media. Much of the current staff at CDT were involved 
in the development of CALEA. I myself was assistant counsel to the Subcommittee 
that originated CALEA in the House, and I spent considerable time on this legisla- 
tion. Having helped put this statute together, we cannot support it the way it is 
being implemented. 

CDT does not question here the objective of preserving a ntUTOwly-focused ability 
for the government to carry out electronic surveillance in the face of ongoing techno- 
logical changes. Nor do we question here that wiretapping is a usefiil law enforce- 
ment tool, although we suspect it is not as critical as the current leadership of the 
FBI claims. Finally, we do not ask the Committee today to block the government 
from taking advantage of market-driven changes in technology that enhance surveil- 
lance. (One of the ironies of the CALEA debate is that digital technology in many 
ways enhances law enforcement's abilities.) 

Instead, we urge the Committee to retxim the CALEA implementation process to 
the spirit of reasonableness that characterized the drafting and enactment of 
CALEA We urge the Committee to ensure that CALEA is not interpreted as a man- 
date to industry to affirmatively design a surveillance infrastructure, but merely as 
a requirement, in the words of FBI Director Freeh, to "pre8erv[e] that tool as it has 
existed since 1968." Hearings, p. 113. And because developments in technology are 
in some ways making surveillance easier, we urge the Committee to strengthen, not 
weaken the wiretap laws, to protect the privacy of innocent citizens. 

CALEA is heading for the proverbial trainwreck. In October 1998, the legislation 
takes effect. Standards for implementation have not been adopted. Even if adopted 
tomorrow, they could not be incorporated into equipment until sometime in 1998 at 
the earliest. The FCC, however, is clearly reluctant to become involved in the mat- 
ter. This means that, in October 1998, if not sooner, the statute could be thrown 
into the courts, with serious risks for law enforcement, industry and privacy. 

It is clear now that it is time for Congress to intervene to reassert the balance 
that it intended in 1994. It can do so without reopening the entire statute. The goals 
of Congress should be to make it clear that the FBI cannot dominate the implemen- 
tation process and that the FBI's proposals for enhanced surveillance capability are 
beyond the mandate of CALEA 

'Digital Telephony and Law Enforcement Access to Advanced Telecommunications Tech- 
nologies and Services: Joint Hearings on H.R. 4922 and S. 2375 Before the Subcomm. on Tech. 
and the Law of the Senate Comm. on the Judiciary and the Subcomm. on Civil and Constitu- 
tional Rights of the House Comm. on the Judiciary, 103rd Cong. (1994) (hereinafter "Hearings") 
pp. 112-14. 
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• Congress can achieve these goals by directing the FBI to begin promptly to 
reimburse carriers to implement the proposed industry standard minus loca- 
tion tracking and the packet switching option and minus the other additional 
items still sought by the FBI. 

• Alternatively, Congress can amend the language of CALEA section 107(b) to 
require the FCC to institute a rulemaking on standards. 

• In light of the delays caused by the FBI, it seems necessary for Congress to 
extend the October 25, 1998 implementation deadline and the reimbursement 
cutoff date of January 1, 1995. 

• Congress should make it clear that location information is not a CALEA man- 
date, but because location tracking information will probably become increas- 
ingly available and increasingly specific within wireless systems, whatever is 
done in terms of CALEA implementation, Congress should amend Title III to 
enact a probable cause standard for access to location information. 

n. CALEA OVERVIEW—WHAT DID CONGRESS INTEND? 

For much of the history of telephony, the government's ability to wiretap was an 
unintended bv-product of the design of the telephone system, and that capability re- 
mained largely static. More recently, the technology has been changing rapidly. In 
this time of rapid development, the industry could ignore law enforcement concerns, 
and design its systems only to meet market demands most efficiently, in which case 
some changes would enhance government surveillance capability and others would 
hinder it. At the other extreme, industry, if mandated, could build a comprehensive 
surveillance network. There is a middle course: society could try to achieve a bal- 
ance, preserving a narrowly focused surveillance capability while protecting privacy 
and not impeding the development of new services to meet customer demands. 

In CALEA, Congress chose this third path of balance. The law was intended to 
ensure that developments in technology did not have the unintended effect of erod- 
ing government surveillance capabilities. It is clear that Congress did not intend to 
mandate that the technology be developed in ways that would maximize its surveil- 
lance potential. The Judiciary Committee report states that CALEA was intended 
"to preserve a narrowly focused capability for law enforcement agencies to carry out 
properly authorized intercepts" (emphasis added). FBI Director Louis Freeh testified 
repeatedly and consistently that the legislation was intended to preserve, not ex- 
pand the capability as it had existed since 1968. This Committees report stressed 
that CALEA s requirements were to be narrowly construed. 

In determining how far the FBI approach to CALEA implementation has departed 
from Congress' intent, it is usefiil to look at the actual problems that were presented 
to Congress. Between 1992 and 1994, the FBI conducted a series of surveys of fed- 
eral, state and local law enforcement agencies and found 183 technology-based prob- 
lems out of the tens of thousands of surveillances conducted. (The problems covered 
both Title III content interceptions and the interception of call-identifying informa- 
tion through pen registers and trap and trace devices.) 

Of the problems identified by the FBI, the most common was lack of adequate ca- 
pacity in cellular systems to accommodate multiple surveillances at the same time. 
This accounted for 30% of all problems law enforcement could identify. The second 
most common problem was the inability of certain cellular systems to provide law 
enforcement with call-identifying information on a real-time or contemporaneous 
basis. (The cellular system collected diaUng information, but there was a delay be- 
fore the information could be accessed.) The third most common set of problems re- 
lated to special dialing features. Basically, when a person uses speed oialing, voice 
dialing or automatic redial or call-back, the pen register on the customer line only 
picks up the coded command, not the full number that it represents. The fourth 
most common problem was call forwarding. Law enforcement could not capture in- 
coming calls to the target's line that were forwarded at the central office using a 
service provided by the telephone company. Like the other problems, call forwarding 
was not a uniquely "digital' problem; it had existed in the analog world. There were 
other miscellaneous problems. See Judiciary Comm. Rep., p. 15. 

From this survey, it was clear to Congress that there were problems meriting leg- 
islation. And, of course. Congress was concerned to ensure that the future evolution 
of technology did not create new problems. But it was a fundamental assumption 
of Congress in 1994 that most equipment in place at the time was able to meet law 
enforcement surveillance requirements. After all, of the tens of thousands of wire- 
taps, pen registers and traps and traces conducted in the 1992-94 timeframe, there 
had been only 183 documented problems. This type of record cannot serve as the 
basis for a comprehensive redesign of the nation's' telecommunications system. 



Conclusive evidence that Congress' assumption was correct is found in the fact 
that since 1994, even though CALEA implementation has been stalled, even though 
industry has continued to install equipment not designed with law enforcement's re- 
quirements in mind, electronic siureillance continues to be carried out. In the years 
since CALEA was enacted, the numbers of wiretaps, pen registers and trap and 
trace devices have remained at all-time highs, while the number of persons inter- 
cepted and the number of conversations monitored have gone up. There is no need 
for a comprehensive redesign of the telecommunications networks. Most equipment 
and services in place today are "CALEA compliant." 

m. PRIVACY PROBLEMS RAISED BY CALEA IMPLEMENTATION 

Despite the discrete nature of the problems identified by the FBI and presented 
to Congress in 1994, and despite evidence that the nation's telecommunications sys- 
tem continues to support law enforcement wiretaps, the FBI has pushed for a com- 
prehensive redesign of communications infrastructures. The FBI dominated the in- 
dustry standards setting process. Under pressure from the FBI, industry yielded, 
and put forth a proposed standard that expands surveillance capabilities and fails 
to protect the privacy and security of communications not authorized to be inter- 
cepted. 

Two provisions of the industry proposed standard are of msgor concern: 
A. Location Tracking 

The FBI wants to require wireless carriers to provide law enforcement agencies 
with location information at the beginning and end of any cellular and PCS commu- 
nication, thereby turning the nation's wireless phones—now used by milUons of ordi- 
nary citizens—into real-time tracking devices. It was the express intent of Congress, 
supported by the Director of the FBI on the record in public testimony, that CALEA 
not include any location or tracking requirement. 

At the first joint House and Senate Hearing leading to enactment of CALEA, FBI 
Director Freeh expressly testified that CALEA would not require carriers to make 
location information uniformly available. Director Freeh testified that "call setup in- 
formation" (later changed to "call-identifying information") as a CALEA requirement 
was not intended to include location information. Freeh was very clear in disavow- 
ing any intent to cover such information: 

"[Call setup information] does not include any information which might disclose 
the general location of a mobile facility or service, beyond that associated with 
the area code or exchange of the facility or service. "There is no intent whatso- 
ever, with reference to this term, to acquire anything that could properly be 
called tracking* information." Hearings, p. 6. 

Wireless phone tracking was a very potent source of opposition to CALEA. The 
FBI was eager to put it off the table. Nothing in the subsequent negotiations over 
CALEA brought it back in. When FBI Director Freeh returned to Congress to praise 
the revised CALEA bUl, he never mentioned tracking. Ever since the law was 
signed, the FBI has worked mightily to claim that tracking is a CALEA mandate, 
and industry, while never agreeing that it was a mandate, put it in the standard. 
B. Packet Switched Content Delivery 

Teleconmiunications companies are beginning to incorporate in their systems 
"packet switching" protocols similar to those used on the Internet. In a packet 
switching system, communications are broken up into individual packets, each of 
which contains addressing information that gets the packets to their intended des- 
tination, where they are reassembled. 

This development has potentially profound imphcations for government surveil- 
lance. It has always been assumed that there is a distinction between call content, 
which is entitled to full Fourth Amendment protection requiring a judicisd warrant 
based on probable cause, and signaUng information, which is protected under a 
much lower relevance standard. In CALEA, Congress required companies to use 
technology that kept these two separate. But in the CALEA process, industry and 
the FBI assimied—apparently with little study—that it is not feasible to provide sig- 
naling information separate from the communications content in a packet switching 
environment. Therefore, the FBI and industry have proposed a standard that allows 
companies to deliver the entire packet data stream—including call communica- 
tions—when law enforcement is entitled to receive only dialing or signaling informa- 
tion under a pen register order. The proposed standard reUes on law enforcement 
to sort out the addressing information from the content, keeping the former but ig- 
noring the latter. 
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This approach, were it followed, could well represent a total obUteration of the 
distinction between call content and signaling information that was a core assump- 
tion of the Electronic Communications Privacy Act of 1986. It also violates section 
103(aK4XA) of CALEA, which requires carriers to ensure that their systems 
"protect[] the privacy and security of communications tmd call-identifying data not 
authorized to be intercepted." 

Before casting aside a basic distinction of the wiretap laws, there should be a 
careful technical examination of whether call-identifying information can reasonably 
be separated from the full data packet. The implementation of CALEA could go for- 
ward without a packet-switching standard. A technical inquiry, by the FCC or an- 
other entity, undertaken at the direction of Congress, could examine the privacy and 
security aspects of packet switching and determine whether, and if so how, call con- 
tent can be withheld from the government when the government is not authorized 
to receive it. Otherwise, Congress should act to make it clear that the government 
can access packet data information only in response to a Title III order, not in re- 
sponse to a pen register order 
C. Additional Surveillance Enhancements Sought by the FBI 

In the foregoing respects, the standard proposed by industry under FBI pressure 
already exceeds the outer limits of what Congress intended to mandate through 
CALEA. The FBI, however, has made it clear that it is not satisfied with the stand- 
ard. The FBI has urged expansion of the standard to require functionality that goes 
even further beyond anything Congress contemplated. The FBI's "punch-Ust" of en- 
hancements includes: 

• Multi-party monitoring—The FBI wants phone companies to design their sys- 
tems so the government can monitor all parties to a multi-party call even 
after the subject of the intercept order is no longer participating in the call. 
The purpose of CALEA was to follow the target, but the FBI wants to con- 
tinue monitoring those left behind after the subject of the court order is no 
longer on the call. Not only is this not mandated by CALEA, but providing 
it would violate section 103(aX4XA) of CALEA and the particularity require- 
ment of Title III and the Fourth Amendment, since law enforcement is not 
authorized to intercept the c£dls of people not named in the order, when they 
are not using the facilities named in the order. 

• Expanded definition of call-identifying information—Much of the controversy 
under CALEA relates to the distinction between interception of call content 
and the interception of call-identifying information. Call-identifying informa- 
tion is collected with pen registers or trap and trace devices, authorized with- 
out probable cause and without the discretionary review accorded to full call 
content interceptions. The FBI is seeking an expanded definition of "call-iden- 
tifying information" in order to increase the amount of information that it ob- 
tains under the minimal standard applicable to pen registers. 

But CALEA rejected this approach. Because Congress was concerned with a blur- 
ring of the distinction between call-identifying data and call content, it included in 
CALEA an amendment to the pen register statute to require law enforcement when 
executing a pen register to use equipment "that restricts the recording or decoding 
of electronic or other impulses to the dialing and signaling information utilized in 
call processing." CALEA section 207(b), codified at 18 U.S.C. 3121(c). Other signal- 
ing or sounds that do not relate to dialed numbers are neither encompassed by the 
pen register law nor required by CALEA. Contrary to this intent, the FBI wants 
to use pen registers to collect digits that the subject dials after cut-through. These 
digits do not identify a call in any sense but rather are content-related. The FBI 
is also seeking on-line notifications of customer changes in service, messages indi- 
cating when a party puts a call on hold, and messages indicating when the subject 
has a voice mail. 
D. Capacity 

One of the major issues that prompted Congress to adopt CALEA was concern 
that telephone switehes would not have the capacity to conduct multiple simulta- 
neous intercepts. This had already been a problem in cellular systems, especially in 
New York Ci^, where a number of law enforcement agencies operate and were com- 
peting for a limited number of surveillance ports on cellular switehes. 

Since law enforcement surveillance activity obviously varies from region to region, 
CALEA requires the FBI to issue notice of its capacity requiremente for each geo- 
graphic area, so that carriers know how much capacity to install. In October, 1995, 
the FBI issued its first proposed capacity notice. It seemed to require companies in 
major cities to install a surveillance capacity that would allow simultaneous mon- 
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itoring of up to 1% of customer Knes in service. This proposal was roundly criticized 
as excessive and the FBI withdrew it. 

In January, 1997, the FBI issued a second notice, usin^ a new methodology based 
on past activity. However, this second notice was also deficient in three ways: 

(1) The FBI exaggerated law enforcement's past experience. The Bureau col- 
lected data, consisting of combined federal, state and local law enforcement 
surveillance activity for each county or service area nationwide, between 
1993 and 1995. From this date, the FBI determined the 24-hour peak of 
surveillance activity for each switeh, over the course of the 26 month survey 
period. From switen to switeh, these peaks did not occur on the same day, 
tut the FBI added them together to obtain a hypothetical county-wiae 
"peak," which the notice requires companies to meet as if the stu^eillances 
occurred all on the same day. 

(2) The second notice and some of the FBI's informal comments about it have 
seemed to imply that each and every carrier serving a particular area would 
have to install capacity sufficient to meet the total surveillance needs for 
that region, even if the carrier only served a portion of the customers in the 
area. Even broader interpretetions of the notice, which the FBI has infor- 
mally disavowed, would require carriers to install in each switch a capacity 
sufficient to meet the requirements projected for an entire county or multi- 
county service area. Under either of these interpretetions, the requiremente 
of the second notice would require industry to install capacity unrelated to 
historical surveillance activity, costing taxpayers many nullions of dollars in 
unnecessary reimbursement. 

(3) The second notice draws no distinction between the capacity required to 
intercept call content and the capacity required to access dialed number in- 
formation, even though CALEA requires a distinction between interceptions 
of call content and interceptions of caU-identifying information through pen 
registers or trap and trace devices. The FBI indicates that 90% of all sur- 
veillances involve access only to dialed number information, not call content. 
The distinction is important for privacy because the capacity to intercept 
call content is more intrusive (ana may be more expensive) than the capac- 
ity to intercept call-identifying information. Congress wanted companies to 
use technology that limited the amount of information provided to law en- 
forcement under pen register and trap and trace authority. The second no- 
tice ignores that intent. 

Given the lack of any official written interpretetion of the notice that is subject 
to public review, we have concluded that the problems created by the conflicting in- 
terpretetions of the second notice are so profound that the FBI should issue another 
notice for further pubhc comment, making it clear what capacity levels were in- 
tended. 

rv. STRONG PRIVACY PROTECTIONS ARE ESSENTIAL TO THE INTEGRITY OF CALEA 

CALEA was based on the dual premise that the laws authorizing electronic sur- 
veillance have strict legal requirements to protect privacy and that those standards 
are strictly enforced by the courte. In the absence of such strict legal requirements— 
if they are weakened legislatively or if they are not enforced by the courts—then 
the premise of CALEA falters and the legislation becomes far more threatening, re- 
quiring as it does the ubiquitous preservation of easy technical access. 

Unfortunately, since CALEA was enacted, the Justice Department has sought nu- 
merous weakening amendments to the wiretap laws. Congress so far has rejected 
most, but it included two weakening changes in the 1996 terrorism bill. There, the 
Justice Department won Congressional repeal of one of the privacy enhancemente 
adopted in CALEA with the intent of balancing privacy concerns with law enforce- 
ment needs (the now-repealed provision extended the privacy protections of the 
wiretap laws to wireless data transfers). In addition, this Committee inserted a pro- 
vision carving electronic funds trsinsfer information out of the definition of electronic 
communication. In the Senate, there was a proposal te carve out wiretepping in 
prisons. Further, the Justice Department continues to pursue other amendments 
that would loosen the privacy standards of the wiretap laws, notably the standards 
for roving taps. 

Some darijfications in the wiretap laws may be warranted. But it undermines the 
foundations of CALEA if those changes weaken the existing privacy protections, or 
if those protections are not working as intended to limit investigative agency discre- 
tion. Unless Title III, ECPA, and the pen register statute constitute meaningful pri- 
vacy legislation, the foundation of CALEA wul be eroded. 
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If this Committee supports CALEA, it should support strong privacy provisions 
in the wiretap laws. Continuing technological developments are already shifting the 
balance in law enforcement's mvor. Wireless telephone systems are developing the 
capabihty to provide more refined location information on wireless phone users. 
Nonconsensual government monitoring of location through a wireless phone impli- 
cates privacy interests. Since wireless telephones are regularly carried into places 
where a person has a reasonable expectation of privacy, Congress should clarity the 
law by requiring a warrant based on a showing of probable cause for nonconsensual 
governmental access to real-time wireless telephone location information. 

Advanced si^aling systems have also blurred the distinction between call-identi- 
fying information and call content. CALEA was intended to ensure that pen reg- 
isters and trap and trace devices only collect signaling information utilized in call 
processing. It appears that that is not happening. Instead, it appears that more and 
more information is being handled on the signaGng channel, subject only to the low 
pen register standard. If that is the direction of the technology, then Congress 
should amend the standards for governmental access to signaling data to require 
a judge to make an affirmative finding, based on a showing by the government, at 
least that the information sought is relevant and material to an ongoing criminal 
investigation. 

V. CONCLUSIONS 

There is a significant diflference between what law enforcement thinks would be 
a useful capability versus what is essential to allow law enforcement to carry out 
siurveillance as it has since 1968. There is a significant difference between authoriz- 
ing law enforcement to take advantage of whatever capabilities are available as a 
result of market-driven developments versus using the power of the government to 
require industry nationwide to build a telecommunications system that optimizes 
the surveillance potential of the technology. In CALEA, Congress did not say that 
the FBI could require phone companies to design their systems to provide to law 
enforcement all the capabilities that could be technically produced. Rather, Congress 
said that the companies had to preserve a minimal capability. 

Therefore, Congress should intervene to get the CALEA process back on track. It 
can do so directly, by authorizing the FBI to begin reimbursing carriers to imple- 
ment the industry standard, minus tracking and packet switx:hing, or Congress can 
require the FCC to exercise its rulemaking function and decide the petitions now 
before it. But it has to be made clear that the law does not allow the FBI to use 
the reimbursement process or the industiy standards process to write its own de- 
mands into the network design. Congress will have to extend the deadlines, so that 
the FBI cannot use the pressure of October 1998 to force industry to capitulate. And 
Congress must make it clear that the government is responsible for reimbursing in- 
dustry to retrofit existing equipment, including equipment installed after January 
1, 1995. This will force the FBI to prioritize its requests and will keep the funding 
issue in the public light, rather than shifting the costs to the companies, where they 
hidden in the phone bills of consumers. 

Regardless of the outcome of the CALEA implementation debate, it is clear that 
technology is moving in directions that increase government powers. Congress 
should ensure that those powers are carefully controlled. For this reason we urge 
the Committee, regardless of the outcome of the CALEA implementation debate, to 
establish a probable cause standard for access to location tracking information and 
a more meaningful standard for access to other signaling information. 

AlJOirr THE CENTER FOR DEMOCRACY AND TECHNOLOGY 

CDT is an independent, non-profit public interest policy organization. The Cen- 
ter's mission is to develop and implement public policies to protect and advance in- 
dividual liberty and democratic values in new digital communications media. The 
Center achieves its goals through policy development, public education, and coali- 
tion building. CDT coordinates the Digital Privacy and Security Working Group 
(DPSWG), a forum of more than 50 computer, conununications, and public interest 
organizations and associations working on communications privacy issues. Members 
of the Working Group played a critical role in ensuring that CALEA included pri- 
vacy protections and public accountability mechanisms and was narrowly tailored 
so as not to impede the deployment of new technology. 

House Rule XI, clause 2(gK4) disclosures: Neither James X. Dempsey nor the Cen- 
ter for Democracy and Technology have received any federal grant, contract or sub- 
contract in the current or preceding two fiscal years, nor do they represent any en- 
tity that has received any federal grant, contract or subcontract in the current or 
preceding two fiscal years. 
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Mr. McCoLLUM. Thank you very much and thank all of you for 
your testimony. And we'll go to rounds of 5-minute questions under 
the 5-minute rule and I will recognize myself for the first round of 
5-minute questions. Mr. Flanigan, you had expressed concern over 
the voting that eventually took place on the standards that went 
out and they were voted down the first time and they're out again 
in a different version this time. How did the FBI have the power 
to veto these standards? How did they have the power to vote? I 
don't understand that. Can you explain that a little bit more? 

Mr. FLANIGAN I'd be happy to, Mr. Chairman. The—^When a doc- 
ument goes through its formulating group, the process allows the 
formulating group to determine whether it's going to go as an ANSI 
ballot or whether its going to go as something other than that. 

At that point, back in the spring of 1997, the formulating group 
decided to go as an ANSI ballot. 

Mr. McCoLLUM. What's an ANSI ballot? 
Mr. FLANIGAN ANSI is American National Standards Institute. 

That's who has granted TIA the authority to become what you call 
anSDO. 

Mr. McCoLLUM. Fair enough. 
Mr. FLANIGAN And so we have the rights to carry this process 

through. At that time, the vote is open to all interested parties. 
The FBI is an interested party. All Government bodies would be an 
interested party. So the ballot went and we get the response back 
and we work on consensus. If I recall, the votes were about 94 
votes back and there were 39 "nos." And out of the 39 "nos," at 
least 30 were the identical documents of people who never even at- 
tended a standards meeting. 

Mr. McCoLLUM. So you're talking about DBA having a vote, local 
law enforcement having a vote. Who all would have gotten these 
ballots? 

Mr. FLANIGAN These were all law enforcement agencies around 
the United States, as well as the FBI. 

Mr. MCCOLLUM. So, state as well as Federal? 
Mr. FLANIGAN That is correct. 
Mr. McCoLLUM. So  
Mr. WHEELER. Mr. Chairman? 
Mr. MCCOLLUM. Yes? 
Mr. WHEELER. Can I help, perhaps, on that point just a httle bit? 
Mr. MCCOLLUM. Mr. Wheeler, sure. 
Mr. WHEELER. This is an example—happens to be from Pinellas 

County, Florida. The sheriff there, Everett S. Rice, who filed this 
document which is his opposition to the standard. To the best of 
my knowledge, Mr. Rice or his representatives never attended any 
of the meetings, but in the process, he was kind enough to also file 
the letter which he received asking him to file, which says that "all 
questions should go to Special Agent Michael McDowell," and cites 
the activities of the Telecommunications Enforcement Unit at the 



77 

FBI, and then to submit as his submission the FBFs submission. 
And—I mean, this perhaps answers your question sis to where 
those votes came from. The Sheriff was kind enough to help us 
track that down. 

Mr. McCoLLUM. Well, I appreciate that. Will that be part of the 
record? 

Mr. WHEELER. I'd be happy to make it part of the record. 
[The information referred to follows:] 
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Mr. McCOLLUM. Thank you. Mr. Flanigan, how many carriers 
voted no? 

Mr. FLANIGAN How many carriers voted no? 
Mr. McCoLLUM. Yes, sir. 
Mr. FLANIGAN I believe zero carriers voted no. 
Mr. McCoLLUM. All right. Now, you said there's an option that 

ANSI  
Mr. FLANIGAN Excuse me, I'm being told that- 
Mr. WHEELER. I think there were a couple of carriers who voted 

no, Mr. Chairman  
Mr. FLANIGAN That is right. 
Mr. WHEELER. On the basis that, with respect to the location 

issue. They felt that it exceeded surveillance that was authorized 
in CALEA. But the "no" votes were only 3 out of 30 some. So an 
overwhelming majority of the carriers supported the standard. 

Mr. MCCOLLUM. But my imderstanding if correct, Mr. Flanigan, 
is that this was a procedure that was adopted, but it could have 
been a procedure—a different procedure adopted. The statute did 
not require this particular technique, is that right? 

Mr. FLANIGAN That is correct. We've gotten back the comments 
from that first ballot, and we have addressed those comments. 
Many of the concerns have been readdressed, gone back to the com- 
mittees, and now we have resubmitted the ballot again under 
ANSI. But in addition, we've also put out what we call an "interim 
standard" ballet. This is a separate standard which happens to be 
identical to the ANSI standard. However, the interim standard can 
only be voted on by the industry or the people who are wilhng to 
pay to be at the table. 

Mr. MCCOLLUM. SO you've got a dual track going on? 
Mr. FLANIGAN Right now, we have a dual track going on. Both 

of these votes are due back at the end of this month. It is the in- 
tent, as I said earlier, that if this interim standard passes to begin 
work on that standard. An interim standard is defined as a stand- 
ard that's out there as a test standard. Each year it has to be re- 
validated, and after 3 years the interim standard would have to be 
converted to an ANSI standard. 

Mr. MCCOLLUM. In other words, eventually the Sheriff in 
Pinellas County is going to get to vote on this no matter what. 

Mr. FLANIGAN He will not be allowed to vote on the interim 
standard, unless  

Mr. MCCOLLUM. But ultimately, you said after 3 years it has to 
go out as an ANSI. 

Mr. FLANIGAN That is correct. You are correct, sir. 
Mr. MCCOLLUM. So eventually he'd have to vote on it. 
Mr. FLANIGAN That is correct. 
Mr. MCCOLLUM. Now, is that required by statute, that we do it 

this—that ultimately there be an ANSI standsird vote? 
Mr. FLANIGAN NO, it is not required by statute. 
Mr. MCCOLLUM. All right. My understanding is, in fact, the stat- 

ute says that even if you don't get £my standards you have to have 
CALEA compliance at the end of the drop dead date in October, 
1998. Is that not true, Mr. Wheeler? Mr Kitchen? 

Well, the statute actually says that by October 1998 you have to 
have CALEA compliemce, even if you don't have a standard. 
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Mr. WHEELER. It is our understanding of the law that failure to 
have a standard does not excuse carriers from complying with 
CALEA. 

Mr. McCoLLUM. But what I want to know is without a standard 
can this act be complied with? Is it technically or practically pos- 
sible to comply with the act on the part of the carriers and the 
other parties to this without a standard? 

Mr. FLANIGAN Mr. Chairman, let me try smd answer that. It is 
not technically possible today because we have gone beyond the 
date which allows the time for any manufacturer to build into its 
switch the ability then for a carrier  

Mr. McCoLLUM. But if we extended the date, could it be com- 
plied with without a standard? 

Mr. FLANIGAN That is—^yes, it can be. If the companies, the indi- 
vidual manufacturers, are willing to decide on their own to build 
a product which they believe may be compliant. 

Mr. McCoLLUM. I'll let you all answer, but then I'm going have 
some more questions. Mr. Neel? 

Mr. NEEL. Well, just very briefly. I think the point is that if you 
do this unilatersdly, you're guessing. And by guessing you're open- 
ing yourself up for some severe litigation. 

Mr. McCoLLUM. All right. Mr. Kitchen? 
Mr. KITCHEN. From a practical standpoint, if you don't have a 

standard as to how these switches are going to be constructed and 
designed, you could conceivable end up with a situation that wire 
taps would be done one way in New York and a different way in 
LA and a different way in Washington, D.C. And I think that 
would be a tremendous burden on the law enforcement people if 
there wasn't some consistency in how they go about achieving their 
goals. 

Mr. McCOLLUM. Mr. Dempsey? 
Mr. DEMPSEY. Mr. Chairman, actually I guess I would disagree 

with that last point a little bit. I don't think that there is a problem 
with doing wire taps differently on different systems, so long as a 
base capability is provided, lliat was the intent of CALEA. In 
CALEA Congress tried to make it clear that there is not one tech- 
nical solution, not one specific way to do this. I think what has 
happened, and the answer to your question is, who decides what 
is compliance? A lot of the dispute here has been over the FBI's 
claim that it is the sole repository of authority on what is compli- 
ance. I think that there are probably many systems out there today 
which are essentially compliant. 

Mr. McCOLLUM. Well, I don't want to belabor my time here, but 
it appears to me just fh)m listening to you gentlemen that, again, 
without hearing the FBI which we'll hear in a few minutes, that 
they have not decided on what's solely compliant, they're simply 
using the political tools that you've given them, or that the group 
involved in this consensus building chose to give them, using ANSI 
standards. They went out and stuffed the ballot boxes, but did it 
legitimately. That's what it sounds like. I'm not sajring that's right 
or wrong, but  

Mr. DEMPSEY. Well, at some of these meetings, it's my under- 
standing that the FBI has said that if you don't meet the ESI, this 



82 

Electronic Surveillance Interface, their written definition, that they 
will consider a carrier non-compliant. 

In regards to stuffing the ballot box, I guess I would have to say 
that the drafl;ers of the legislation did not intend that there would 
be that ability. The legislation does say an industry association or 
standard-setting body, and the FBI and law enforcement generally 
were to be given a consultative role. It clearly went far beyond the 
consultative role into the "take it or leave it" role, and that's con- 
trary to the intent of the legislation and that's what's put us in this 
posture. 

Mr. McCoLLUM. I've got to go on, but Mr. Flanigan, when are 
you—a very quick comment. 

Mr. FLANIGAN The purpose was really to try and reach consen- 
sus. And that was the purpose of letting the FBI sit at the table, 
have a vote, and it just has not worked. 

Mr. McCoLLUM. Mr. Meehan, you're recognized for 5 minutes. 
Mr. MEEHAN. Thank you, Mr. Chairman. Mr. Neel, while the in- 

dustiy's proposed standards implement about 90 percent of the ca- 
pabilities requested by the FBI, there are ten or so capabilities that 
the FBI demands but the industry considers either technically 
these are not required by CALEA. You were talking in your testi- 
mony—if the industry were to accept standards contained in these 
contested capabilities, how would this add to the cost of compliance 
with CALEA? Now, base on your testimony today, for example, is 
it your opinion that this would double the cost of CALEA compli- 
ance? Could you—well let me just ask, would it double the cost? 

Mr. NEEL. Well, first of all, we don't know what the cost would 
be to double. If you're looking at the appropriated, or the author- 
ized funding level of 500 million dollars, our own assessment is 
that it could run up to 1.2 billion dollars as I testified to simply 
bring three switches into compliance for wired carriers. This does 
not include other wireline switches or the wireless carriers, so it 
could be vastly in excess of that. And on the low end coiild be 
around 500 million. 

Now, the punch list, the so-called ten items in dispute, we believe 
the cost—and again, these are our estimates—could be between 
217 and 602 million dollars just to comply with those ten disputed 
items, which is about double what we already have agreed to, the 
base-line compliance standard. 

Mr. MEEHAN. Like me ask you another question. We talked 
about the October 25th, 1998 deadline and the possibility of facing 
daily fines up to $10,000 in the absence of consensus on capability 
standards. Non-compliant carriers would escape these sanctions for 
up to 2 years by convincing the FCC that the compliance was not 
reasonably achievable through the application of technology avail- 
able within the compliance period. 

Assuming that the carriers will not be able to meet that October 
1998 deadline for compliance with CALEA's capability require- 
ments, a point which you emphasized in your testimony, how likely 
is it that they could avoid sanctions by arguing that the compliance 
was not reasonably achievable for a lack of adequate technology? 

Mr. NEEL. Well, we haven't had a lot of luck with this Federal 
Communications Commission on any issue, so I'm not sure how to 
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project here. But let's just say—^well, certainly we would be forced 
to do that. 

Mr. MEEHAN. You must have considered that, though, in consid- 
ering  

Mr. NEEL. Oh and we will be forced to do that. But if you step 
back to what we all want, which is to get the standards done and 
get agreement on the standards early and get this implemented as 
soon possible, then that would lift a lot of this litigation possibility 
here. 

We would obviously love to be able to get this all done by October 
1998 and at a cost far below the money that the taxpayers are 
going to have to spend. But it is not realistic at this point. So we 
will have no choice but to petition anybody possible to extend this 
deadline and to keep negotiating and to keep trying to make this 
work. 

Mr. MEEHAN. Let me ask any member of the panel, obviously 
we're aware that negotiations between the industry and law en- 
forcement have certainly made some progress ever since meiin Jus- 
tice has assumed a more active role, it seems to me, in the discus- 
sions. And there were high-level meetings that occurred as recently 
as yesterday. I'm wondering if you, any of you, could brief the sub- 
committee on the status of negotiations as of this moment. Is it fair 
to say—is a deal imminent, likely in the upcoming weeks, nearly 
possible at some future date, or doubtful, or are we in a position 
where we're going to use this hearing to kind of get members of 
this committee involved to try to force the issue? I'm just wonder- 
ing exactly where we are. I do think it's important to also mention 
that I believe that this hearing should be—should not be 
confrontational, in terms of—I think there at a meeting with the 
Appropriations Subcommittee Chair, Representative Rogers, and 
the chairman indicated that he wants this settled, and both sides 
to get together and strike a deal as soon as possible. Where are we 
with that? 

Mr. NEEL. Well, I would just suggest—I think of all the options 
you mentioned, we're at number three and number six. Number 
three is that it is possible at some future date and number six is 
that it's important that this committee impresses upon the FBI 
what its role really should be under the act, as Jim mentioned, and 
others. We want this done yesterday. We have no incentive for 
footdragging whatsoever, but frankly, we are petitioners to a cer- 
tain extent. We don't have the kind of leverage in this process 
when law enforcement is sitting on the other side of the table. So 
we would be hopeful that you would exert some of that leverage to 
make sure that they do get to a solution on this and that they are 
reasonable in their expectations on capacity capability and cost. 

Mr. MEEHAN. Mr. Wheeler? 
Mr. WHEELER. Mr. Meehan, let me see if I can anticipate one of 

the issues in the effort to resolve this. Because it is an issue that 
is—that bears on the responsibilities of this committee, the author- 
izing committee, and that is what is in CALEA smd what is out of 
CALEA. Now, you're going to hear, I would suspect, in the next 
panel, a suggestion that there be the so-called toggle installed, 
which means that well, we'll take all the things over here that 
we've agreed on thus far, but we also want you to build all the 
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things on our punch Ust and then if they're determined to be legal 
we want you to have a toggle in the software that turns them on. 

And there are two problems with that. Number one, as Roy has 
just testified, it's going to take the price and at least make it 2X, 
if not higher, for things that don't need to be in standards. And 
number two is that we're talking about issues that are outside of 
what this committee said should be the scope of the law, so toggle 
or no toggle, they are still outside. 

If this committee could simply state that "here are the four cor- 
ners of what we expected to see happen in CALEA and the resolu- 
tion needs to occur inside those four comers," I think it would go 
a long way to speeding up the process and allowing us both to focus 
on what is achievable and shoiild be achieved. 

Mr. KITCHEN. Let me respond as far as the need to move quickly 
on this. The PCS industry is the new entrants here, and our mem- 
bers are putting in switches daily. They're ordering them daily. 
And what they face right now is ordering a switch that they have 
no idea whether it's going to comply with this future standard im- 
known or not. And they're having to invest hundreds of millions of 
dollars in these switches with the possibility that they could have 
to turn around and retrofit them in a very short period of time with 
no hope, with the January 1, 1995 date in place, of ever getting any 
refiond from the Government. And I think that's a very important 
issue and that's why our members are very anxious to get this re- 
solved. So time is of the essence. 

Mr. NEEL. Let me just comment on the standards side of it. I am 
confident that the interim standard that we now have out for a bal- 
lot will be passed and within the next few months we will be able 
to recommend to the manufacturers that this standard meets 
CALEA 100 percent. In addition, we have committed to working 
with the FBI very closely for the next seversil weeks, whatever it 
takes. And mentioning your meeting yesterday, we were actually 
given a deadline that we better have some things ready very short- 
ly—that we are going to meet this deadline of getting the punch 
list items reviewed and, if necessary, consider an additional capa- 
bility and some additional funding would probably be required for 
those. 

Mr. McCOLLUM. Thank you, Mr. Meehan. Mr. Buyer, you're rec- 
ognized for 5 minutes. 

Mr. BUYER. Thanks, Mr. Chairman. I recall back when we were 
putting together the telecommunications bill, Congress really want- 
ed to move—let the industry and the FBI and law enforcement 
work it out. And I guess that's what we're watching and observing 
right now, that the working out has not been easy. We kind of 
knew that as we're moving from the analog to digital and there's 
a lot of things we don't completely understand and the science is 
forever moving and standards which we may set today—it's going 
to be a constantly moving target on that technology, and hopefiiUy 
this relationship for which is difficult today evolves, because this 
will be a continuation as the technology continues to move. 

I look at this when you requested about identifying the foiir cor- 
ners of the document, I thought we did that in the act itself We 
run into little spats even with the FCC when we ask them not to 
create regulations and we put right in the law "do not write regula- 
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tions regarding X, Y, and Z" and what's the FCC do? They go out 
and write regulations regarding X, Y, and Z. And it requires courts 
to tell them, "you didn't read the act." So I thought we did that. 
So I thought that we laid out clearly that the act requires the tele- 
communications industry on the issues—you have to enable inter- 
cept, enable the access, provide the intercept communications, the 
information to the Grovemment, and require the carriers to do in 
fact that intercept. Makes it clear. 

Then it also turns to the FBI and tells the FBI what you can't 
do. The act tells law enforcement "you're not authorized to require 
any specific design of equipment, facilities, services, features, sys- 
tems, configurations, nor can the Grovemment prohibit the adoption 
of equipment, facilities, services, feature provided by any manufac- 
turer." So let me ask you, what do you need fi-om us? Do you need 
for us to be a little clearer hear? 

Mr. DEMPSEY. Congressman, if I may, I think what is necessary 
here is for Congress to make it clear to the FBI that they cannot 
do what they're doing now, which is to hold out the threat of a 
$10,000 a day fine and a court action in order to gain additional 
concessions. 

This negotiating process that people talk about now, I have to 
say, I think people are a little naive if they think this is the end 
of the process. As you said yourself, the technology is changing. If 
the FBI is able to drive industry to the wall on these 10 items, or 
get 5 of 10, or 6 of 10, or whatever is the deal, throw a little money 
into the pot, and extend the deadline, in 2 years or in 5 years 
there's going to be another technology, and the FBI is going to 
come back and say "this technology is not CALEA-compliant. Do it 
this way." And there will be another punch list. And there will be 
more pressure on industry to make ftirther modifications that 
amount to enhancements, that amount to efforts to exploit the po- 
tential of the technology to increase the surveillance power, rather 
than to merely maintain the base. 

Mr. WHEELER. Mr. Buyer, Jim is exactly right. But let me give 
you a specific example to the issue that you raise. This is the Elec- 
tronic Sur\'eillance Interface document that the FBI presented and 
said "take it or leave it. This is what you have to do." And here 
is what it says on the first page. "In essence, telecommunications 
carriers that follow the recommendations and requirements herein 
for the ESI would find a safe harbor under CALEA with regard to 
this aspect of electronic surveillance." 

In other words, if you do this, we won't prosecute you. If you 
don't do this, we will prosecute you. And this contains items that 
are clearly outside of the bounds of the list that you said makes 
up the four comers. And that's the problem we're in because 
they're saying "this is what we want, you're going to do this. We're 
also the enforcement agency. We'll fine you $10,000 a day unless 
you give us what we want." 

Mr. BUYER. Well, that kind of gives good faith negotiations a bad 
name, sir. 

Mr. WHEELER. It, it  
Mr. BUYER. I mean, I don't know how you can negotiate in good 

faith under that circumstance. We'll hear fi-om the FBI and hear 
their position on it. 
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Let me share—Mr. Dempsey, you made a comment for us to 
please pay attention to the standard. I want you to know that I be- 
lieve the members on this committee go through great pains in 
passing judgments when we—and there are all types of laws out 
there we create and we always have to do the balance test. The 
balance of the protection of the general welfare and protection of 
our citizens against individual rights and liberties and rights to 
privacy. We go through those pains all the time. We did it through 
the anti-terrorism bill and we have those inner debates among our- 
selves and we try to—^wherever you make that cut in the decision, 
it becomes the target for which everyone debates and we have to 
pay attention which way the pendulum flows on these tjqies of 
things, and especially in the telecommunications arena. We just— 
I don't want to get back into the debate on it, but I want you to 
know that we recognize that, we are cognizant of it, we appreciate 
you—we're going to be a good listener to you. But we also want to 
make sure that the FBI doesn't go beyond the scope and that the 
intent of Congress  

Mr. DEMPSEY. And as the technology changes, you have to con- 
stantly revisit where that balance is, because Congress can one 
year strike a balance and think that it has set the parameters, and 
then the technology moves forward. You must come forward again 
at that time and reassert the balance. 

Mr. BUYER. Mr. Chairman, I only have one last comment. When 
you think about how many years it took for us to pass major legis- 
lation regarding telecommunications reform, and one of the things 
I remember being as a conferee on this issue is that it was such 
a large and momentous occasion that I couldn't help but think 
that—are we setting in motion subject matter that we're not going 
to touch for the rest of my lifetime? I don't know, because it's hard 
for me to envision what will the world be like in 2055? And that 
television will be an antiquated term, and the communications will 
be you'll be a walkthrough, and on your wall may be something as 
thin as a painting, and you just start touching it and you have in- 
stant communications and you're talking to people; you order your 
pizza, and you make all kinds of things, and gaining that access. 

So, what I anticipate when we put this together is that whatever 
you come up with may be fine for today, but this dialog is a contin- 
uum. So, this relationship, for which you are saying is not pleasant, 
good luck, because this is a marriage here that will be difficult for 
a very long time. I yield back my time. 

Mr. McCoLLUM. Thank you very much, Mr. Buyer, for those 
poignant and salient comments. 

Mr. Wexler, you are recognized for 5 minutes. 
Mr. WEXLER. Thank you, Mr. Chairman. I am at a little bit of 

a disadvantage because I was not here when the original act was 
passed, and I can't identify what the intent was or wasn't. In that 
context, I am tr3dng to figure out, very candidly, what the big deal 
is here. For anybody on the panel, it seems to me you are all uni- 
form in suggesting that a delay needs to occur with respect to the 
implementation date. Assuming that the delay occurs, what is the 
cost to the Government for the delay? 

Mr. NEEL. Well, Mr. Wexler, I would suggest that the cost could 
be far less. Because the path that we are now going on, if we have 
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to deal with a unilateral mandate to implement standards that are 
vastly in excess of CALEA's intent, could vastly exceed funds that 
have been appropriated or authorized. Thus, a delay is in order to 
get it right, and may actually save money or reduce the cost of 
CALEA. 

Mr. WEXLER. Okay, but to the Government, what is the cost? Far 
less than what? Than not delajdng, or what numbers are we talk- 
ing about? 

Mr. NEEL. Well, we don't yet know how much exactly it will cost 
to implement a final standard, because we don't have that stand- 
ard. Now, on the parts that we have agreement on, there is still 
some dispute. Our numbers suggest somewhere between $250 and 
$600 million just for one part of it. The FBI will dispute that. So, 
this is an item of dispute. 

Mr. WEXLER. Does anybody else  
Mr. WHEELER. I think there were, however, Mr. Wexler, some so- 

lutions outside of the standards process, and what we need to think 
about, if you will, are two buckets of issues. There are the buckets 
that are in this. There is the standard that is 100 percent compli- 
ant with CALEA, and we ought to get on with right now. And, 
there is another bucket of the punch list. Some of those issues can 
only be resolved by the courts. But, the majority of those issues can 
probably be resolved on a contractual basis, not a standards basis. 
We might consider alternative ways of getting that done, rather 
than trjning to force them into the industry standard. 

So that, if we move with this standard today, we know that it 
is less expensive than if we include the punch list, and so I think 
that what you are looking at is that if you have an extension that 
enables this standard to go forward, you are looking at a solution 
that will be less expensive in the long run than the solution that 
has been proposed by the FBI, which is to include these other 
things. 

Mr. DEMPSEY. Congressman, if I may—there are two kinds of 
delay I think that we are talking about here. One is the unavoid- 
able amount of delay necessary if the standard were adopted today. 
How long would it take? It is going to take somewhere between 18 
and 24 months if it happened today. So, that is unavoidable, and 
has to be addressed. There is a separate tj^je of delay, which has 
a cost associated with it, and that is how much longer are we going 
to let this go on until we reach closure? 

It is our position that it is possible to take the industry standard, 
eliminate the location tracking provision, eliminate the packet 
switching provision, and start building that right now. The negotia- 
tions £uid the addition of other items from the punch list will only 
further delay. 

Mr. WEXLER. Well, in the interim, in terms of wire taps is the 
FBI getting what it needs to get? Are there instances in which the 
technology is not available, and they are told no, or what's the 
deal? 

Mr. KITCHEN. I'd like to respond to that from the PCS stand- 
point. We had a number of our members on the conference call yes- 
terday, and we asked that very question. And, they said they were 
doing everything they can to cooperate with the FBI to provide 
wire taps, court-ordered wire taps, to the best of their ability. And, 
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while they may not be able to do all of the things, there are a num- 
ber of things they have been able to do, but they are trying to com- 
ply as much as they can. 

Mr. NEEL. Congressman, the wired telephone industry, which 
has been there for 100 years or more, predated some of these new 
technologies, has never refused to deliver a court-ordered wire tap. 
There have sometimes been technical problems that have been 
worked out, but we don't see a significant problem. But, I will point 
out one thing: In your own district, there is an historic application 
of wire taps of perhaps 250; it is an historic number. At any one 
time law enforcement may need to get in and tap about 250 lines. 

What would be mandated under the FBI's capacity requirements 
would be the delivery, I believe, of a simultaneous wire tapping ca- 
pability for those two counties of 8,793 conversations or trans- 
missions. 

Mr. WEXLER. There's only 1,000 going on nationwide all year, 
right? 

Mr. NEEL. But here's the point, though: We are not suggesting 
that they would ever do that, but they would require that we be 
able to deliver 8,700 wire taps simultaneously. That is the problem. 
It is not that—we don't suspect they would ever want to wire tap 
everyone at the same time in that area, but that is what the stand- 
ards would require us to do, and that is why we get these way out 
of whack projections about cost and time tables of meeting this. 

Mr. McCoLLUM. Thank you very much, Mr. Wexler. Mr. Chabot, 
you are recognized. 

Mr. CHABOT. Thsink you, Mr. Chairman. It seems that, basically, 
what's involved in here is somewhat of a balancing act—certainly, 
the balfince of a legitimate law enforcement tool that is important, 
wire tapping, and legitimate privacy concerns, as espoused by Mr. 
Dempsey, and also who is to foot the bill, who is going to bear the 
cost of all this, and what is reasonable, and how reasonable has the 
FBI been in how they have handled this whole matter. And, there 
are, as I say, certainly, legitimate reasons to have wire tapping. 

There are certain types of crime in this country that it is going 
to be very difficult to fight against without it: organized crime, 
drugs, interstate type transportation and actions that involve gam- 
bling, although I have privacy concerns. There are truly legitimate 
reasons to have wire tapping, but I think one of the things that 
makes America a great place to live is our citizenry doesn't really 
have to worry about when they are talking to somebody else on the 
phone, that the Government, or somebody else that shouldn't be lis- 
tening in. Some countries can't say that. 

I think we have to be very careful if we are even considering ex- 
panding the Government's ability to listen in on our conversation. 
So, I think many of the concerns, the privacy concerns, in particu- 
lar, that Mr. Dempsey has espoused are of considerable concern to 
all of us, and certainly should be. 

A few questions that I would like to ask: First, of Mr. Kitchen, 
understanding that your members are fairly new entrants into the 
telecommunications market, could you please explain what your 
particular problem is with CALEA as it is currently vmtten, and 
what do you believe that we can do to ensure that the private prop- 
erty rights of American citizens are protected, and also that your 



members would be able to compete effectively in the future, while 
also ensuring that law enforcement is also able to perform their 
necessary functions. 

Mr. KITCHEN. Well, our members are unique, Mr. Cabot. As you 
pointed out, there are the new entrants into the market; they are 
the ones that are out there trying to compete. And, as Congress 
passed the Telecommunications Act of 1996, the whole idea was to 
increase competition, drive down the cost of services to the Amer- 
ican people, and that is one of the things that the wireless industnr 
wants to do. As new entrants, additional costs can be detrimental. 
Many of the new PCS entremts are small business that are just 
starting up, so money is very important to them. In a competitive 
environment they are competing with existing established carriers. 
The new PCS entrants are competing with Mr. Wheeler's members, 
the cellular carriers out there. And, we hope, in the not too distant 
futiu"e, they wiU be competing with Mr. Neel's carriers, the wire 
line side, to provide ubiquitous, wireless service across the country. 

They are meed with a situation now under CALEIA that, because 
they are the new entrants, and they were established afler the 
1995 date, they are absolutely ineligible to receive any money back 
from the Government for reimbursement, and there is no provision 
to deem them automatically in compliance, and so the January 1, 
1995 cut off date is a veiy serious problem to them. The October 
1998 date is also serious in that, as I mentioned earlier, they are 
out there today buying switches, putting these systems in, and they 
are not buying switches that are CALEA-compliant at this time, 
because nobody knows what that is at this point. 

And, so there is nothing in the switch that guarantees that it is 
going to be CALEA-compuant, and if they are not CALEA compli- 
ant, they face the $10,000-a-day fines that have been mentioned 
many times today. So, those two provisions in CALEA need to be 
changed in order for the PCS entrants to achieve a level playing 
field and compete in the industry as Congress proposed in the Tele- 
communication Act of 1996. Extending those dates, tying them to 
the establishment of standards, is critical to proceeding to be in a 
position to offer the FBI the kind of assistance that they need. 

Mr. CHABOT. Mr. Neel, you had mentioned, I think, that consum- 
ers, to a considerable degree, are going to ultimately foot the bill, 
depending on what the price tag for this is. On the other hand, if 
the Government ultimately picks up some of this cost as well, we 
are talking about the taxpayers. And so, somebody is going to foot 
the bill here. I am just curious, do you have any idea—this will 
probably be difficult to answer real specifically—how much of the 
cost, if you all are footing the bill—^whether it is $1 billion or hun- 
dreds of millions, or whatever it is—how much of that percentage 
would actually be picked up by the consumer, as opposed to just 
lost profits to the company. Do you have any feel for that? 

Mr. NEEL. I wouldn't even begin to speculate on that, because so 
much goes into this in terms of rate making. It is state commis- 
sions who really establish these rates, and how those costs would 
be allocated. I would point out that it is possible that consumers 
would not have pay a dime for this. If these negotiations are suc- 
cessful, and we get standards that are reasonable, technically fea- 
sible, and economically feasible, we can keep it under the $500 mil- 
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lion authorized by the Congress. Then all is well, and there woiild 
not need to be any cost passed on to consumers. As far as any fu- 
ture costs, whether they are nominal or great, I can't speculate on 
how those would be allocated, because, frankly, our ratemaking 
process is set by State Public Service Commissions. 

Mr. McCoLLUM. Mr. Barr, you are recognized for 5 minutes. 
Mr. BARR. Thank you, Mr. Chairman. I think one of my col- 

leagues mentioned that this was a marriage. I don't think it was 
a marriage built of love and affection. [Laughter.] 

It was really a shotgun a marriage, if anything, and certainly 
will want to try and avoid a divorce here, but I think a slightly 
more measure of fairness on the part of the Government is cer- 
tainly in order at a minimum. The CALEA legislation was pushed 
through the—I think at literally the closing hours of the 103rd 
Congress, evidencing perhaps an insight on the part of the FBI 
that the make up of the 104th wouldn't be quite the same. I dare- 
say that this bizarre legislation, which fundamentally alters, I 
think, the relationship between Government and business in law 
enforcement matters, in a way that does do damage to the privacy 
rights of both business, in terms of trade information, and citizens, 
is very problematic. And, I don't think the legislation would receive 
near a majority in the 104th or the 105th. 

Notwithstanding that, Mr. Chairman, I think it is important to 
hold this hearing to try and make adjustments that will bring this 
process more back into balance. Right now it is not in balance. The 
Grovemment can fine the carriers for noncorapliance, even though 
the Government can completely determine what noncompliance is, 
and yet, doesn't even have to tell the carriers what compliance is. 
I think that the civil fine provisions, if they were looked at in a 
criminal setting, would be void on their face, violative of due proc- 
ess, vagueness, equal protection, and probably other defects. 

So, I think we do have some very serious problems here, and I 
am glad that we are focusing in on what those problems are—hope- 
fully, in time to prevent, I think, some very nasty events from oc- 
curring, that all of us want to avoid, and which I think would give 
rise to probably some legislation that would put the FBI even be- 
hind the position where it says it is now. 

Mr. Wheeler, has the FBI sought switch manufactures costs, 
which I don't think are even shared with your carrier customers, 
licensing and data rights to switch manufacturers technology, audit 
rights, and carrier manufacturer certifications, as opposed to reim- 
bursement to carriers for implementing such technology? In other 
words, are they seeking information that goes far beyond the needs 
and the intent of the legislation? 

Mr. WHEELER. Mr. Barr, I am not privy to ever3rthing that the 
FBI has asked of the manufactures. What I do know is that they 
tried early on in the process to get data from manufacturers, and 
there were some disputes over that data. In the process which is 
underway right now, where the Department of Justice has gotten 
involved in the whole activity, there is a major effort to try and col- 
lect just what would it cost to do this, and how can it be done on 
perhaps a one-time software fix, instead of going out there and 
having to buy it 27,000 times for every switch in America. And, 
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that is the current thrust of the Department of Justice's activities 
is trying to collect data. 

Mr. BARR. Would you say that the FBI has an incentive to delay 
implementation of CALEA? It would seem to increase the universe 
of carrier equipment of facilities installed, as opposed to deployed 
£ifler January 1, 1995. Is there sort of a built-in incentive to delay? 

Mr. WHEELER. Well, there seems to be a shell game going on 
here. I referred earlier to the Congress said go from a prop plane 
to a jet plane and the FBI came in and said, let's do the Apollo Pro- 
gram. And now we have got to pay for the Apollo Program. And, 
the way that is being done is you've told the FBI they only have 
$500 million, and the FBI saying, "Well, how do we go and find the 
rest of that money to pay for all the exotic features we want? Well, 
one of the things they do is they hit the PCS carriers, who weren't 
even in existence at that point in time, as the previous question 
showed. The other thing is that they say that anjdime that a 
switch is upgraded, it is immediately ineligible for reimbursement 
because the FBI knows that the FCC is requiring us, so that cost 
gets moved off onto the carrier. Let me be very clear, the document 
that is out there right now to upgrade our switches all the time to 
meet their regulatory requirements far in excess of the $500 mil- 
Uon that has been authorized by this committee. 

Mr. BARR. I think—is the document that you were referring to 
earlier the ESI? 

Mr. WHEELER. Yes, sir. 
Mr. BARR. I think that was originally proclaimed to be a safe 

harbor for industry. It is in fact, though, a de facto law enforce- 
ment standard, which I think is forbidden by CALEA? 

Mr. WHEELER. That was the way it was presented, Mr. Barr, and 
as I was reading, their language in here says, "This is what it 
takes to be found to a safe harbor." You will do this. If you don't 
do this, you won't have a safe harbor, is what the black letter of 
this language says in the document that they presented. 

Mr. BARR. Mr. Chairman, could I just ask one very quick ques- 
tion of Mr. Dempsey before this panel leaves? 

Mr. McCoLLUM. Without objection, you may. 
Mr. BARR. Just to clarify, I think I know the answer to this ques- 

tion, Mr. Dempsey, but let me just pose it very directly to you. In 
your view, has the FBI intervention into the industry standards- 
setting process gone beyond their consultative role and violated the 
prohibition that CALEA is precluded—the FBI is precluded in 
CALEA from requiring, quote—and I think this is from the stat- 
ute—"any specific design of equipment, facilities, services, features, 
or system configurations to be adopted by any carrier or manufac- 
turer or from prohibiting the adoption of any equipment, facilities, 
service, or feature by any carrier or manufacturer." Has, in your 
view, the FBI intervention into those industry standard-setting 
processes gone beyond its consultative role and violated that prohi- 
bition? 

Mr. DEMPSEY. Yes, I think it clearly has, and I think that is the 
consensus of people here at the table, that the punch list items 
alone, these additional add-ons that are holding up this whole proc- 
ess, there is no way that you can find support for any of them in 
the legislation, and yet the FBI is saying, unless they are met, we 



will block and continue to block this implementation and this 
standard, and that is clearly not what Congress intended. 

Mr. BARR. Thank you. 
Mr. McCOLLUM. Thank you, Mr. Hutchinson, you are recognized 

for 5 minutes. 
Mr. HUTCHINSON Thsmk you. I want to express my appreciation 

to all the witnesses today, and particularly the industry for their 
efforts in support of law enforcement through the years. I think 
that should be acknowledged. I have had some experience in that 
arena, and my experience has been that the communications indus- 
try has really tried to aid law enforcement in carrying out their re- 
sponsibilities and it certainly put a cost burden on you, and there 
hasn't been a whole lot of complaint. I think that the dispute today 
is understandable under the present set of facts. I do think this is 
critically important, as Mr. Dempsey has outlined, that we do more 
than just extend a deadline. I think it is important to give some 
privacy guidance from Congress on these issues, and as technology 
progresses that we keep privacy concerns in the forefront of that 
discussion. I do think, though, that there is some legitimate area 
of disagreement. 

Mr. Dempsey, you indicated that, in reference to the punch list 
of ten items, that there really wasn't a basis for it in the CALEA 
standards. Now, I wanted you to elaborate on that a little bit, be- 
cause the way I read CALEA, it is fairly broad and sets the guide- 
lines as to what should be done, but there is certainly room for dis- 
agreement as to what should be included within those guidelines. 

Mr. DEMPSEY. There is, but the question is, can you look at the 
punch list items and identify them with a base law enforcement ca- 
pability under the four criteria in the statute, call isolation, capture 
of the call-identifying information to the extent that it is reason- 
ably available, delivery of that information in a manner that allows 
it to be transported to a remote listening facility, and doing so in 
an unobtrusive manner and in a manner that protects the other 
communications. 

I think, for example, if you look at the third-party calling feature. 
The FBI, in the punch list, is asking, as I understand it, for the 
ability to continue to monitor parties to a conference call after the 
target of the investigation has dropped off the call. 

Mr. HUTCHINSON. I want to elaborate and talk about that a little 
bit more, Mr. Dempsey. In your view, is that the most offensive 
part of the punch list in regards to privacy concerns? 

Mr. DEMPSEY. I think it probably is, because I think that there 
is no legal basis in the particularity clause of the Fourth Amend- 
ment, and in specification requirements of Title III, no authority 
for the Government to wire tap people who are not named in the 
order, and not using facilities specified in the order, but who were 
previously in conmiunication with the target. 

Mr. HUTCHINSON. Let's make sure I understand this. If my phone 
is subject to a title III wire tap order, and you give me a call, and 
I say let's bring in Mr. Flanagan, and then all of a sudden I get 
another call, I say you both need to hold for a minute so that I can 
get this other call, and then you and Mr. Flanagan can continue 
your conversation, the FBI wants authority to continue the tap on 
your conversation. Am I understanding correctly? 
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Mr. DEMPSEY. That's correct. 
Mr. HUTCHINSON. Do they silso want to have authority to con- 

tinue the tap on the second call that comes in? Now, if there is a 
third—I dont know, can you do that on call waiting, have a third 
cfdl come in? 

Mr. DEMPSEY. AS of now, I don't know that you can, but it may 
be possible. I think certainly law enforcement is entitled under the 
Constitution, under Title III, to monitor anybody who is in commu- 
nication with the party named in the order, so that if unknown, 
unnamed persons call the target, and if the target then gets a third 
party on the line, and they are having a three-way conversation, 
two people previously totally unknown to law enforcement, not sus- 
pected of any involvement in crime, while they are talking to the 
target, the person for whom the probable cause is established, law 
enforcement could continue to monitor. 

Mr. HuTCHiNSON. But your problem is when the tap continues 
when the subject is off? 

Mr. DEMPSEY. What happens when the target drops off. 
Mr. HuTCHiNSON. But, is not the wire tap on the telephone, and 

not directed at an individual. The tap authority from the court 
order is for the telephone and the conversations between you and 
Mr. Flanagan is still pursuant to this line and I am going to let 
you respond to this, but is there not a responsibility of law enforce- 
ment to minimize their listening in on a conversation not related 
to the criminal activity? Go ahead and respond. 

Mr. DEMPSEY. On the first half, I think it is wrong to suggest 
that two people now having a one-on-one conversation are continu- 
ing to use the facility, the telephone, of the named target. 

Mr. HUTCHINSON. If it's long distance, who is paying for it. Who 
is it billed to? 

Mr. DEMPSEY. I am not sure that Title III should—or the Con- 
stitution, for that matter, should follow the billing practices of tele- 
phone companies. [Laughter.] 

I think that certainly, if even in your hypothetical, A is the tar- 
get, B calls A, B is bearing the cost of that leg of the call. If the 
target A then gets C on the line, and B and C keep talking, I am 
not sure who pays for that, but they are not using the telephone 
of the target. The target has now gone on to another call. 

Mr. HUTCHINSON. I think your concerns are very legitimate. I 
think there is a great interest in the privacy aspects and we need 
to debate this, but are we not changing the concept of wire tap if 
we accept your concerns? Because the wire tap authority goes to a 
telephone, and if we take that away, are we not changing the whole 
concept of the wire tap? 

Mr. DEMPSEY. Law enforcement can continue to monitor a tele- 
phone conversation of the target. So if A then calls D and has a 
conversation with D that can be monitored, but if you are talking 
about specification and particularity, I don't see how they can get 
authority to monitor two conversations simultaneously if the target 
is only on one of them. 

Mr. McCOLLUM. Thank you, Mr. Hutchinson. 
I just want to clarify one thing, Mr. Neel. In response to Mr. 

Wexler's question, you gave some capacity information with regard 
to Dade County in this area, or at least some of his district. 

61-763 00-4 
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Broward County—is it Broward County? Broward County, 8,700 
calls could be monitored simultaneously, I believe you said. My un- 
derstanding is that the way you calculate that, the industry does, 
is based upon multiplying the switches, the numbers that you can 
do at each switch, and the bone of contention here is the FBI is 
sajdng, hey, for every switch, we want a capacity of 200 calls, be- 
cause at that point, in that part of Broward County may be where 
all the activity is. We may need to do 200 taps there; we may need 
to do zero taps in the rest of the county, but the 8,700 becomes a 
figure you use because you have multiplied the number of switches 
times the number of capacity taps at each switch. It is that right 
on my part? 

Mr. NEEL. That's correct. I am not an engineer, but the dispute 
here is—or I don't know if it is a dispute—we believe that this is 
the capacity that they are requiring under their standard, even 
though we recognize that they may never use it. 

Mr. McCoLLUM. No, no, I understand, and I think this is a legiti- 
mate discussion. All I am saying is that there are some things then 
in the punch Ust that aren't very legitimate, but our purpose here 
today is to try and get this dam thing resolved. And, I wanted to 
say to everybody, and I will say it to the FBI when they get here 
in a minute, that that is what's in the best interest of the American 
people. 

And, I know that there has been a discussion with the appropri- 
ators and we're the authorizers, but both of us care a lot. No one 
is going to be moving any dates until we get a standard. Whether 
that standard has to be acceptable to every party in the consensus 
world you have built is not as important, in my judgment, as to 
whether it is acceptable to us. And, while I don't want to get in the 
business of arbitrating the standard, I don't even want to fiddle 
with it—you know that is highly technical. I think in the end that 
would be the worst-case scenario, would be for you or somebody to 
come back up here and say, well, we've got the standard now. Com- 
mittee, and we want all tlus moved. 

Because, in addition to the money, Mr. Wexler, you have raised 
some good questions. The money, here, as I understand it, is based 
on retrofitting for the industry in many cases. Everything that is 
grandfathered is Government expense, if it is retrofitted, and that 
obviously there is going to have to be some retrofitting. And, you 
are worried now with ^1 these changes that we are going have to 
put more money out, or at least the Government should put it out, 
instead of you, during sdl this delay, that we should move the 
grandfather date, and the Government then pays the retrofitting of 
all the equipment that is out there up to the date the standard is 
adopted. 

In addition, my understanding is the Government has the obhga- 
tion to pay the capacity cost, which is why the switches are so im- 
portant, that we have a narrower capacity; we have less expense 
we're paying. This is a real dollar-and-cent issue, but it is also a 
practical issue. And we are here to work it out, but I think both 
sides have got to give a little bit. I think there may—I don't know 
that the numbers are right, but the FBI may have a point about 
the number of taps they need to make at a given switch, and we 
need to be sure that a reasonable amount of those taps is met, even 
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if the numbers appear exaggerated nationwide, or in a county.—if 
we realize, indeed, that it is not a question of we are going to do 
1,000 taps or 8,000 taps in Broward County. 

So, I am just making that point. I don't want to get into a big, 
extended debate. We are not here to resolve all that, just to make 
sure that everybody gets a feel that, while I am very ssmipathetic 
to your plight, I am also still somewhat sympathetic to The FBI. 
Yes, sir? 

Mr. WHEELER. Mr. Chairman, one of the things we haven't dis- 
cussed today that may be helpful, real quickly, is what might four 
comers of a solution be—and, there are, I think, four comers; there 
is four legs on this stool—that all these have to be resolved to- 
gether in concert. One is the question of capacity, which you just 
raised. The other is the question of capability, which is what the 
standard is aU about. The other is the question of cost reimburse- 
ment, and the fourth is the question of the compUance date. 

We are in a situation where all of these are pulling in four dif- 
ferent directions, and what we need to try and do, and hopefully 
the committee can give us all a mandate to do that, is to bring 
these four back, resolved as a package. But, we have got to deal 
with all four; we can't deal with one or two of them. 

Mr. McCoLLUM. I hear you, and I'm stimulated because I have 
done this. Other members wanting to say something, and I want 
to ask them to be very careful to restrict their time, despite my lib- 
eral comments, because we do have to go on to the next panel, in 
all fairness to them. Mr. Buyer did you want to get something? 

Mr. BUYER. Yes, and I will make it very brief. Actually, yoiu- 
comments were very taken, Mr. Wheeler. You almost stole some of 
my thunder here, and that's fine, because you said it very, very 
well. You know, we make judgments here in Congress in ovir analy- 
sis of many different systems out there, and I couldn't help but go 
through my mind—and I want to do this by example, because you 
came out with the example of the Apollo and what the require- 
ments and what the needs are, and what the Grovemment ends up 
in their demands. You know, we set forth these requirements, and 
then the Government wants something really that can be classified 
as overreach or is it in excess. 

Let me just do it here by example: The military—I sit on The Na- 
tional Security Committee. So we have got the C-5A out there, the 
C-141s which need to be replaced, and the C-130. So we need to 
come up with a new aircraft for our tactical and strategic airlift. 
So they came up with something called the C-17. And, when they 
set forth the requirements, and they put it in its inception, by the 
time we moved to production and delivery, it doubled in its price. 
So, we moved from about $70 to $140 billion, and now we find we 
have an aircraft you can't even—are you willing to actually take it 
in tactically, the threat, for fear of the loss of the cost? [Laughter.] 

This is crazy. And, what happened was, when you have got so 
many people involved, and I'm going to say Government, the guys 
over at the Pentagon began this overreach. So, it's like, what is the 
requirement? Well, I wanted to take a jeep onto the battlefield, but 
what woizld really be nice is if I could take a Jeep Grand Cherokee 
onto the battlefield. That would really be great, with air-condi- 
tioning, and all kinds of CD going, and I got my car phone, too, so 
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I can call home and say, "Hey, Dear, everjrthing is fine; he missed 
when he shot me." [Laughter.] 

But I just wanted to share that as an example of the overreach 
and the excess of Government sometimes. So, what we find our- 
selves doing is reining in the excesses of Government power. And, 
I am sitting here stunned, and that is exactly what we have. You 
have got a compliance date; you have a lot of things pulling, and 
the question is, do we want to extend the compliance date? Right? 

Mr. McCoLLUM. Mr. Buyer. 
Mr. BUYER. I understand. 
Mr. McCoLLUM. Yes, but we have got to get on to the next panel. 

Mr. Barr, you had a question burning? 
Mr. BARR. Just one background question, Mr. Chairman, of Mr. 

Flanigan. I think there was some discussion earlier about the FBI 
stuffing the ballot box in the ANSI—or American National Stand- 
ards Institute—process, and that is certainly problematic, rather 
that just challenging the standards of The FCC. 

But, it is my understanding, Mr. Flanigan, that The FBI filed a 
petition with ANSI challenging your accreditation. Is that true? 

Mr. FLANIGAN. That was correct, but they then lifted it aft«r 
about 2 months. 

Mr. BARR. Okay, but were you ever explained why they issued 
this challenge, this pimitive action? 

Mr. FLANIGAN. NO, we do not know why. 
Mr. BARR. They do not know why? 
Mr. FLANIGAN. I did not ask them why. 
Mr. BARR. Okay. Thank you. Thank you, Mr. Chairman. 
Mr. McCoLLUM. Thank you, Mr. Barr. I trust nobody else has 

something, I'd have to discourage you because really we have to go 
on. 

I thank you very much for being with you today. It has been very 
good, and I think we have accomplished a lot. Thank you, gentle- 
men. 

We will go on to the next panel. I would like to introduce our sec- 
ond panel, which consists of two members: Edward L. Allen is 
Chief of the Electronic Surveillance Technology Section for the Fed- 
eral Bureau of Investigation. Mr. Allen joined the Biu-eau as a spe- 
cial agent in 1973, and has served in the Knoxville and New York 
City field offices. He was assigned to the Technical Services Divi- 
sion at FBI headquarters in 1982 as a Program Manager for Elec- 
tronics Surveillance before being promoted to his current position. 
He holds a bachelor's degree fix)m the University of Maine and a 
master of science and forensic science fi*om George Washington 
University. 

Our second witness is H. Michael Warren, Chief, CALEA Imple- 
mentation Section of the FBI's Information Resources Division. His 
section has responsibility for implementing CALEA on behalf of the 
Attorney General. Mr. Warren joined The FBI as a Special Agent 
in 1971, and has served in the Cincinnati and Washington field of- 
fices. In 1979 he was assigned to the FBI laboratory as a forensic 
chemist, and was later assigned to a number of counter-intel- 
ligence-related positions. Immediately before assuming his present 
position he was a Special Assistant Agent in Charge of the Phoenix 
field office. 
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Mr. Allen and Mr. Warren, we welcome you both here today, and 
your testimony will be received. Without objection, the written tes- 
timony will be admitted to the record, and it is so ordered. 

Mr. Allen, you may proceed to summarize, if you would. We prob- 
ably will have to interrupt your testimony, as we have to go to vote 
here in a few minutes, but at least 5 minutes or so, we can give 
you now. 

STATEMENT OF EDWARD L. ALLEN, CHIEF, ELECTRONIC SUR- 
VEILLANCE TECHNOLOGY SECTION, FEDERAL BUREAU OF 
INVESTIGATION 
Mr. ALLEN. Mr. Chairman, I think what 111 do is Mr. Warren 

will provide our opening comments. 
Mr. McCOLLUM. Certainly, then Mr. Warren. 
Mr. ALLEN. Then we'll just go on to Q&As. 
Mr. MCCOLLUM. Please, Mr. Warren. 

STATEMENT OF H. MICHAEL WARREN, CHIEF, CALEA IMPLE- 
MENTATION SECTION, FEDERAL BUREAU OF INVESTIGA- 
TION 
Mr. WARREN. Thank you, Mr. Chairman. It is a pleasure to ap- 

pear before the subcommittee today to discuss the status of the 
Communications Assistance for Law Enforcement Act, CALEA. I 
am pleased to report that progress has been made, and continues 
to be made, since CALEA's passage 3 years ago. The progress 
brings law enforcement much closer today to being able to protect 
the personal safety of our citizens. At the same time important im- 
plementation issues remain at the forefront of our discussions. I 
want to assure the subcommittee that law enforcement remains 
committed to working with industry to implement CALELA in a 
timely and cost-effective manner. 

Initially, we should remind ourselves of the fundaunentals con- 
cerning CALEA. Both law enforcement and industry recognize that 
advanced telecommunications technologies had begun to systemati- 
cally erode, and at times prevent law enforcement from carrying 
out electronic surveillance orders. This resulted in the loss of criti- 
cally important evidence. Such advanced technology was having the 
effect of repealing de facto the legal authority established by Con- 
gress in title III and other electronic surveillance statues. 

Director Freeh and the entire law enforcement community ad- 
vised the Congress that this circumstance put at great risk effec- 
tive law enforcement, the public safety, and the national security; 
Congress agreed, and CALEA was signed into law on October 24, 
1994. 

The gotil of CALEA was to have the industry move promptly to 
restore lost electronic surveillance capabilities, and to prevent new 
impediments from occurring. Congress established a compliance 
date of October 25, 1998 to convey the importance of getting this 
problem resolved quickly; yet, allowing industry a transition period 
to develop and deploy compliant solutions. To ensure the efficient 
and industrywide implementation, Congress encouraged the devel- 
opment and use of standards. While Congress expressed a pref- 
erence for using the industry standards process, compliance by Oc- 
tober 25, 1998 was required with or without standards. 
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Congress also recognized that there had to be equity in sharing 
the cost for CALEA. Therefore, Government would be responsible 
for modifications to equipment, facilities, and services deployed be- 
fore January 1, 1995, for which Congress authorized $500 million. 
The Congress also decided in CALEA that the Government should 
not pay carriers for modification indefinitely. After Jsmuary 1, 
1995, costs shift to industry. 

The implementation of CALEA is in many respects a pioneering 
effort, involving a close cooperation of Federal, state, and local law 
enforcement, the telecommunications industry, and privacy groups. 
At a fundamental level, CALEA requires the Government, as the 
end user customer, to provide its requirements, although it cannot 
require from industry a specific design, or technological approach. 

Despite the challenges of such a unique undertaking, CALEA's 
implementation has made important strides. A working committee 
has been formed that includes technical representatives from in- 
dustry and law enforcement. Its purpose is to resolve the relatively 
few outstanding issues generated by the proposed industry stand- 
ard. We have met several times, and we are very optimistic that 
its efforts will lead to timely implementation of the law. 

Furthermore, in recent weeks we have intensified our discussions 
with some major manufacturers and carriers, which have yielded 
promising results. Several msgor manufacturers have recently ad- 
vised the Gk)vemment that they are currently developing CALEA 
compUant solutions, which they anticipate will be available by the 
October 1998 compliance date, or shortly thereafter. The Govern- 
ment has been informed that the solutions will meet the CALEA 
law enforcement requirements. 

Additionally, we are only a few months away ftx)m another 
CALEA milestone, the final publication of law enforcement esti- 
mate of future electronic surveillance capacity. This milestone re- 
sults in an unprecedented collection of intercept data, thoughtful 
Grovemment analysis, and extensive consultation with the carrier 
community. Comments received from industry on the initial and 
second notices of capacity were extremely useful in enabling law 
enforcement to express its ftiture interception needs. 

In response to industries concerns, the final notice of capacity 
will make the apphcation of these capacity numbers as clear as 
reasonably possible. Given this, I believe these capacity numbers 
will not negatively impact upon their networks, regardless of 
whether their approach to a CALEA technical solution is switch- 
based or network-based. The final notice of capacity is expected to 
be published in January 1998, following compliance with certain 
regulatory and administrative requirements. 

Now, let me update you briefly on the CALEA implementation 
plan, submitted on March 3, 1997. As described in the implementa- 
tion plem, the FBI had intended to enter into cooperative agree- 
ments with telecommunications carriers based upon reimburse- 
ment of eligible costs. However, as negotiations proceeded, it be- 
came apparent that the manufacturers' concern over competitive 
issues and proprietary information made it difficult for both sides 
to achieve their objective. Therefore, following consultation with 
the industry, a market-based price approach may be required for 
reimbursement. The Government stands ready to begin the reim- 
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bursement process, as soon as CALEA compliant solutions are 
made available, and once a reasonable market price has been de- 
termined. 

In summary, law enforcement and the industry have a long his- 
tory of cooperation with respect to the conduct of lawfully-author- 
ized electronic surveillance. At its core, I believe this relationship 
remains a solid one, and one that allows law enforcement to bring 
thousands of dangerous criminals to justice each year. At the same 
time there is no denying the fact that dynamic changes that have 
occurred in telecommunications technology raise unique and com- 
plex concerns. However, I believe CALEA has held up remarkably 
well in providing all parties with a framework and a process to 
move forward. Guided by this framework, we are working dili- 
gently to bring CALEA to fruition and to meet its deadlines. We 
cannot, however, do it alone. 
. Continued cooperation is needed from all those who play a role 
in the implementation of this important legislation. An ongoing di- 
alog with industry remains the cornerstone of our implementation 
efforts, and we look forward to continuing to work with all involved 
to address their concerns. 

Thank you, Mr. Chairman and members of this subcommittee, 
for providing me the opportunity to discuss CALEA on behalf of all 
law enforcement. I look forward to your continued interest in the 
implementation of CALEA, and we are ready to answer your ques- 
tions. 

[The prepared statement of Mr. Warren follows:] 

PREPARED STATEMENT OF H. MICHAEL WARREN, CHIEF, CALEA IMPLEMENTATION 
SECTION, FEDERAL BUREAU OF INVESTIGATION 

Thank you Mr. Chairman: 
It is a pleasure to appear before this subcommittee today to discuss the status 

of The Communications Assistance for Law Enforcement Act (CALEA). I am pleased 
to report that progress has been made and continues to be made since CALEA's pas- 
sage three years ago. That progress brings law enforcement much closer today to 
being able to protect the personal safety of our citizens. At the same time, important 
implementation issues remain at the forefront of CALEA discussions. I want to as- 
sure the Subcommittee that law enforcement remains committed to working with 
industry to implement CALEA in a timely, cost effective manner. 

Initially, we should remind ourselves of the fundamentals concerning CALEA. 
Both law enforcement and industry recognized that advanced telecommunications 
services and features had begun to systematically erode and, at times, prevent law 
enforcement from fully and properly carrying out electronic surveillance orders. This 
resulted in the loss of critically important electronic surveillance evidence. Such ad- 
vanced technology was having the effect of repealing, de facto, the legal authority 
established by Congress in Title III and other electronic surveillance statutes. Direc- 
tor Freeh and the entire law enforcement community advised the Congress that this 
circumstance put at great risk effective law enforcement, the public safety, and the 
national security. Congress agreed, and CALEA was signed into law on October 24, 
1994. 

The goal of CALEA was to have the industry move promptly to restore lost elec- 
tronic surveillance capabilities, and to prevent new impediments from occurring . 
Congress prudently established a compliance date of October 25, 1998, to convey Uie 
importance of getting this problem resolved quickly, yet allowing industry a transi- 
tion period to develop and deploy compliant solutions. To ensure the efficient and 
industry-wide implementation of CALEA, Congress encouraged the development and 
use of standards and publicly-available techmcal requirements. While Congress ex- 
pressed a preference for using the industry's standards process, compliance by Octo- 
ber 25, 1998, was required with or without standards. 

Congress also recognized that there had to be equitv in sharing the costs for 
CALEA technical solutions. Therefore, Government would be responsible for modi- 
fications to equipment, facilities, and services deployed before January 1, 1995, a 
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date shortly following the passage of CALEA. In this vein, Concress authorized $500 
milUon to be appropriated for Government reimbursements under CALEA. The Con- 
gress also decided in CALEA that the Government should not pay carriers for modi- 
fications indefinitely. For equipment, facilities, and services deployed after January 
1, 1995, the costs shift to industry. Importantly, the Congress chose not to relieve 
the industry of this cost responsibility m the event that a standard does not exist 
or is not finalized. 

The implementation of CALEA is, in many respects, a pioneering effort, involving 
the close cooperation of Federal, State and local law enforcement, the telecommuni- 
cations industry and privacy groups. At a fundamental level, CALEA requires the 
Government, as the end-user customer, to apprise the industry of law enforcement's 
requirements, although the Government cannot require from the industry a specific 
design or technological approach. Despite the challenges of such a unique undertak- 
ing, CALEA's implementation has made important strides and is currently focusej 
on two major efforts: an electronic surveillance technical "capability," and intercep- 
tion "capacity" needs. 

Law enforcement continues to work with industry on many fronts with the objec- 
tive of moving forward on CALElA's capabiUty assistance requirements. Some of 
these initiatives are being carried on in addition to and in parallel with a industry 
standard-setting process that, admittedly, has been slow and ftiistrating for all in- 
volved. A working committee has been formed that includes technical representa- 
tives firom industry and law enforcement. Its purpose is to resolve the relatively few 
outstanding issues generated by the proposed standard. We have met several times 
and are optimistic that its efforts will lead to the timely implementation of the law. 

Fijrthermore, in recent weeks, we have intensified our discussions with some 
meyor manufacturers and carriers, which have yielded promising resvilts. Several 
major manufacturers have recently advised the Government that they are currently 
developing CALEA-compliant solutions, which they anticipate will be available by 
the October 1998 compliance date or shortly thereafter. The Government has been 
informed that the solutions will meet the CALEA law enforcement requirements. It 
is expected that other manufacturers and CEuriers will continue their efforts to de- 
velop timely CALEA-compliant solutions. 

Additionally, we are only a few months away fi-om smother important CALEIA 
milestone, the final publication of law enforcement's estimate of future electronic 
surveillance capacity. This milestone results from an unprecedented collection of 
intercept data, thoughtful Governmental analysis, emd extensive consultation with 
the carrier community. The Initial and Second Notices of Capacity were extremely 
useful in enabling law enforcement to express its future interception needs. We be- 
lieve that the core concerns raised regarding the Second Notice of Capacity are 
largely due to industry's misinterpretation of the way the capacity requirements 
would be applied to carrier networks. In response to industry concerns, the Final 
Notice will make the application of these capacity numbers as clear as reasonably 
possible. Given this, I believe these capacity numbers will then be viewed as veir 
reasonable by carriers, and will not negatively impact upon their networks, regard- 
less of whether their approach to a CALEA technical solution is switch or network- 
based. The Final Notice of Capacity is expected to be published in January of 1998, 
following compliance with certain regulatory and administrative reauirements. 

Now let me iipdate you briefly on the CALEA Implementation Plan, submitted to 
each member of^the Judiciary and Appropriations Committees of the House and the 
Senate on March 3, 1997. As descrioed in the Implementation Plan, the FBI had 
intended to enter into cooperative reimbursement agreements with telecommuni- 
cations carriers, based upon reimbursement of eligible "costs". However, as negotia- 
tions progressed, it became apparent that the manufacturers' concciTi over competi- 
tive issues and proprietary information made it difficult for both sides to achieve 
their objectives. Therefore, following consultation with the industry, a market-based 
price approach may be required for reimbursement. The Government stands ready 
to begin the reimbursement process as soon as CALEA-compUant solutions are 
made available smd once a reasonable market price is determined. 

In summary, law enforcement and industry have a long history of cooperation 
with respect to the conduct of lawfully authorized electronic surveillance. At its core, 
I believe this relationship remains a solid one, and one that allows law enforcement 
to bring thousands of dangerous criminals to justice each year. At the same time, 
there is no denying the fact that the dynamic changes that have occurred in tele- 
communications technology raise unique and complex concerns. 

However, I beUeve CALEA has held up remarkably well in providing all parties 
with a framework and a process for moving forward. Guided by this framework, we 
are working diligently to bring CALEA to fruition, and to meet its deadUnes. We 
can not, however, do it alone. Continued cooperation is needed fhjm all those who 
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play a role in the implementation of this important legislation. An ongoing dialogue 
with industry remains the cornerstone of our implementation efforts, and we look 
forward to continuing to work with all involved to address their concerns. 

Thamk you Mr. Chairman, and members of this subcommittee for providing me 
the opportunity to discuss CALEA on behalf of all of law enforcement. I look for- 
ward to your continued interest in the implementation of CALEA and I am ready 
to answer your questions. 

Mr. McCoLLUM. Thank you, Mr. Warren. 
We are going to take a recess, and we'll be back after this vote. 
[Recess.] 
Mr. McCoLLUM. The subcommittee will come to order. When we 

recessed, Mr. Warren had just finished his testimony. Mr. Allen, do 
you have any comments, or do you just want to go into questions? 

Mr. ALLEN. NO, I think we are ready for Q&As. 
Mr. McCOLLUM. Very well, happy to do that. In the other testi- 

mony that was given by the industry groups earlier today, I am 
sure you heard—I think you were sitting here for most of that— 
their concerns, and in particular, one of the things that struck me, 
that I have been troubled with since I heard about it, and they reit- 
erated again today, was the suggestion that the FBI was stuffing 
the ballots and trying to obstruct the standards process. And, what 
I am curious about is, how do you answer or respond to that accu- 
sation? The statute seems pretty clear that it doesn't have a veto 
power for the FBI in it. What was that all about, and why was the 
activity performed that way, if indeed the comments that showed 
Sheriff Rice's response and others were prompted by The FBI? Mr. 
Allen? 

Mr. ALLEN. Yes, Mr. Chairman. First of all, our participation in 
the standards process is as, if you will, a consumer or user of elec- 
tronics surveillance, and what we hope we bring to that body is our 
experience in performing electronic surveillance. Operational cri- 
teria, we have some of the legal issues that we raise. We certainly 
don't bring to the table the technologists that the industry does. 
When the standards process first started, the document that was 
a genesis of that, which was an industry document, actually met 
our requirements. Over time that standard had been, if you will, 
winnowed away, and requirements had been pulled from that docu- 
ment that we thought were critical to our law enforcement mission. 

There is, I think, some confusion on the voting process, and there 
still may be confusion on my part. It is still my understanding that 
law enforcement does not have a vote on the standard. What we 
did have is that we were able to submit a ballot to provide com- 
ments on the standard. In the standards process, when we at- 
tended the standards meeting, it was generally attended by a rep- 
resentative from The FBI, and one or more representatives from 
state and local or other Federal law enforcement agencies, and they 
represented, as they represent today, a group of about 50 law en- 
forcement officers, lliey get together on a very regular basis to dis- 
cuss CALEA issues, and those 50 people, in tiUTi, represent many 
of the departments back in their home states. 

For example, our representative from the New York Police De- 
?artment, who is resident at the FBI, not only represents the New 

brk Police Department, but the state prosecutors and some of the 
other state and local law enforcement agencies in New York and 
New Jersey as well. So, when it was time to comment on the bal- 
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lots, this group of 50 put together a law enforcement set of com- 
ments, and it was submitted by the FBI as our comments, and it 
was also submitted by those law enforcement agencies as their 
comments, as well. 

Keep in mind that these 50 people had, in fact, been participat- 
ing in the standards process through their representatives. So, we 
don't in any way see that as stuffing the ballots at all—the fact is 
that we submitted 28 ballots when we had 50 representatives rep- 
resenting 1000 or more law enforcement agencies. 

Mr. McCOLLUM. Apparently, Mr. Flanigan allowed that process 
to take place, and apparently under the rules of ANSI they are in- 
deed votes that were binding in terms of their process, which were 
all obviously negative. But, in any event, I find it to be terrible that 
we have gotten to this point with no adoption of standards. It 
would be better in some ways if the industry had just gone ahead 
and adopted the standards, and you had fought them somewhere 
done the road. But, this has just delayed the process. 

Now you say they've winnowed away, in the initiaJ part, what 
you wanted. It that what the punch Ust is all about? 

Mr. ALLEN. There was an initial docimient that came out that I 
beUeve was the start of the standards process that basically met 
the needs that we had under CALEA. 

Mr. McCoLLUM. Was that a document you generated, or they 
did? 

Mr. ALLEN. No, that was an industry document. 
Mr. McCOLLUM. And that docimxent has disappeared? 
Mr. ALLEN. No, I think, as in any of these processes, there are 

drafts, and there are working drafts, and they change over time. 
And, if I could raise another point here, there has been a lot of 

discussion about this ESI document that you hear of, and how that 
is the law enforcement standard. The ESI is a name called Elec- 
tronic Surveillance Interface, and it is not our requirements for a 
CALEA standard; it is our recommended interface to deliver infor- 
mation to law enforcement. Back in 1995, law enforcement was 

garticipating in an industry-sponsored body called the Electronics 
ommunications Service Provider Committee, and they asked law 

enforcement to put together a document that had law enforcement 
recommendations for an interface. We did prepare that document, 
and it is the ESI document that was referred to earUer. 

Mr. McCoLLUM. That was referred to as the standards of the 
FBI that you were demanding they do? 

Mr. ALLEN. The standards of the FBI. And, in the first sentence 
of that it says that the ESI is the law enforcement recommendation 
for a physical interface, and it was never intended to be, and isn't 
to this day, a standard. 

Mr. McCoLLUM. Well, they are very insistent that you are say- 
ing, if they don't comply with that, it isn't going to work; you're not 
going to agree; they are going to all be held out of compUance with 
CALEA, et cetera, et cetera, et cetera. You don't agree with that? 

Mr. ALLEN. NO, that's not the case at all. A second point to raise 
on that is one of the members mentioned that if you didn't comply 
with the standard, then you wouldn't be given a aafe haven imder 
the law. When this recommendation was put forward, we were 
asked by industry, if we do this, would we get safe haven? It is this 
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one form of safe haven? And, we said, if we are putting this out 
as our recommendation, we would certainly have to grant you safe 
harbor if you comply. 

Mr. McCoLLUM. Well, let me ask you this: If the 3580 that is 
being voted on right now, which apparently does not have your 
punch list, whether that is in it, were adopted as the standard, 
would you challenge them in court? 

Mr. ALLEN. I think the 3580, as it stands, is missing some of the 
functionality that we think is important for us to carry out our  

Mr. McCoLLUM. So you would challenge them in court? 
Mr. ALLEN. Yes. I think it is missing in potentially three areas. 

We think there is some missing functionality as it pertains to our 
ability to collect evidence and minimization. There is some 
functionality missing that goes to the integrity of the intercept: our 
ability to know that an intercept is, in fact, still connected, and we 
are not disconnected and no longer monitoring. And, there are 
issues that go to the cost efficiency of law enforcement being able 
to monitor. 

Mr. McCoLLUM. But, does the 3580 meet the standard of the act, 
as opposed to what you want? Does it meet CALEA's standards 
that are in the statute? 

Mr. ALLEN. We believe, as written, it does not. 
Mr. MCCOLLUM. Well, that is of course a big bone of contention. 

They are saying that it not only does, but they have gone far be- 
yond what is necessary already, and that what you want is totally 
outside the parameters. Obviously, that is a subject that could be 
in great litigation, and nobody wants to see that. 

Mr. Allen, my time is very limited to ask you questions today, 
and unfortimately, I am going to, in a minute, turn the gavel over 
to Mr. Barr, when I recognize Mr. Wexler, but I just want to make 
the observation that we don't want to move the date, but there are 
a lot of cost items in here. And, I haven't asked questions about 
that; I hope that Mr. Barr or Mr. Wexler do, but it seems to me 
that, no matter what we do here, eventually, when the standards 
are adopted—and I don't see how anything can proceed without 
standards; I think everybody tends to agree with that—then we are 
going to have to move some dates around, legislative or otherwise. 
It is just not practical, it doesn't seem to me, and I hope you re- 
spond to that, but I don't think it is practical to expect anybody to 
be able to comply with us, imless we do make those movement of 
those dates. 

Whether we need to change anything else in the statute, I don't 
know. But, I am not going to suggest moving them, until you guys 
get together and resolve this, if there is a getting together. And, 
if there is not, then whenever the industry comes forward and says 
if that's 3580, or whatever it is, this is the standard, this is what 
we are going to go with; then we will consider moving dates. But, 
there has got to be a standard somewhere. 

And, I am just very concerned that some of the capacity ques- 
tions that are raised, if you are asking for too much capacity, I 
know you heard me talk about the switches, I know there are sub- 
tle distinctions here, but if you are asking for too much capacity, 
that is going to cost us. That is a taxpayer cost. Every oimce of ca- 
pacity is what we are going to pay for. Now, that is more Mr. Rog- 
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ers' concern than mine, but it is sui authorization function too. We 
only authorized $500 million. 

So, I again, unfortunately, am going to have to walk out of here. 
My time has expired, but I really, really do see you want to put 
on the record what your responses are to the ultimate necessity of 
moving a date, and the problems that we are going to be getting 
into as we get down the road. But, I am going to turn it over, rath- 
er than asking that response, because I have taken more time then 
I normally would, and I do have to be somewhere, unfortvmately. 
I am going to recognize Mr. Wexler for his 5 minutes, and then I 
am going to turn the gavel over the Mr. Barr. 

Mr. ALLEN. If I may just close a loop  
Mr. McCoLLUM. Very briefly. 
Mr. ALLEN. Yes, very briefly. On the punch list. As Mr. Warren 

mentioned, we are in discussions now with the industry, determin- 
ing within that pimch list which are they technically feasible to do, 
and what is the cost of those? 

We don't know the answers to those at this point, but we think 
those are very essential items to get worked out, so that we can 
make some determination as to including those or not including 
those. 

Mr. McCOLLUM. Well, what Mr. Buyer said is very true. We need 
to reach finality on this right now, and it will never be perfect. It 
will never be adequate, because the technology is going to always 
catch up with you. Let's do the best we can, and come back to us. 
We will work with you, whatever we have to do, and the industry 
will too, I'm sure, but we have got to get this thing done. 

Mr. Wexler you are recognized for 5 minutes. 
Mr. WEXLER. Thank you. I would like to follow the chairman's 

concerns with respect to cost, and I would hke to ask a couple of 
questions if I may. Given what you think you want, which I as- 
sume—everybody talks about this punch Ust—I assume you have 
identified "X" things that the Government wants. What is the cost 
of what you wsmt? The following question is, if I understand what 
maybe your answer is, that you're not yet sure what the cost is. 
Then how can you reasonably expect the industry to be able to 
meet the specific deadline if the Government cannot yet determine 
what the cost is? If it can, please tell us what the number is. 

And, then I would like to follow that by asking specifically with 
respect to the capacity—the capacity that the Government, as I un- 
derstand it, has asked for. What is the cost associated with that? 
And, please share with me and the committee what the thought 
process or the analysis was relative to the cost-benefit of that in- 
creased capacity. 

And, I appreciated very much before what I thought was the 
chairmsm's intent, was to show that while the numbers of the ca- 
pacity may seem totally out of line relative to the annual amoimt 
of national need, but, in fact, on any given basis, you may need to 
be in a certain county with 200 of them. Could you share, in fact, 
how many times you have been in any county in this coimtry 
where you needed 400 going at the same time, or 200 going at the 
same time? 

Mr. WARREN. Okay, first of all. Congressman Wexler, the FBI 
has only recently begun to learn any estimates of cost associated 
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with either 3580, the industry proposed standard, or the punch hat 
items that were omitted from the standard. We are still working 
with industry very closely to try to get solid information relative 
to these costs. 

Mr. WEXLER. Would you agree with the industry that it takes 18 
to 24 months to implement whatever standard is ultimately adopt- 
ed? 

Mr. WARREN. Yes, we would agree that that is the development 
time. 

Mr. WEXLER. We're less than 18 months from October 1998, 
right? 

Mr. WARREN. That is correct. 
Mr. WEXLER. You don't know the cost yet, and we're less than 

18 months, but yet you still don't want to extend the date. I don't 
get it. 

Mr. WARREN. I think, two quick points if I may: First point is, 
as was mentioned earher, lack of a standard does not mean that 
people cannot build solutions. It is done in industry all the time. 

Mr. WEXLER. Okay, but if they build them now, and they haven't 
been approved, and then you later disapprove them, they don't get 
reimbursed their costs, correct? 

Mr. WARREN. There has certainly been—our requirements have 
been known for a number of years. There has certainly been the 
ability for industry to come in to talk to us on proposed solutions, 
and would this proposed solution meet your needs, and if the an- 
swer is yes, we could implement something. 

Mr. WEXLER. If they went ahead. Southern Bell in my area. Bell 
South, whatever it is, went ahead emd built the system today, and 
you decided, for maybe very valid reasons, that it doesn't comply, 
would they or would they not be reimbursed? 

Mr. WARREN. For us to do a reimbursement, or for them to go 
on to build a solution for the embedded base, they would enter into 
some sort of contractual agreement with us, and we would pay 
them for a certain amount of functionaUty. So, you would have that 
agreed upon upfront. So, you wouldn't have that exposure that 
way, yes. 

I m sorry, I interrupted you, and you were answering- 
Mr. WARREN. Well, basically concerning the standard, I think it 

is a good point to make that the law does not require a standard 
be in place, and we have, since 1992, been providing the industry 
with law enforcement requirements relative to the needed 
functionality to be included in the standard, or to be built to by the 
manufacturers, and by the carriers. 

And, we have prepared at least three documents, requirements, 
dated July 1992, wMch was done in cooperation with the industry 
to identify and document law enforcement's requirements. It was 
updated again in June 1994. 

Mr. WEXLER. I appreciate that. How much is it going to cost to 
build what the FBI wants? 

Mr. WARREN. At this point in time, we don't know what the final 
cost would be. We have been given estimates, just like industry 
has. The numbers that we are seeing are far lower thsm the num- 
bers that we talked about here today. At this point in time we 
haven't been able to get our engineers and their engineers together 
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to discuss exactly how this functionality wiU be provided, and ex- 
actly  

Mr. WEXLER. IS there a target date when you think your engi- 
neers and their engineers could put all that together? 

Mr. WARREN. We are doing it right now with some manufactur- 
ers as we speak, and we will be hopefully meeting within the next 
2 months to clarify these issues relative to design capability. 

Mr. WEXLER. Okay, do you think it will be before October 1998? 
Mr. WARREN. YOU bet. I think it will be before January. 
Mr. WEXLER. Okay, before January of this year? 
Mr. WARREN. Yes. 
Mr. WEXLER. Then they will have 9 months. And, if I could, with 

respect to the capability, the example was given in my particular 
area, 250 at the same time. How much does that cost? Have you 
figured all that out? 

Mr. WARREN. What the capacity cost would be for doing it? 
Mr. WEXLER. Well, the increased capacity. This is a dramatic in- 

crease. 
Mr. WARREN. We don't know what the costs are, but I would say 

if we looked at the way things that are typically done today on 
some of the intercept solutions pre-CALEA, the cost of dehvering 
capacity was fairly minimal compared to the cost of the solution of 
doing capability. And, we have typically paid for that on an ongoing 
basis. 

Mr. WEXLER. Thank you. 
Mr. BARR [presiding]. Is the gentleman fi*om Florida finished? 
Mr. WEXLER. Yes, thank you. 
Mr. BARR. Mr. Warren, I think it is in your written testimony, 

which I think you read. Page 2, in the middle of that page, you 
state that "for equipment, facilities, and services deployed after 
January 1, 1995, the costs shift to industry." Cite for me the provi- 
sion in CALEA that states that, please. 

Mr. WARREN. It is in section 109 of the act: "Equipment, facili- 
ties, and services deployed on or before January 1, 1995, the Attor- 
ney General may, subject to the availability of appropriations, 
agree to pay telecommunication carriers for all reasonable costs di- 
rectly associated with the modifications performed by carriers in 
connection with equipment, facilities, and services installed or de- 
ployed on or before January 1, 1995, to establish the capabilities 
necessary to comply with section 103"; and (b) "equipment, facili- 
ties, and services void after January 1, 1995." And, it has "deter- 
minations of reasonable achievability." Do you want me to read 
that? 

Mr. BARR. That modifier "reasonable achievability," that would 
mean that such equipment is at least subject to that standard, as 
determined by the FCC, correct? 

Mr. WARREN. That is correct. 
Mr. BARR. SO the cost may or may not shift to industry? 
Mr. WARREN. If it is determined it is reasonably achievable, then 

the cost does shift to industry. If it is determined that it is not rea- 
sonably achievable, I believe, the way the legislation is written, the 
Government is responsible for that part that is not reasonably 
achievable, if they chose to do so, and if not, the equipment is con- 
sidered to be in compliance. 
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Mr. BARR. Okay, and that is as determined by TTie FCC? 
Mr. WARREN. That is correct. 
Mr. B.^ji. Okay, and you agree with that, and will abide by that? 
Mr. W.\RREN. Fm sorry, sir? 
Mr. B.\RR. You agree with that, that that is what it say«, and 

will abide by that? 
Mr. WARREN. That it's reasonablv achievable? 
Mr. BARR. The FCC makes that determination, not The FBI? 
Mr. W.ARREN. Yes. and I think there is, if you wUl, standards set 

out for determining what is reasonably achievable, and what they 
will consider. 

Mr. B.\RR. On page 3 of the written testimony, in the second fiill 
paragraph, second sentence, you state, Mr. Warren, that several 
major manufacturers have recently adWsed the Government that 
they are currently developing CALEA compliance solutions, which 
they anticipate will be available by the October 1998 compliance 
date, or shortly thereafter. What major manufacturers have made 
that statement? 

Mr. WARREN. Congressman, we have entered into non-disclosure 
agreements with those manufacturers. We will be happy to provide 
the names and point of contact outside the hearing, we believe. 

Mr. BARR. Fd appreciate your doing that, and we certainly appre- 
ciate that in that area you do recognize that there are some limita- 
tions on information that cam be disclosed. When you msike a state- 
ment at the end of that sentence that the CALEA-compliant solu- 
tions would be available by October 1998, or shortly therejifter, 
what is the shortly thereafter? How do you read that? 

Mr. WARREN. Basically, we are getting word from various manu- 
facturers that they may have the 3580 standard available by Octo- 
ber 1998, and they will be able to add the additional missing capa- 
bihties in a phased-in approach over the next several months or a 
year. 

Mr. BARR. When you talk about major manufacturers, how many 
major manufacturers are there? 

Mr. WARREN. Five or six. 
Mr. BARR. Okay, and of those, how many of those five or six have 

recently advised you that they are currently developing CALEA- 
compliant solutions, which they anticipate will be available by Oc- 
tober 1998, the compliance date, or shortly thereafter? And I un- 
derstand that you wiU provide the specific names. 

Mr. WARREN. Yes, we will. 
[The information referred to follows:] 
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Mr. WARREN. There are three that we are talking to right now 
that have given indications that they can comply. 

Mr. BARR. SO, of those five or six, you are sa)Tng that at least 
50 percent have, in fact, recently advised you that they are cur- 
rently developing CALEA-compliant solutions, which they antici- 
pate will be available by October 1998 compliance date, or shortly 
thereafter? 

Mr. WARREN. Yes. 
Mr. BARR. Okay, and you will provide us the names of those, 

however many there are three or four. 
Mr. WARREN. Yes, sir. 
Mr. BARR. Further on page 3, the statement is made that we are 

only a few months away from another CALEA milestone, the final 
publication of law enforcement's estimate of future electronic sur- 
veillance capacity. Wasn't that required in October 1995? 

Mr. WARREN. Yes, sir. We did file the first notice of capacity in 
October 1995. 

Mr. BARR. That was a proposed? 
Mr. WARREN. Yes, and based upon industry's comments, we re- 

evaluated the information and presented the second notice in Janu- 
ary 1997. Again based upon industry's comments and concerns over 
the interpretation of that information, we have elected to file a 
final notice in January. We have been consulting with industry to 
ensure that the numbers are easily evaluated at this point, and are 
meaningful to their networks. 

Mr.BARR. That was required under the statute by October 25, 
1995, is that correct? 

Mr. WARREN. It said October 25, 1995, and I think, though, there 
was an anticipation, that if it wasn't done by then, there was lan- 
guage in there that said that, once that had been filed, the carriers 
would have been given 3 years beyond that date. So, if it had been 
done by the 1995 date, then October 1998, but it had language in 
there that said, in effect, if that date wasn't met, then whatever 
date was met, it would be 3 years after that for compliance. 

Mr. BARR. But the date provided in the statute was that this im- 
portant CALEA milestone, which you are heralding, will be avail- 
able, I guess, early next year, was required by the language of the 
statute to be published in October 1995. Is that correct? 

Mr. WARREN. That is correct. I think when we published our first 
notice, we published it based on something called engineered capac- 
ity, and it received a great deal of  

Mr. BARR. I am sympathetic that when you all can't meet a dead- 
line, there are some very good reasons for it, and you all aren't 
going to fined for it, because the statute doesn't provide that. The 
point I am trying to make is that there are a lot of complications 
here, and you all have failed to meet a deadline, and that is fine. 
I am sure there are some very good reasons for it, but when the 
shoe is on the other foot, when you all make it very difficult for 
industry to meet deadlines, I presume that you will take the same 
sort of understanding attitude? 

Mr. WARREN. I think we will, and I think that as far as the Octo- 
ber 1998 date, we are prepared to look at that commensurate with 
industrjr's ability to work with us toward solutions. 
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Mr. BARR. Okay, now let me turn to a minute, and I think it was 
the chairman that touched on this, and that was that the capacity 
notices that we are talking about—the deadlines for the capacity 
notices themselves. We have some calculations here, for example, 
that in the Seventh Congressional District of Georgia, which is the 
district that I represent, just taking the single largest county in 
that district, which is Cobb County, which both Speaker Gingrich 
and I represent portions of, the number of switches in that county 
is 13, and the data that the FBI has provided indicates that the 
county historical simultaneous surveillance is 26, and that looking 
ahead, the county's actual simultaneous surveillance, which would 
be in place I think 3 years after final capacity notice, is 33, and 
county maximum simultaneous surveillance, which would be in 
place five business days following the request of the FBI, is 43. So, 
we would have 13 switches. The county historical simultaneous 
surveillance number is 26; the county actufil is 33, and the county 
maximum is 43. 

The problem becomes the prospective total requiring that the ac- 
tual and maximum capacities must be available "anywhere in the 
county." That, I think, is what is problematic for the industry. I 
think that logically means to the carriers, and to me, that the car- 
riers would be expected to provide the actuad and maximum capac- 
ity nimibers in each switch in the coimty. Otherwise, they wouldn't 
be available anywhere in the county, as opposed to a countywide 
basis, which is sort of the stemdard and historical basis on which 
these taps have been conducted in the past. 

Maybe you could clarify that, because, if that is true, and I think 
it is a logical conclusion, because you would be requiring that the 
actual and mtiximum capacities must be available anywhere in the 
coimty, that would mean that each one of those switches, each one 
of those switching stations, would have to be prepared to provide 
for the Government the county actual simultaneous surveillance, 
and the maximum. And, if you then take those figures, multiplied 
them by—and this is just one county—by the number of switches, 
that is 13, you come up with astronomical figures. Instead of an ac- 
tual of 33, you come up with 429, multiplying the number of 
switches times the county actual, and the maximum of 559. I 
mean, many-fold more than anybody historically would be reason- 
able. 

And, I think that is of great concern to the industry, and I think 
it is probably of concern to those folks who are concerned about the 
numbers of taps that we are talking about here. Could you respond 
to that, this anywhere in the county standard, and what that really 
would mean, what you all have in mind, if it something other than 
what I have calculated? 

Mr.WARREN. Congressman Barr, what that actually means is we 
use the actual number of 33. The carriers can distribute that ca- 
Eacity among all 13 switches. However, each switch has to be capa- 

le of doing at least 33. If, in fact, you were handed 33 orders and 
spread throughout the county, we could not hand you the 34  

Mr. BARR. Multiply 33 times 13 then? 
Mr. WARREN. I am saying that the 13 switches, each switch 

would have to be capable of doing 33 intercepts. However, we coidd 
only ask of that county a total of 33 intercepts at any one time. 
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Mr. BARR. What is any one time? 
Mr. WARREN. At any 1 day. 
Mr. BARR. By the way, that figure is 429, when you multiply 13 

times 33. 
Mr. ALLEN. When we were doing the actual maximum numbers, 

certainly those are numbers that are necessary for somebody to 
plan what sort of capacity that they must be capable of having in 
the network, but it certainly does not preclude a carrier from ini- 
tially installing one, knowing that at some point  

Mr. BARR. Wouldn't they then run afoul of the standards? 
Mr. ALLEN. They could install one, and then  
Mr. BARR. I know you are trying to tell us here today that this 

ESI really doesn't mean anything. I don't think you all really mean 
that. For example, on the first page—and this was referred to ear- 
Uer, I think by Mr. Wheeler—it says this ESI would satisfy law en- 
forcement electronic surveillance needs, and would constitute an 
acceptable means of achieving compliance with the delivery capa- 
bility requirements under section 103 of CALEA. 

Now, I might agree with what you are saying earlier, in that this 
is simply one of perhaps a number of means. I think one can imply 
that, by the use of your term, would constitute an acceptable 
means. The problem with a lot of legal documents is the footnotes. 
And, the footnote, in essence, TCs—telecommunications carriers— 
that follow the recommendation or requirements herein for the ESI 
would find a safe harbor under CALEA. Well, very clearly, that in- 
dicates that if they don't do this, there would be no safe harbor. 
And, I think that's what gives rise also to some of the concerns you 
heard expressed earlier. 

Mr. ALLEN. Certainly, that provision was put in there because we 
were specifically asked, if this was followed, would that be consid- 
ered a safe harbor. So, we put the footnote at the request of  

Mr. BARR. Well, perhaps you could state right now, as official 
FBI policy, something that would give the industry a little bit more 
of a comfort level, so that this is not, in fact, held as a club over 
them? 

Mr. ALLEN. Well, I think our intent was this is a means of 
achieving one of several, just as the standard, an acceptable stand- 
ard will be one of many means to establish a safe harbor. 

Mr. BARR. Okay. What would be some of the other ways? We are 
looking at one here, but what would be some of the other ways? 

Mr. ALLEN. Well, for example, if a manufacturer or carrier came 
in and had a proposal to meet CALEA, they said we can meet 
CALEA. We will enter into a cooperative agreement, pay them for 
that, and I would assume, if I was a carrier, they would want to 
know that that was a safe harbor; if we do this, you pay us—wiU 
that be a safe harbor under CALEA? 

Mr. BARR. Mr. Wheeler, if I could ask you, does that satisfy you? 
Does that give you a little more comfort level? 

Mr. WHEELER. We appreciate the spirit with which it's offered. 
I think there is obviously concern that what Mr. Allen just said, 
if you come in and you persist with this, we will decide whether 
or not that is acceptable, and so we are back in the same Catch- 
22 situation where all that he has to say is, "Oh, that doesn't sat- 
isfy us." 
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Mr. ALLEN. I think you were asked for another means. I mean, 
there are probably several means. And, keep in mind too, we 
wouldn't enter into a cooperative to pay somebody, nor would a car- 
rier accept that, if there wasn't some understanding that would 
achieve compliance imder CALEA as part of a normal contractual 
process. 

Mr. BARR. Mr. Wheeler, on this particular point, what would, you 
believe, to satisfy both the intent of CALEA, providing flexibility to 
both sides, which I think both sides need in this case, but that 
would give you adl a comfort level that the arbitrariness would not 
be there so that they have absolute authority? 

Okay, you need to use a microphone, perhaps the one over here 
to Mr. Warren's left, Mr. Wheeler, please. 

Mr. WHEELER. I think, Mr. Chairman, that that is what we are 
trying to resolve collectively among ourselves right now, and this 
goes back to the four points that I was making and that Mr. Buyer 
responded to previously. The point is that this is a fabric, and the 
fabric has four main weaves in it: capability, capacity, cost reim- 
bursement, and the compliance date. And, that we can't just solve 
this one problem, unless we also solve all of the others simulta- 
neously. 

I believe what I have heard Mr. Allen and Mr. Warren say, both 
here and in other meetings, is that they want to try to do that, and 
they want to and do it on those four points. I accept their good 
faith in that regard. 

Mr. BARR. Has Mr. Wheeler correctly characterized you all's posi- 
tion? 

Mr.ALLEN. I would characterize it a bit differently. I think what 
we need to do is we're trying to work through this in steps. And, 
the first thing we are trying to work through is to establish an- 
other safe harbor, which is this industry standard, which if people 
build to that, they don't need to consult with the FBI; they can 
build to that standard and know they are in compliance. And, that 
seems to be the step that we need to complete quite quickly, is to 
get a standard, get an agreement on what is in the standard, and 
allow that to be built, so that carriers can buy that solution and 
establish a safe haven. 

I think part of the next step is capacity, and as we said, we in- 
tend to have our capacity notice—it's working its way through the 
rulemaking process, as we speak, and we would like to have that 
resolved shortly, as well. 

Mr. WHEELER. I guess then what I have just heard is, no, that 
is not an acceptable response, that there are four weaves in this 
fabric, that all have to be addressed. It makes no sense to go out 
and write code for the capacity requirement, if you don't know 
what the capabilities requirement is, or vice versa, because obvi- 
ously they are interrelated; they are going to build on each other. 
It makes no sense to write that code if the compUance date is 9 
months off and impossible to meet, and it makes no sense to do 
that if you don't have an understsmding as to which switches are 
covered, and if the cost be hidden under another shell. All of these 
go together: cost, compliance date, capability and capacity. They 
are inseparable. 
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Mr. BARR. Okay. Well, obviously, there still is a lot of work that 
needs to be done, and obviously, Congress is going to have to be 
involved in this. And we would hope—we were hoping and cer- 
tainly will continue to hope—that you all will be able to work out 
something, but, if not, then I think we have a responsibility to try 
and do it. And, again, at the basis of everything we have here— 
and I know the FBI is in somewhat of a dilemma; the Federal Gov- 
ernment is on this, because we want to continue to maintain a rea- 
sonable authority, reasonable capability, to intercept necessary 
communication for important law enforcement cases, and the tech- 
nology nowadays is at such a level that nobody, back when the title 
III legislation was first set up, could have really envisioned. 

So we need to look again at it, but we do have some concerns 
about basic fairness and negotiating process here. As I said, unfor- 
tunately, I was not here when CALEA was passed, not that I would 
have had much to do with it, but if I had, I would have configured 
it a little bit differently. I think it does give too much power to the 
Government, and I'm not sure that that really has helped the Gov- 
ernment, either, having that power, because it creates the problems 
that we see here today. Perhaps if there had been a Uttle bit more 
balance, you all would have been able to work a little bit more pro- 
ductively over the last couple of years. But it's obvious, at least at 
this point, that we'll have to get back involved in this. 

Thank you, Mr. Wheeler. I appreciate your continuing to stick 
around. 

If we could turn, just for a couple minutes, to some concerns— 
and I think we touched on these a little bit earlier, but there have 
been some concerns expressed, and I do share at least some of 
those, with regard to the authorities, the features, that seem to be 
beyond the scope of CALEA. 

Could you all point out where CALEA mandates, for example, 
that law enforcement must be able to hear more than any other in- 
dividual participant in a conference call? 

Mr. ALLEN. If I could do that  
Mr. BARR. Or more than any other individual participant con- 

ference call is able to hear? 
Mr. ALLEN. When we  
Mr. BARR. In other words, separating out the content capabil- 

ity—I think it's No. 11. 
Mr. ALLEN. Eleven? 
Mr. BARR. On this point, I think they are both economic con- 

cerns, because it would be extremely difficult—i.e., costly—to sepa- 
rate out the content of the conference bridge, talking about a con- 
ference call, and there are also legal questions that come into play 
about the admissibility of sounds that only one participant could 
hear, but the other participants could not. That's sort of what I'm 
talking about. Where does CALEA mandate that? 

Mr. ALLEN. I believe that requirement would relate back to 
103(a)(1), which says, "All wire and electronic communications car- 
ried by the carrier"—I'm sorry—"expeditiously isolating and ena- 
bling the Government, pursuant to court order," et cetera, "to inter- 
cept all wire and electronic communications carried by the carrier 
within a service area to or from equipment facilities and services 
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and the subscriber of such carrier concurrently with the trans- 
mission to or from the subscriber's equipment." 

Mr. BARR. But isn't that "of a subscriber" of such carrier? We're 
talking about other people? 

Mr. ALLEN. And, again, when we're talking about this and the 
requirement for conference calhng, a couple of quick points: The 
first point is that we're talking about those sorts of features that 
are supported by the targeted service. If, in fact, you are in a con- 
ference cedl and it's not supported by the targeted service, then the 
punch list items would not apply  

Mr. BARE. What does that mean, "supported by the targeted 
service?" 

Mr. ALLEN. For example, my service is the target of the inter- 
cept, my telephone service. You and I and Glenn are subjects of the 
investigation. We're subjects of the title III court order. We are 
talking on my service, and ray service is the targeted service. I 
place a call to you and then I conference-in Glenn. My service, 
which is the targeted service, is supporting all three of oiu- discus- 
sions. 

Mr. BARR. Does the extent of the Government's authority and 
one's privacy rights depend on what telephone services one has? 

Mr. ALLEN. The service that is the subject of the court. My serv- 
ice is 555-1212. It was named in the court order. Us three were 
named in there as participating in narcotics trafficking using my 
facihties. We do an intercept on my facilities. I call you, conference- 
in Glenn, and now we're monitoring all three. 

Mr. BARR. But one of yoxir premises was that all three of us are 
exphcit targets? 

Mr. ALLEN. Explicit are, as you are well aware, when we do court 
orders, well name the targets that we know, and the others that 
we haven't identified, we'll say, "others yet to be identified." 

Mr. BARR. Well, what if you conferenced-in two other parties, Mr. 
Warren and Mr. Wheeler, neither of whom are—nobody in the Gov- 
ernment has ever even heard of them. All of a sudden, you have 
these two parties involved. 

Mr. ALLEN. And we're monitoring a criminsd conversation? 
Mr. BARR. Well, you're monitoring one of the conversations  
Mr. ALLEN. I'm monitoring our conversations where we're dis- 

cussing drug trafficking  
Mr. BARR. And then you pick up a conversation between Mr. 

Warren and Mr. Wheeler. 
Mr. ALLEN. Which is all on the same—it would all have to be on 

the same conference call. 
Mr. BARR. Right, but the Government has never heard of them 

before. They're completely innocent third parties. 
Mr. ALLEN. And I guess my question: "They are not participating 

in this drug trafficking discussion? 
Mr. BARR. NO, the/re just talking to each other. 
Mr. ALLEN. Over our call? Because we're all on the same call at 

this point in time. We're all on the same call. 
Mr. BARR. Well, with the technology, I mean, you can put people 

on hold and go get another call, and the Government wants the ca- 
pability to monitor that conversation between Mr. Warren and Mr. 
Wheeler. 
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Mr. ALLEN. Only if it's supported by my service, only if they're 
conducting criminal activity that's identified in a court order, and 
only if they're subjects of the investigation. 

Mr. BARR. But they're not. 
Mr. ALLEN. SO then we wouldn't be monitoring them. 
Mr. BARR. But you want to have the capability to do it? 
Mr. ALLEN. Right. Just as the instance when I'm monitoring my- 

self, yourself, and Glenn, we are all parties to the criminal commu- 
nication—or criminal conversations that are going on; we're all sub- 
jects of that criminal activity. And to the extent that I set my 
phone down at one end, the Government still has the authority to 
monitor the other two parties of the criminal activity that's going 
on over my line. 

Mr. BARR. So what you're saying is, it is the position of the FBI 
that it can legally listen to any conversation that uses that facility 
or service of the intercepted target, and that that includes con- 
versations on hold, even between parties to whom the Government 
never anticipated targeting, never had any information, if they are 
put on hold by the target's phone? 

Mr. ALLEN. If they're conducting criminal activity. I mean, one 
has the authority to be able to monitor that—if they're not conduct- 
ing criminal activity, we minimize, just as we would if you and I 
were talking over my service and we were not discussing criminal 
activity at that particular time. 

Mr. BARR. Well, but we know that, certainly under the existing 
law and existing procedures and capabilities, we have minimization 
procedures that have to be followed. 

Mr. AlXEN. Right, right. 
Mr. BARR. But the technology you're talking about raises this to 

a whole new level. 
Mr. ALLEN. I guess it would be  
Mr. BARR. In other words, if you're talking about a hard-line 

intercept, an analog intercept, this issue doesn't really even come 
up, because you can only hear what's on that phone—what's being 
discussed on the phone line. You're asking now for the capability 
to overhear conversations of innocent third parties who are put on 
hold as part of a conference call at the targeted facility? 

Mr. ALLEN. AS an example, we're again in our conference call; I 
put you on hold to answer the door; you're still conducting criminal 
activity supported by my service. We would want the ability to 
monitor that. If you're not conducting criminal activity, if you're an 
innocent third party sitting on my service on hold waiting for me, 
then we can't monitor that. 

Mr. BARR. I'm not sure that everybody would feel we're com- 
fortable with that, but I think it—without prolonging the discus- 
sion about all the legalities of that—I think the concern that a lot 
of people have is that these capabilities are being mandated, 
sought to be mandated, by the Bureau under CALEA, and I think 
a legitimate question can be raised that CALEA does not mandate 
those additional capabilities. I think that they do—that it's reason- 
able to consider that that is an expansion certainly of the Grovern- 
ment's capability and wire tapping authority, too. You'd disagree; 
you don't see it as an expansion of the Government's wire tapping 
authority? 
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Mr. ALLEN. I would say, again, if we have identified that crimi- 
nal activity, we've identified those facilities and services, we're try- 
ing to intercept, we've identified the subjects, and the/re conduct- 
ing criminal activity on those services, I would say we would have 
the authority to perform those intercepts. 

Mr. BARR. I think we're going to see some fairly interesting court 
cases come out of all this in that case then down the road, but I 
think it's a problem for us that are trying to determine exactly 
what CALEA mandates and what it doesn't. 

I apologize for not turning to the gentleman fi-om Ohio. He's 
quieter than some of us, and I didn't even know he was here. The 
gentleman from Ohio. 

Mr. CHABOT. I've been here the whole time. Bob. [Laughter.] 
I appreciate the chairman's recognizing me, and I just have a few 

questions for the FBI here. 
Mr. Warren, is it true that CALEA was intended to preserve, but 

not to expand law enforcement's ability to conduct criminal wire 
taps? 

Mr. WARREN. That's correct. 
Mr. CHABOT. And does law enforcement currently have the au- 

thority to track the location of a person with a cellular phone 
through the use of a tap—currently? 

Mr. WARREN. Does it currently have the authority to track; is 
that what you said? 

Mr. CHABOT. Right, track a person when a person uses a cellular 
phone under existing law? 

Mr. WARREN. Yes. 
Mr. CHABOT. Without CALEA? 
Mr. WARREN. Yes. 
Mr. CHABOT. Okay. Does the FBI seek authority—ifs my under- 

standing that Director Freeh testified back in 1994 that the FBI 
specifically stated that CALEA not include any location or tracking 
requirement. 

Mr. WARREN. We have agreed with the standards bodies in the 
case of cellular phones that only receive information relative to the 
call origination and termination. No information will be tracked 
relative to the movement of that phone, and that's what is cur- 
rently in 3580, I believe. 

Mr. ALLEN. I think, too, if I may just e^roand on that a bit, in 
CALEA the definition of call identifying information is dialing or 
signaling information that identifies the origin, direction, or termi- 
nation of each communication generated or received. There's dis- 
cussion in there further on that says, pursuant to a pen register 
order, that such call identifying information shall not include any 
information that would disclose the physical location of the sub- 
scriber. 

And the reason that that was included is, to the extent that call 
identifying information includes location information, that law en- 
forcement couldn't receive that with a pen register order; they'd 
have to get a higher standing order, if you would, to receive that 
information. 

Mr. CHABOT. HOW cooperative or how involved have vou been in 
discussing with the industry the projected costs on tnese items? 
What discussions have you all had  
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Mr. ALLEN. On this particular  
Mr. CHABOT. NO, really in all the areas. 
Mr. ALLEN. In general? 
Mr. WARREN. Well, for the last several years, we have been at- 

tempting to get cost data from the industry relative to what they 
are proposing in the standard 3580 as well as what the addition^ 
capabilities would cost. Because they were sensitive to competitive 
issues and proprietary rights to that information, they chose not 
to—that they were either unwilling or unable to give us that infor- 
mation, and we've since in the last few months tried to develop 
other methods to identify price as a possible means of determining 
the cost, if you will, of the 3580 or the law enforcement require- 
ments. 

Mr. CHABOT. It's my understanding that, in response to a ques- 
tion by Mr. McCoUum about the punch list, that you said that you 
are in discussions with the indxistry to determine technical feasibil- 
ity and cost of providing the punch list. Does this mean that the 
FBI will insist on including those cost-effective, technologically-fea- 
sible items, even if they may be perhaps illegal because they go be- 
yond the scope allowed under the act? 

Mr. WARREN. We're ctirrently conducting a very extensive review 
legally of all items requested in the punch list. With the Depart- 
ment, we're working very closely vidth the Department to evaluate 
each of those and its basis in title III, and the other electronic sur- 
veillance statutes. Again, we're looking at the technical feasibility 
and we're looking at the cost. When we have all that information 
available to us, we wiU be able to sit down with the law enforce- 
ment community and come back with a recommendation relative to 
whether we include or eliminate any punch list items. 

Mr. CHABOT. Who within the Department is heading that up? 
Mr. WARREN. The Office of Enforcement Operation, their title III 

people  
Mr. CHABOT. Who is that specifically? 
Mr. WARREN. Fred Hess. 
Mr. CHABOT. I yield back the balance of my time, Mr. Chairman. 

Thank you. 
Mr. BARR. Thank you, Mr. Chabot. 
Returning just very briefly to the last topic that we were discuss- 

ing, we talked about two features, law enforcement being able to 
hear more than any other individual participant in the conference 
call can hear, law enforcement being able to wire tap not just the 
intercept subject's conversation, but also the conversations of other 
parties with whom the intercept subject is not talking, and for 
whom law enforcement does not have a title III order. One other 
concern that's been brought to our attention in terms of an addi- 
tional feature is that law enforcement is to be provided with a con- 
tinuous dialtone indicating whether the line carrying the wire tap 
from the phone company office to the police monitoring center is 
operating. 

If those features are not provided by October 25, 1998, what will 
the FBI do? Will they seek punitive sanctions? 

Mr. ALLEN. I think just to back up one step, the last item that 
you mentioned, I believe it was dialtone connected to law enforce- 
ment agencies  
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Mr. BARR. Right. 
Mr. ALLEN. Iliat is something that is provided today, and basi- 

cally what that does is it lets us know mat we're still up on the 
intercepted subject. I think, as Mike mentioned, what we need to 
determine is we know that these are requirements that we would 
like to have in there; we need to see what the technical feasibihty 
8uid cost  

Mr. BARR. But it's my understanding—and I'm not a technical 
expert on this, so I rely on what our folks here provide—the law 
enforcement now knows that there is a problem with the surveil- 
lance, that the is missed, and evidence is already lost. I think what 
we're talking about here, capability 6 and 7, is a continuity or tone 
check which would have told law enforcement about the problem 
prior to a call being placed. 

Mr. ALLEN. The continuity issue is, again, the connection from 
the intercept point back to the law enforcement facility, and that 
is something today that our equipment provides, and if this inter- 
cept solution moves into a switch that's under control of the car- 
riers, we'd expect to get a similar signal back. And, again, that pro- 
vides us continuity between our equipment and the intercept. It 
tells us, yes, we are up, and the reason you're not getting any ac- 
tivity is because the subject's not using the phone. 

Mr. BARR. So you're sajring that the industry already provides for 
a continuity tone check? 

Mr. ALLEN. Yes, they either provide it using their equipment 
that they assist us in effecting the intercept with or our equipment 
that we provide them to do the intercept. 

Mr. BARR. IS that true, Mr. Flanigan? 
Mr. ALLEN. It's called a loop extender, and it provides something 

called C-tone. 
Mr. FLANIGAN. It's not in the present standard. 
Mr. BARR. But getting back to my general question, if these var- 

ious features are not provided by industry by the October 25, 1998 
dead, what does the FBI intend to do? 

Mr. ALLEN. Well, I think it gets back to we need to know why. 
If it's because it's not technicafly feasible or it's too costly, I think 
those are  

Mr. BARR. What if industry maintains its position that these are 
outside the scope of CALEA, and you cannot properly mandate 
them? 

Mr. ALLEN. Well, I think that's the next part of our discussion. 
We're going through the technical feasibility and cost issues, and 
then there are legal issues that they've raised that we need to re- 
solved. We hope to have these resolved from the technical feasibil- 
ity, cost, and legal issues, so that we can agree to put into the 
staiidard what of these we can come to some commonality on. 

Mr. BARR. IS, at least at this time, the Bureau's position that 
these features are covered by CALEA; that CALEA can properly 
mandate them; that they ought to be in place by October 25, 1998, 
and that if they're not, would there be punitive sanctions sought? 

Mr. ALLEN. We would—in our discussions with OEO, Office of 
Enforcement Operations, they opined to us that those punch Ust 
items were allowable under CALEA; thejr're things that we could 
ask for. And, again, I think the next step is to see what the cost 
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and technical feasibility is of doing those. And then we can get 
back smd discuss with the industry and OEO the legal issues again. 
Fm sure everybody has a legal opinion on those issues as well. 

Mr. BARR. And it may be that the Congress will, pursuant to its 
responsibility, clarify that as well, because I don't think that—^you 
all have been very patient—I don't think that the industry rep- 
resentatives, who have also been very patient in staying around for 
this testimony, probably feel real comfortable with this. So I think 
the problems, the very serious problems, are remaining, and, unfor- 
timately, it looks as if they'll be with us and may require adjust- 
ments, legislative adjustments, to clarify the intent of CALEA. 

Did you have any final questions, Mr. Chabot? 
Mr. CHABOT. Yes, one final question; if the chairman, would be 

so kind, I'd appreciate it. 
It seems from the testimony that we've heard here today that it 

appears to me as though the industry in general has gone through 
a good-faith effort to comply with CALEA's requirements, including 
presenting a standard for industry fairly quickly after CALEA was 
passed. The FBI has requested the capabiUty to tap one out of 
every hundred phone conversations in its first capacity notice. It's 
now insisting that the industry include 10 additional capability 
items, and for some of them the technology doesn't even exist to 
comply, and I think there's some question as to whether the law 
even entitles them to comply. So my question would be: How strong 
is the FBI's commitment to come to some agreement with the in- 
dustry on CALEA that's reasonable and that is in complisuice with 
the law as it currently exists? 

Mr. ALLEN. I think that, as the industry is concerned about the 
10/98 date and what the implications are to them, we are certainly 
concerned about our continuing erosion of abilities to do electronic 
surveillance. Our responsibility to do that is part of the public safe- 
ty. So we certainly feel that we're under tremendous pressure as 
well to bring this to resolution. 

Mr. CHABOT. I think—I can't speak for everyone on the commit- 
tee, but I certainly think that many members want to make sure 
that the FBI does deal in good faith with the industry, and we hope 
that the industry and the FBI can work this out, and that if more 
time is needed and is appropriate, then I think more time should 
certainly be considered. 

So I 5deld back the balance of my time. 
Mr. BARR. Thank you. I think the gentleman from Ohio has very 

capably sort of summarized where we are today. He does speak for 
at least this member of the committee that I don't think that we 
have the proper balance of power, as it were, in this equation right 
now, nor do I think that we have, with the very, very broad inter- 
Eretations of the Bureau that we've seen here today, have a proper 

alance of necessary Government law enforcement authority and 
civil rights and privacy rights for our citizens. So I think that more 
questions remain unanswered than answered, and that may be the 
nature of this whole problem that we're trying to work through. 

We have not heard the last of it. I think that we will have to 
take some action through the Congress, and I know you all have 
been, and Director Freeh has been, in touch with Chairman Rogers 
of the Appropriations subcommittee, as have we, and we will con- 
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tinue to work with them, so that we can take appropriate steps, 
both through the appropriations, as well as perhaps mrther clari- 
fications and restrictions from a more substantive standpoint with 
regard to CALEA through perhaps this subcommittee, although I 
cannot speak for the chairman. 

We appreciate the Bureau being with us today, Mr. Allen and 
Mr. Warren. We appreciate, certainly, the input from industry from 
our prior panel, and look forward to receiving the specific informa- 
tion, Mr. Allen, that you all will be providing us. And, of course, 
if any of the other panehsts from either panel wish to submit any 
additional information in response to any specific questions or ma- 
terial that they think is appropriate to complete the record, and 
help us in our fiirther work, we certainly will keep the record open 
and look forward to you all doing that. 

Thank you all very much. 
Mr. ALLEN. Thank you, Mr. Chairman. 
Mr. BARR. This hearing is concluded. 
[Whereupon, at 1:55 p.m., the subcommittee adjourned.] 
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